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Chapter 1. Subject

The OGC Testbed-15 Data Centric Security Engineering Report (ER) discusses the current state of
security in protecting data in a geospatial environment. The ER examines the use of encrypted
container formats such as NATO STANAG 4778 "Information on standard Metadata Binding" with
metadata as defined in NATO STANAG 4774 "Confidentiality Metadata Label Syntax" in combination
with geospatial data using the encoding for an OGC Web Feature Service (WFS) FeatureCollection
structure. This report also makes a recommendation for the creation of new media types to support
output container formats such as STANAG 4778. The report then discusses various implementation
scenarios in which a STANAG 4778 (eXtensible Markup Language (XML) container maintains
encrypted data from author to service to viewer. These implementations use the new OGC API -
Features - Part 1: Core with features encrypted using keys supplied by feature authors and users.



Chapter 2. Executive Summary

OGC members can derive business value from this ER in the following three areas:

1. Where Data Centric Security fits in with proposed standards such as OGC API for Features.
2. Techniques to use and issues that impact implementation of Data Centric Security.

3. The continuing work that remains in the area of Data Centric Security.

The motivation for data centric security is a response to the possibility of an unauthorized user
who intercepts network traffic or hacks systems storing sensitive data. When looking at drafting
OGC standards such as OGC API - Features in a data centric security scenario, standards need to
include ways to classify the security requirements around data access. This classification can exist
as additional metadata fields. The requirement stems from the need to limit different consumers to
a different subset of data. Additional requirements include the need for representation of the
source of the information as well as an assurance that the information has not been tampered with.
A fundamental requirement for data centric security is that the data is always in an encrypted form
until an authorized actor makes use of the data. As the data could pass through systems that do not
belong to the data consumer nor the producer, the data must remain encrypted throughout the
geospatial environment. The geospatial environment includes all infrastructure that touches the
geospatial data (services, networks, storage, clients, etc.).

For the purposes of the Testbed 15 Data Centric Security (DCS) activity as documented in this ER, a
requirement existed to use an open source implementation of OGC API - Features.

The Testbed-15 findings show that it is possible to support data centric security within the OGC API
service framework. The ER documents three DCS scenarios:

» Scenario 1: Starts with a user requesting features, with a security proxy intercepting and
modifying the request before forwarding to a vanilla OGC API — Features service. The proxy
service intercepts the response to filter, encrypt and sign the response in a STANAG 4778 output
format. Annex A provides additional details for this scenario.

» Scenario 2: This scenario includes a security proxy that contains a geospatial policy of classified
and unclassified data. The scenario is similar to the one above in that a request is intercepted,
filtered, encrypted and signed by the security proxy. The difference is that temporal decisions
and spatial filtering is performed on the results of the request by the security proxy. See Annex
B for more details.

» Scenario 3: Starts with a user requesting features which a security proxy intercepts, and
modifies before forwarding to an OGC API - Features service that understands the STANAG 4778
output format. The security proxy intercepts the response to filter, encrypt metadata and sign
the feature collection. In this scenario, the OGC API - Features service returns a feature
collection with STANAG 4778 encoded feature objects. See Annex C for more details.

The first challenge, an implementer encounters, occurs when sending the request. The current code
lists do not support a STANAG 4778 output format. The STANAG 4778 output format is a container
format that contains encrypted portions of sensitive data and associated metadata. A sub-challenge
is that the OGC API set of standards needs a way to specify both the container encoding and the
format of the data in the container. Once standards such as OGC API - Features support the



documentation of containers and data and get agreement by the implementing and OGC
membership communities, then interoperability with 4778 is possible. However, this may not be
the only factor in interoperability. STANAG 4778 may not be an appropriate output format,
especially when there may be a variety of different DCS formats in the future. One of the issues that
different DCS formats may expose in the future is how to express a feature collection where items
could be in different DCS formats. This could be caused by different content authors contributing to
the feature collection.

The next challenge for implementation, which is outside the scope of OGC API standards work, of
Key Management. In the first and second scenarios, the OGC API service does not know anything
about keys. The feature data is either not encrypted in the storage container or the data is
encrypted by the file system or the database system. The security proxy (PDP/PEP) encrypts the data
as the data is returned to the authorized actor. This allows the OGC API - Features service to search
the data that are visible to the service. In the third scenario, the OGC API - Features service either
needs authorization to access keys or the services ability to filter data is limited. One challenge that
is within the scope of OGC API standards is the description and negotiation of key management.
Currently there are no markings in the service to specify whether the metadata is encrypted with
the public key of the client or if the metadata contains the key for the sensitive encrypted feature
data. There are potentially other key management methods which client and service
implementations may use in negotiation and description of key management.

Another challenge that an OGC Standards Working Group (SWG) should address is the inclusion of
a digital signature element in the scheme of a feature collection. Current standards, such as OGC
API - Features, do not contain a digital signature as part of the scheme. The testbed participants
were able to add one for the purposes of demonstrating Data Centric Security. However, the
resulting feature collection will fail in the WFS FeatureCollection schema validation. This issue is
demonstrated in scenario three where the OGC API - Features service returns a feature collection
with STANAG 4778 encoded features.

Future testbeds should investigate:

* Additional container formats for encoding output formats. In this testbed, STANAG 4778 was
chosen because of its use by NATO Partner Nations for exchanging data. The STANAG XML
format is useful for systems that are working with XML data. Other encoding formats exist and
some applications, particularly in the commercial sector, may not be as keen to support XML.
An investigation in using a JavaScript Object Notation (JSON) based encoding would be
beneficial as many applications today exchange information using JSON.

* Key management markings. When running the tests in the testbed, notice that the metadata
contains the symmetric key for decrypting the feature data and the metadata is encrypted with
the public key of the user. An alternative key management scenario may store the keys in a key
management service and require the client to fetch the key via a key identifier stored in the
metadata. There should be some indication to the client of where to fetch the keys from and
how to decrypt the features and metadata.

¢ Authentication and Authorization Protocols. To run the tests in this testbed, OAuth 2 was used to
issue a bearer token for access delegation. OAuth 2 scopes are validated along with GeoXACML
to define authorization. Future implementations should evaluate data provenance using
assertions, Blockchain technologies, or other standards.



* Using XML Digital Signature in OGC encoding standards. Scenario Three demonstrates the
ability to include a set of STANAG 4778 container objects in a WFS FeatureCollection result.
Putting a STANAG 4778 container object in as a feature works because the feature collection
schema allows for a type of xs:any. Applying a digital signature to the final feature collection
results in an invalid structure as the schema defined in wfs.xsd does not support the insertion of
a W3C XML Digital Signature element. From the testbed results, the participants encourage OGC
SWGs working on OGC API standards to add optional schema elements that allow the use of
XML Digital Signatures. See the OGC Change Request #614 [http://ogc.standardstracker.org/
show_request.cgi?id=614] for more information.

2.1. Document contributor contact points

All questions regarding this document should be directed to the editor or the contributors:

Contacts

Name Organization Role

Michael Leedahl Mazxar Technologies, Inc. Editor

Andreas Matheus Secure Dimensions Contributor

George Elphick Helyx Secure Contributor
Information Systems

Donovan Dall Helyx Secure Contributor
Information Systems

Matt Knight Helyx Secure Contributor

Information Systems

2.2. Foreword

Attention is drawn to the possibility that some of the elements of this document may be the subject
of patent rights. The Open Geospatial Consortium shall not be held responsible for identifying any
or all such patent rights.

Recipients of this document are requested to submit, with their comments, notification of any
relevant patent claims or other intellectual property rights of which they may be aware that might
be infringed by any implementation of the standard set forth in this document, and to provide
supporting documentation.
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Chapter 4. Terms and definitions

For the purposes of this report, the definitions specified in Clause 4 of the OWS Common
Implementation Standard OGC 06-121r9 [https://portal.opengeospatial.org/files/?artifact_id=38867&version=2]
shall apply. In addition, the following terms and definitions apply.

e AS

OAuth2 Authorization Server —a component that dispatches, validates manages bearer access
tokens.

e GeoPDP

Geospatial Policy Decision Point—a component of a policy-based system that uses a request,
attributes about a request (including geospatial attributes) and a policy document to make an
access decision to allow access to a resource. The GeoPDP implements the OGC GeoXACML
implementation specification.

e GeoPEP

Geospatial Policy Enforcement Point—a component of a geospatial aware policy-based
system that works with a GeoPDP to enforce access decision and perform obligations requested
by the GeoPDP.

e OGC API - Features

OGC API - Features - Part 1: Core —is a new OGC standard for a feature service application
programming interface that provides access to feature collections and the items in them. This
standard was formally known as WFS3 for Web Feature Service version 3.

e LDProxy

LDProxy — An Open Source product by Interactive Instruments which provides most of the
REST implementation specified in the OGC API - Features Standard.

e PDP

Policy Decision Point —a component of a policy-based system that uses a request, attributes
about a request (including geospatial attributes) and a policy document to make an access
decision to allow access to a resource. The PDP implements the OASIS XACML3 standard.

4.1. Abbreviated terms

¢ AD - Authorization Decision

ADR - Authorization Decision Request

AS - Authorization Server

DCS - Data Centric Security

DWG - Domain Working Group

GeoPDP - Geospatial Policy Decision Point

GeoPEP - Geospatial Policy Enforcement Point


https://portal.opengeospatial.org/files/?artifact_id=38867&version=2

10

GeoXACML - Geospatial eXtensible Access Control Markup Language
OAPIF - Short form of OGC API - Features - Part 1 - Core

OGC - Open Geospatial Consortium

PDP - Policy Decision Point

SAML - Security Assertion Markup Language

SWG - Standard Working Group

TB15 - OGC Testbed-15

WES3 - Web Feature Service version 3 (Also known as OGC API Features)
XACML - eXtensible Access Control Markup Language

XML - eXtensible Markup Language

XSLT - eXtensible Stylesheet Language Template



Chapter 5. Overview

This section provides a brief overview and description of the key sections of this Engineering
Report.

Section 6 provides a look at the landscape of data centric security technologies and techniques. The
section also covers considerations of implementing data centric security on performance of a
feature retrieval service such as OGC API - Features.

Section 7 outlines scenarios, requirements and architecture used in the Testbed for Data Centric
Security. The first of three scenarios defined in this testbed works with a proxy solution. The proxy
deals with authentication, authorization and converting to a STANAG 4778 container format. The
proxy is put in front of a vanilla implementation of an OGC API - Features service. The second
scenario is similar to the first scenario with the exception that the proxy service applies a spatial
filter on the request. The third scenario looks at an authentication and authorization system that
passes through a request to an OGC API - Features service which already stores the features in a
STANAG 4778 format encoding. Next the section covers requirements and presents a mapping of
requirements to architectural elements. This is followed by the engineering aspects of the
architecture and infrastructure setup for the Data Centric Security portion of Testbed-15.

Section 10 presents the results of the Technology Integration Experiment (TIE) testing. In general
the TIEs show what happens when you call an OGC API - Features service with and without adding
a security proxy in front for each scenario.

Section 11 provides a summary of the main findings. This section shows that adding data centric
security using containers that conform to STANAG 4778 is possible.

Section 12 looks at additional the aspects of key management, authentication/authorization and
filtering that were not covered in this testbed.

Annex A provides a demonstration and implementation instructions for scenario one.
Annex B provides a demonstration and implementation instructions for scenario two.

Annex C provides a demonstration and implementation instructions for scenario three.

11
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Chapter 6. Data Centric Security

6.1. State of Art in Data Centric Security

When implementing a platform for data centric security, data providers and distributors need a
way to:

* Authenticate agents/users;

* Prove the authenticity and Integrity of data;

* Provide the provenance and data history;

* Classify data;

* Manage rights and policies for accessing data;

* Manage keys for encrypting and decrypting data;

* Automation of encryption and decryption of data;

* Automation of data masking and unmasking;

 Discovery or cataloging of encrypted data.
Data Centric Security requires some sort of agent or client that runs on endpoints where data is
being created that can assess the data and perform actions on the data as defined in policies. Often
these policies are centrally managed and pushed out to the agent or client. Users or automated

processes that create or use data should not be aware that the data is encrypted when they access
the data.

There are many technologies and standards that are used to accomplish data centric security such
as:

* Digital Rights Management (DRM)

* Data Loss Prevention (DLP)

* Key Management Interoperability Protocol (KMIP)

* Public-Key Cryptography Standards (PKCS #11)

 Information Flow Control

* Attribute-Based Access Control

* Role-Based Access Control

* W3C PROV

* Digital Signatures

* Transport Layer Security (TLS)

» Secured Hyper-Text Transfer Protocol (HTTPS)
Many of the aforementioned technologies and standards have been applied to various solutions for

file and email management. When looking for solutions to these problems in a geospatial context,
data centric security seems to be behind other infrastructures. There was some OGC work done on

12



Data Provenance in Testbed 10 [https:/portal.opengeospatial.org/files/?artifact_id=58967]. Some companies
published papers on various ways to record providence in metadata. Most products support HTTPS
using TLS. However, this approach is a transport security model as opposed to a data centric
security model. There are products available as a proxy service to provide authentication,
authorization and policy access controls based on Attributes or Roles. These solutions may and
often are placed in front of geospatial solutions today.

There are a number of solutions available to inspect network traffic to and from a web service or to
and from a database that provide DLP and threat assessment services. These proxy services may
and often are put in front of geospatial services. The common thread that all of these services have
for geospatial implementations is that they are done on the network transport layer and not on the
data and services themselves. This suggests that more work and experiments are needed to create
and extend standards that implement DRM, DLP and Policy decisions. For example, adding
markings in the data would support better decision making by the services that serve data.

6.2. Data Burden

Adding encryption will always create some additional overhead to any web implementation. This
overhead is comprised of two components. The first component of overhead comes from the size of
the network packets. The second component of overhead comes from performance impacts due to
additional processing time on servers and clients. Returning an entire feature collection as an
encrypted section in a container format could be quite large. Encryption creates binary results that
are converted to base 64 encoding when put into an XML container. This conversion may expand
the data volume to as much a twice its original size. This creates a burden on network
communications. This reporter examines scenarios in which a proxy service in front of an OGC API
Features service provides data centric security. The OGC API - Features service may or may not be
aware of encrypted data stored in a data centric security container format. In both cases, a data
burden is placed on the client application as it has to decrypt the data to use or present the data.

In the service that is unaware of Data Centric Security, all the encryption is done in the proxy
service at request time. This could impose a burden on the data over a classic service that does not
provide data centric security. However, in many classic implementations security is still enforced
and encryption is applied in other forms that add a burden in terms of performance of data
retrieval. The big difference is that in a classic scenario, the encryption is done on the transport
layer and is communicated in a binary form. In the Data Centric Security scenario, the data is
expanded to convert to an ASCII format for inclusion into a container. For example, in a classic
implementation whole disk encryption or database encryption may be applied. This adds
additional latency to the delivery of data in that it must be decrypted from the storage before being
delivered. An additional source of overhead in a classic implementation is imposed on the
transport layer as the data is often encrypted through the communication protocol such as
Transport Layer Security (TLS). By using a proxy to provide data centric security, using TLS as the
data is already encrypted is no longer important. However, the proxy scenario solution we present
in this ER does use both asymmetric and symmetric keys to encrypt portions of the data as does
TLS. In effect a classic implementation and the data centric security implementation should be
similar in performance in cases where transport and storage encryption are used on a classic
service.

In contrast, a data centric security aware OGC API - Features service has containers with encryption

13
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already applied to the data in the database or on the data storage. In this scenario, the data creator
had a burden to encrypt the data before putting it into the service. For this ER and testbed
experiments the participants did not encrypt the metadata portion in the containers stored in the
service. This allowed a proxy server to make classification and filtering decisions based on the
metadata. The proxy service then used an asymmetric key to encrypt the metadata as was done in
the unaware scenarios.

Another alternative to be considered for future testbeds is using a key to decrypt the metadata in
the proxy service thus allowing the ability to store the metadata encrypted as well. As to data
burden and performance, this solution is potentially more performant in that the proxy service is
not applying encryption to the bulk of the data as it is already encrypted. There is still a burden on
the client side to decrypt the data. A classic solution with network and storage encryption makes
the encryption seamless to the client where a data centric security model imposes work on the
client to decrypt. However, performance testing could demonstrate that it is quite possible that the
scenario where features are stored as encrypted containers may actually perform a little faster
than the classic solution.

In summary, encryption will always add a burden to data and performance of a system. That is
certainly the case in geospatial data solutions. In this testbed, the participants did not perform any
performance testing so there are no metrics to report on. Perhaps that is something best left for
future testbeds. However, we can work out the data burden in a logical manner and looking at it
logically, the data burden should be similar to a classic implementation where data is encrypted at
rest and in motion. The client will have more of a burden in a data centric security model to
decrypt data than a classic implementation would impose. A data centric aware service, such as
OGC API - Features, could logically decrease some of the performance burden placed on the data.

14



Chapter 7. Scenarios, Requirements and
Architecture

7.1. Scenarios

The driving use case for the Testbed-15 Data Centric Security activity is enabling NATO partner
countries to share geodata across potentially insecure networks. To accomplish this use case, data
must be secure from storage through delivery. This involves storing the data in an encrypted form
in the spatial database and leaving it encrypted in transit. For a client to use this data, the client
needs the ability to retrieve a key to decrypt the data. To support the NATO use case, the decision
was made to encode the data in a transfer protocol format defined in STANAG 4778. This decision
provides the developers with three implementation scenarios:

7.1.1. Scenario One

In this scenario, a default GeoServer implementation is put behind a Geospatial Policy Enforcement
Point (GeoPEP). The GeoPEP acts as a proxy server to apply generic metadata. Further, the proxy
server packages and encrypts geo-data (features) into the STANAG 4778 format. Further, the
GeoPEP returns the data to the client. Figure 1 shows an example of a typical flow from client
request to response using the GeoPEP proxy. This scenario leverages XACML to consider processing
geographic properties of the request and response.
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Figure 1. GeoPEP as a Proxy for STANAG 4778

1. Client sends an OGC API Features (WFS3) request.

2. The GeoPEP intercepts the request and asks the PDP if the request is allowed. The Policy
Decision Point (PDP) uses a XACML Policy for a list of obligations that apply to the request
parameters. XACML is an XML document that contains access control rules and obligations. The
PDP responds with filter obligations on the request, a STANAG 4778 transformation with digital
signature and encryption obligations on the response.

3. The GeoPEP applies the filters specified in the filter obligation to the request and sends the
modified request to the OGC API Features (WFS3) service.

4. The GeoPEP receives a response from the OGC API Features (WFS3) service and applies the
STANAG 4778 transformation to the response.

5. The GeoPEP creates a symmetric key to encrypt the STANAG 4778 objects, uses the public key of
the user to encrypt the symmetric key for inline distribution. This step is not shown on the
diagram.

6. The GeoPEP calculates the digital signature for the response and sends it to the client.

7.1.2. Scenario Two

This scenario uses the same setup as scenario one except that the GeoXAML Policy contains
conditions for geographic and temporal access conditions as well as filtering. Figure 2 shows a
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similar flow to scenario one except that the GeoPEP may deny the request based on spatial
condition with temporal requirements. The flow in scenario two may rewrite the request to filter
off of spatial requirements and ignore classification due to policy overrides for emergency
situations. Lastly the flow may result in classification-based filtering as in scenario once when time
and location are not a consideration.
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Figure 2. GeoPEP as a Proxy for STANAG 4778 with Spatial and Temporal Filtering
The steps illustrated in Figure 2 are explained as follows:

1. Asin scenario one, the client sends an OGC API Features (WFS3) request.

2. The GeoPEP intercepts the request and asks the GeoPDP if the request is allowed. The GeoPDP
responds with a geographic and temporal filter obligation on the request and a STANAG 4778
transformation with digital signature obligations on the response. GeoPEP applies the filters
specified in the filter obligation to the request and sends the modified request to the OGC API -
Features (WFS3) service.

3. The GeoPEP receives a response from the OGC API Features (WFS3) service and applies the
STANAG 4778 transformation to the response.

4. The GeoPEP creates a symmetric key to encrypt the STANAG 4778 objects, uses the public key of
the user to encrypt the symmetric key for inline distribution. This step is not shown on the
diagram.
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3.

The GeoPEP calculates the digital signature for the response and sends it to the client.

7.1.3. Scenario Three

This scenario involves an OGC API - Features service that supports the STANAG 4778 format as an
output format. Figure 3 shows an example of a flow from client to request to response using an OGC
API - Features service supporting STANAG 4778.

f GeoPDP \

, N
g (Geo)XACML Policy
Obligation Obligation Obligation
Apply ENC to FILTER STANAG
Apply DSIG to STANAG 4778 objects based on
FeatureCollection Metadata privilege / clearance
|
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OAPIF

B .
(= e = b e e = s

client

OAPIF returning FeatureCollection that
includes STANAG 4778 -

Figure 3. GeoPEP as a pass through where OGC API Features Service supports output as STANAG 4778

The steps illustrated in Figure 3 are explained as follows:

1
2.
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Client sends an OGC API Features (WFS3) request.

The GeoPEP intercepts the request and asks the GeoPDP if the request is allowed. The GeoPDP
responds with a filter obligation on the request and a digital signature obligation on the
response.

GeoPEP applies the filters specified in the filter obligation to the request and sends the modified
request to the OGC API Features (WFS3) service.

The GeoPEP receives a response from the OGC API Features (WFS3) service that is already in a
STANAG 4778 format. The data part is encrypted and the metadata part contains the object
classification based on STANAG 4774 marking.

The GeoPEP first filters the STANAG objects (features) based on their classification markings
and the user’s clearance. Then encrypts the metadata with the public key from the user. This is
not shown on the diagram.

The GeoPEP calculates the digital signature, applies it to the FeatureCollection and sends the
response to the client.



7.2. Requirements & Implementation Mapping

7.2.1. Requirements

* Encryption: Features and metadata about the features shall be separately encrypted with
different keys.

* Privileges: Different users have different access privileges and as such the system shall filter
the features returned by the privilege level of the user.

* Implementation: The feature service shall be an implementation of the OGC API - Features
service (WFES 3.0).

7.2.2. Implementation Mapping

7.2.2.1. Requirement Encryption

Features and metadata about the features shall be separately encrypted with different keys.

To implement a system with encryption for both metadata and features, this testbed is using a
STANAG 4778 and 4774 data format. The STANAG 4778 specification describes an XML binding.

Data object in STAMAG 4778
standard format

Feature Data and sensitive metadata
is encrypted with a symmetric key

Encrypted Data Metadata including confidentiality
metadata in STANAG 4774 standard
format is included outside of the
encrypted data and includes the
symmetric key id or material for the
encrypted data. The metadata
section is encrypted with the public
key of the client.

STANAG 4778

STANAG 4774

Encrypted Metadata

The whole object is cryptographically
Signature bound by a signature based on
encrypted data and metadata.

DATA OBJECT

Figure 4. Data Object Format

7.2.2.2. Requirement Privileges

Different users have different access privileges and as such the system shall filter the features returned
by the privilege level of the user.

Privileges are handed by a Geo-Aware Policy Enforcement Point (PEP) service and a Geo-Aware
Policy Decision Point (PDP) service. GeoPDP uses GeoXACML Policy to create a set of filters to pass
to the OGC API Features service and obligations to apply at the GeoPEP. For more information see
the scenario section.
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7.2.2.3. Requirement Implementation

The feature service shall be an implementation of the OGC API - Features service (formerly named
WES 3.0).

The implementation of the feature service should either be a ...

e Vanilla OGC API Features service, as in the use case scenario one or a

* Customized OGC API - Features service that supports an XML output format that follow STANAG
4778, as in use case scenario three.

7.3. Engineering Aspects

7.3.1. Introduction

The architecture defined for the OGC Testbed 15 Data Centric Security Thread used a typical setup
to enable security for exploring new innovative objectives. The objectives for the Thread were to
use STANAG 4778 and 4774 combined with a WFS FeatureCollection object accessible via the
implementation of OGC API - Features.

To achieve a generic setup, a Security Proxy (GeoPEP) was deployed as an OAuth2 Resource Server
that operated as an interceptor to requests and responses to different backend services. For
scenario one and two, the backend service was a vanilla WFS3 comprised of a Geoserver and
ldproxy [https://interactive-instruments.github.io/ldproxy/] whereas for scenario three, the backend
service was a STANAG 4778 aware WFS3.

This section provides a summary of the functioning of the security proxy to achieve the different
objectives of the Data Centric Security Thread. More details on the functionality can be found in the
Annexes A, B and C.

7.3.2. Architectural Summary

Best practices for controlling access to services or APIs involve the use of access tokens. An access -
or Bearer - token represents a particular security context which can be used to undertake the
required processing. For Testbed-15, the Security Proxy is setup as an RFC 6750 compliant OAuth2
Resource Server. The security context that a Bearer token represents includes the user’s clearance
and the public key. The user’s clearance, together with the classification of the features, is used to
evaluate access conditions. The security proxy, in addition to access rules, is setup to allow request
rewriting and filtering of responses before the response is sent to the client.

For scenario one and two, the Security Proxy provides the functionality to transform a WEFS
FeatureCollection of a DCS unaware WFS3 into STANAG 4778 data format. In addition, the proxy
applies encryption and a digital signature to the response. In other words, the security proxy
upgrades the OGC API - Features (WFS3) to be operated as a Data Centric Security aware WFS3
exposing STANAG 4778 and FeatureCollection responses.

In order to do this, the Security Proxy must support flexible processing. This is achieved by
controlling the appropriate processing via Obligations received from a Policy Decision Point.
Obligation handlers used for Testbed-15 DCS are:

20


7-use_cases.pdf#ScenarioOne
7-use_cases.pdf#ScenarioThree
https://interactive-instruments.github.io/ldproxy/

* Request rewriting (HTTP GET or HTTP POST with XML payload);
* Response filtering on XML payload;
* Digital Signature on the XML response;

* Encryption on the XML response.

All the different requirements in terms of processing in the Security Proxy - the GeoPEP provided
by Secure Dimensions - are controlled by GeoXACML policies. For each scenario / alternative
implementation, a different policy was in place that contained conditions for making access
decisions but also provided processing instructions for the Security Proxy. In order to better craft
GeoXACML policies, the Abbreviation Language for Authorization (ALFA) was used. ALFA is an
OASIS Working Draft. The Axiomatics ALFA plugin for Eclipse was used to generate full GeoXACML
policies from ALFA input (https://www.axiomatics.com).

The authorization decisions were created by a GeoPDP that has loaded different policies for the
different scenarios. The GeoPDP is a GeoXACML 3 implementation which is an extension to the
AuthZForce PDP. In the AuthZForce Authorization Server, different XACML functions were
implemented and are available for Testbed-15 to manage policies:

* PAP: The Policy Administration Point API allows uploading and/or modifying and deletion
policies that are used by the PDP.

* PDP: The PDP - extended by the GeoXACML capabilities - is the stateless service that returns
GeoXACML authorization decisions

For making authorization decisions and providing GeoPEP function handler input, the GeoPEP
sends collected information to the GeoPDP. The information collected by the GeoPEP comes from
the intercepted request as well as information about the user from the Authorization Server. The
user information is obtained by an OAuth2 / OpenID Connect enabled Authorization Server.

For illustration purposes in this testbed, the Authorization Server allows some fictitious users to
login and the user claims are made available to the Security Proxy. The Security Proxy obtains the
user claims from the Authorization Server via the standard OpenID Connect UserInfo endpoint. For
Testbed-15, two user claims were specifically created to meet the needs for Data Centric Security: (i)
the user has a claim expressing the user’s clearance and (ii) another claim contains the public key
of the user.

Feature filtering uses the user’s clearance based on the classification marking of the features in the
response. Basically, the PDP returns an Obligation to transform the response through XSLT where
the user’s clearance and the feature’s classification are compared. All features that do not meet the
'need-to-know' principle get removed.
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Chapter 8. Technology Integration
Experiments (TIE)

The TIE for the Data Centric Security enabled OGC API - Features (WFS3) breaks down into multiple
tests for each scenario. Also, the TIE separates into sub-TIEs as follows:

* Client -~ WFS3 (unprotected endpoint): Any request from the client to the endpoint results in a
response - a FeatureCollection - that was produced by the WFS3 that is unaware of the Data
Centric Security.

* Client - DCS WEFS3 (protected endpoint): The same request as submitted to the unprotected
WES3 does return - from this endpoint - a valid STANAG 4778 data container.

8.1. TIE to the unprotected WFS3

The following figure illustrates the TIE to the unprotected WFS3.

e
client geoPEP

Data Centric Security aware
\_ OGC API — Features )

Figure 5. The TIE to the unprotected WFS3

8.2. TIE to the protected DCS aware WFS3

The following figure illustrates the TIE to the protected WFS3.

\ 4 N\
client J< geoPEP OAPIF

Data Centric Security aware
\_ OGC API — Features J

Figure 6. The TIE to the protected WFS3
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8.3. Legends for tables below

. - The user receives what was requested - No DCS processing.
. . - The user requested features of a classification type at or below own clearance.
. . - The user requested features of a classification type above own clearance - no read up.

. . - The request does not qualify for DCS processing based on subject-location. Requests are
processed according to Scenario One.

. . - The request qualifies for DCS processing based on subject-location and time = Spatio-
temporal condition overrides the static feature classification. All users receive features of all
feature types (as for the yellow case) but the metadata is marked "n/a" to prevent the user
knowing the actual classification of the feature type.

All the TIE scenarios assume that the users have permissions to view the following layers as is
documented in Appendix A.

Table 1. Access Control

User Read

jane poly_landmarks, poi, tiger_roads, states
bob poi, tiger_roads, states

alice tiger_roads, states

joe states

8.4. TIEs for Scenario One

This set of TIEs summarize the result when executing the implementation of scenario one as
described in Appendix A.

8.4.1. TIE to the unprotected WFS3

Table 2. Client to Unprotected WFS3

User States Roads Pols Landmarks

ALL OPEN OPEN OPEN OPEN

Because there is no DCS to the unprotected WFS3, the response is according to the request.

8.4.2. TIE to the protected DCS aware WFS3

Table 3. Client to DCS protected WFS3

User States Pols Landmarks
Jane
Bob | No_|
Alice m m
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User States Roads Pols Landmarks

Joe m m m

According to the Information Flow Control, resulting from the fictitious data classification marking
and the clearance ranking of the fictitious user, a response content gets filtered. The diagonal
green/red split is the result of the geoPEP enforcing the Bell-La Padula information flow control
policy "no read up".

8.5. TIEs for Scenario Two

This set of TIEs summarize the result when executing the implementation for scenario two as
described in Appendix B. Compared to the TIE results from scenario one, this TIE represents the
differences caused by the spatio-temporal policy.

8.5.1. TIE to the unprotected WFS3

Table 4. Client to Unprotected WFS3

User States Roads Pols Landmarks

ALL OPEN OPEN OPEN OPEN

Because there is no DCS to the unprotected WFS3, the response is according to the request.

8.5.2. TIE to the protected DCS aware WFS3

Table 5. Client to Unprotected WFS3

Outside Geometry Inside Geometry
Before time condition
During time condition
After time condition

In this scenario, a spatio-temporal condition overrides the static information flow control policy
("no read up"). One way to execute a DCS based on such a spatio-temporal policy is to manage a
disaster at a given location (boundary) and time window. In this policy, any user making a request
within the time window and within the defined boundary receives the data requested. However, in
order to hide the classification marking of the data (that would not have been returned under the
standard policy) the value returned is "n/a".

In that sense, any request with a user (mobile device) location outside the given boundary
(midtown Manhattan) or outside the time window (either before or after) results in processing
according to the TIE illustrated above. The policy "no read up" with static classification and user
clearance is enforced (Alt 1).

In case a request is made with a user (mobile device) location within the boundary and within the
time window, the requested data is returned but the classification marking in the metadata is set to
"n/a" (STO).
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8.6. TIEs for Scenario Three

The TIE for scenario three uses the user’s clearance and public key. The public key is used to
encrypt the STANAG 4774 metadata that is returned by the DCS enabled WFS3. The DCS enabled
WES3 - the backend service - returns STANAG data objects encrypted but leaves the metadata in the
clear. This allows the Security Proxy to filter the response based on feature type classification and
user clearance. Appendix C provides more details.

8.7. TIE to the STANAG aware WFS3

The following figure illustrates the TIE to the STANAG aware WFS3.

e
client geoPEP

STANAG
OAPIF

Data Centric Security aware
\_ OGC API — Features W,

Figure 7. TIE to the STANAG aware WFES3

The result of the TIE shows the output of the WFS3 being in a STANAG 4778 format with
unencrypted Metadata even though the security proxy is bypassed.

8.8. TIE to the DCS aware Security Proxy

The following figure illustrates the TIE to the DCS aware Security Proxy.
3 /
client J< geoPEP

STANAG

OAPIF

Data Centric Security aware
\_ OGC API — Features J

Figure 8. TIE to the DCS aware Security Proxy

Table 6. Client to Security Proxy and DCS aware WFS3

Data Encrypted Metadata Encrypted
Client to DCS aware WFS3 yes no

Client to Security Proxy Yes yes
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The GeoPEP enforces the Information Flow Policy "no read up" by processing the STANAG 4774
metadata that is returned by the WFS3 along with the encrypted features. Because there is one
metadata element per encrypted data element, the GeoPEP could filter those elements that would
violate the "no read up" policy. To ensure the confidentiality of the metadata, the GeoPEP encrypts
all metadata elements of the response before returning to the client.

Note: The result of this implementation returns a FeatureCollection that includes a Digital Signature
element. The response is therefore no longer schema compliant. As a consequence, allowing a
Digital Signature to exist in an instance XML document in OGC Standards is recommended. An OGC
Change Request (CR) was created that requests putting an optional element ds:DigitalSignature in
relevant OGC schemas.
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Chapter 9. Results

In general, the work performed in Testbed 15 was able to demonstrate that with a security proxy
and an OGC API - Features service, an implementation can satisfy the requirements for a data
centric security model. Scenarios one and two show a backward compatible method for
implementing data centric security. One requirement that was not completely investigated in the
first two scenarios was encryption of the data from the author to storage. One could implement
disk encryption. However, the features are not individually encrypted. Further disk encryption
would be imposed by a service provider who is not necessarily the feature author. However, the
results show that from the service to the end users the features are encrypted and a digital
signature is verifiable from the user’s point of view.

For scenarios one and two, another important note is that if HTML responses from the OGC API
Features service are not limited, you are left with a security vulnerability in the implementation. A
vanilla OGC API Features service does not understand data centric security. This is more important
in scenario two than for scenario one. Scenario one bases access solely on an attribute in the
metadata of the feature. Thus, the resulting map is limited to your classification level. Scenario two
puts additional restrictions via geographic and temporal filtering which are not restricted by the
vanilla OGC API Features service. In addition, HTML is not encrypted or packaged in an encrypted
container and thus provides a potential for a “man in the middle” attack.

Scenario three is an implementation in which an OGC API - Features service is aware of STANAG
4778 as a feature storage type. In this scenario the testbed demonstrates that when an author of a
feature packages and encrypts the feature in a STANAG 4778 container, the OGC API Features
service can store the encrypted features. The use of the security proxy in this model is to provide
authentication and authorization of the user. The proxy also encrypts the feature metadata and
adds a digital signature. The major difference with this approach is that the individual features are
encrypted in a container but the overall feature collection is not encrypted and is not in a
container. Thus, the response is what a developer would expect from an OGC API Features service.

There are a few things to note about scenario three. The WFS 2.0 FeatureClass scheme does not
support digital signatures. The implementation in Testbed-15 does add a digital signature to the end
of the feature class. However, a validation against the scheme would fail. Features are encrypted
with a key provided by the author of the features. Thus, the OGC API - Features service has no way
to query against any of the encrypted data. If the metadata or a portion of the metadata is not
encrypted, the service can query against the unencrypted portion. However, spatial queries are not
available to the service. There are issues with key management that need to be addressed in future
testbeds.

For more details about the implementation of each scenario and how to run the tests yourself,
please see the appendices. Appendix A contains information about scenario one. Appendix B
contains information about scenario two. Appendix C contains information about scenario three.
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Chapter 10. Future Work

This testbed did not examine key management in any detail. The experiments used static
private/public key pairs based on user attributes that were assigned by either the PEP or OGC API -
Features. Future experiments should look at a variety of key management topics. For example, the
use of hardware generated tokens could limit the lifetime of a token. Another possible scenario
could be having a service that would store keys and having the return message contain a link or
identifier of the key to use. Another area of further investigation is temporal or location specific
keys. This would limit the time frame and/or locations that a key could be used to decrypt data.

Another area of future work revolves around the use of more sophisticated authentication and
authorization schemes. The current experiments used OAuth where it was assumed that the client
had received an authorization token from an authorization server prior to making a request. There
was no attempt to use SAML or Open ID Connect. Future work could also make use of assertions to
aid the PDP to make decisions about granting access or the PEP to enforce an assertion made be the
authorization server.

The other area for future work that the participants considered important were efforts to search or
catalog encrypted data. In the tests in which searching was possible, the PEP applied the encryption
after fetching data from an unencrypted database. This deviated from the premise that data centric
security ensures the data is encrypted at all times except when viewed in a client by the consumer
of the data. The scenario in which the OGC API - Features service stores data the author encrypts
renders the data mostly unsearchable. If the metadata is unencrypted some filtering is possible but
encrypted geometry data is still unsearchable.

Future work should consider the management of different data centric security schemes in OGC
APIs. There is much work taking place in a variety of organizations using Trusted Data Format
(TDF) of different flavors and TFD would be of benefit to ensure that DCS development takes this
into consideration.

Consideration should be given to the granularity at which data centric security is applied to
features, feature collections and services. The ability to filter based on encrypted data should be
cognizant of the computational time and overhead associated with any re-encryption and re-
wrapping of objects. The traditional approach to security with OGC services is to externalize the
security enforcing functions. However, with data centric security approaches it is arguable that
having object release functions embedded within the OGC service itself may provide benefits in
computational overhead, transformation speed, security and reliability.

Future work may wish to examine the concepts of obfuscation and transformation of potentially-
sensitive spatial, temporal and other metadata, such as allowing otherwise sensitive data to be
stored and used for querying/filtering in an unencrypted format. Data centric security approaches
make use of linked or encapsulated data. These approaches may direct the client to obtain
information from a data centric security store, which centralize the authentication, authorization
and key release processes. There may be benefit in this approach especially when linked with
obfuscation/translation since it might allow OGC API servers and clients to operate with minimal
changes. This approach will also minimize the risk surface area of an integrated solution, of which
the OGC API may only be a part.
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Future work should examine the use of JSON to deliver the output from the APIs. OGC APIs should
enable a variety of different formats or encodings of data centric security objects. DCS objects may
be encoded in XML, JSON, YAML or some sort of binary format such as protocol buffers. This should
also consider digital signatures as part of its scope.

Spatial querying of feature services is carried out by a number of optimizations made to the
underlying data store, such as a database, and algorithms that act over them, such as spatial
indexing. There may be benefit in further research in how the optimizations might be performed
where the spatial query parameters and the spatial tree data themselves are all encrypted. Possibly
a limited range of spatial queries may be permitted on encrypted data in this fashion. Similarly,
encrypted filter parameters may be able to act on encrypted values in the underlying data store.

In a system that demonstrates aspects of key management with stronger forms of authentication,
the ability to make assertions and facilitates searching for encrypted data will provide for a more
robust and useful service in the future.
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Appendix A: Data Centric Security - Scenario
One

Introduction

Scenario #1 uses a vanilla WFS3 API (Idproxy for Geoserver for this demonstration) that has
nothing to do with Data Centric Security. The GeoPEP transforms the WFS3 features into a STANAG
4778 encoding including STANAG 4774 classification marking, encryption, and digital signature.
This is illustrated in Figure 9.

( GeoPDP \

r . )
(Geo)XACML Policy
Obligation Obligation Obligation Obligation
Transform from
Apply DSIG to Rewrite Apply ENC to FeatureCollection
STANAG 4778 Request STANAG 4778 to STANAG 4778
I

\k .

(1) (3) (2)

client OAPIF

curity aware OGC API — Features

Geoserver
(Geosolutions)

|dProxy
(Interactive Instruments)

Figure 9. Illustration of the components involved in Scenario One

The client sends a regular OGC API - Features request to ldproxy/Geoserver which then returns the
result. ldproxy translates an OGC API - Features request into a traditional WFES 2.0 request which
goes to GeoServer and visa-versa. The GeoPEP produces a STANAG 4778 compliant result and sends
it to the client.
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Upgrade to Data Centric Security

In order to provide Data Centric Security based on the deployment described above, the GeoPEP
acts as a security proxy in front of the ldproxy. The main objective of this approach is to provide the
required functions to serve Data Centric Security packaged in the STANAG 4778 format.

The STANAG 4778 format has multiple features that need to be addressed:

1. A bundle of metadata and data per asset.
2. Support for digital signature and encryption of metadata, data or both either with the same or

different keys.

The GeoPEP acts as an enforcement proxy that is controlled by GeoXACML policies. In order to
return STANAG 4778 encoded content to the client (instead of a FeatureCollection), the following
functions must be provided:
1. request rewriting
o query parameter change from f=stanag = f=xml
2. XSLT from FeatureCollection to STANAG 4778 merging in Metadata
o XSLT from GeoXACML policy
3. Encryption
o encrypt data (features - private symmetric key)
o encrypt metadata (public key of actor[user/automated process])
4. Digital Signature
o Apply Digital Signature to STANAG 4778 encoded result

Demonstration Use Cases

For demonstration purposes, the metadata consisted of the classification of the data which is
determined by feature type as indicated in the table below:

Table 7. Classifications

Feature Type Classification
poly_landmarks top_secret

poi secret
tiger_roads classified
states unclassified

Any user requesting features of a particular type must have the appropriate clearance. If not, the
GeoPEP returns a 403 (forbidden). Which feature types a user can read is determined by the Bell -
La Padula information flow control policy. The following users with fictitious clearance were made
available for Testbed-15 demonstration (password: secret):

Table 8. Users
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User Clearance

jane top_secret
bob secret

alice classified
joe unclassified

This means that the GeoPEP had to enforce the following Access Control Matrix for feature
instances from a particular type.

Table 9. Access Control

User Read

jane poly_landmarks, poi, tiger_roads, states
bob poi, tiger_roads, states

alice tiger_roads, states

joe states

Demonstration

Getting an Access Token

Each user logged into the OAuth2/OpenID Connect Authorization Server (AS) and obtained an
access token for accessing the GeoPEP.

The following CURL request was used to do this operation:

curl -k -i -L -X POST \

-H "Authorization:Basic
ZmEwMGVmNGYtMTQzZCTkYTUZLWMAMTQtYWMxODY2ZDU5MmM1Q69nYy5zZWNTemUtZG1tZW5zaW9ucy5jb206Y]
BkZWMOZjg1MzI3Yz1hZjgwZjk2Nj1mMGM4Zjk2NmViYzNmZmFhMGY1YzU2YzIONGIhYzc20DAyZDZiYT11Zg==
"\

-H "Content-Type:application/x-www-form-urlencoded" \

-d "grant_type=password" \

-d "username=<username>" \

-d "password=secret" \

-d "scope=openid saml tb15" \

-d "response_type=token" \

'https://ogc.secure-dimensions.com/oauth/token’

Response:
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{
"access_token": "187639d3971831fbef7f5590d57dd746f24ab51,

"expires_in": 1800,

"token_type": "bearer",

"scope": "openid saml tb15",

"refresh_token": "7f6886d39560d3c06e6b51733a85a6cd21a028"

}

The Authorization Header contains the BASIC authentication credentials for the client

TIP
application, registered with the AS:

client_id = fa@@ef4f-143d-da53-c814-ac1866d592c5@o0gc.secure-dimensions.com
client_secret = b@dec4f85327¢9af80f9669f0c8f966ebc3ffaadf5chbc244bac76802d6baef

The OAuth2 grant_type = password had to be used as CURL cannot use any other grant_type because
they all are required to interact with a Web Browser.

The scope variable containing tb15 enables the user claims subject_clearance and public_key, which
are required for executing the different GeoXACML policies.

Verifying the token (which the GeoPEP will do)

curl -X GET -k -H 'Authorization: Basic
ZmEwMGVmNGYtMTQzZCTkYTUZLWMAMTQtYWMxODY2ZDU5MmM1Q6InYy5zZWNT1emUtZG1tZW5zaW9ucy5jb206Y
BkZWMOZjg1MzI3Yz1hZjgwZ jk2Nj1mMGM4Z jk2NmViYzNmZmFhMGY1YzU2YzIONGIhYzc20DAyZDZiYT11Zg==
" -i 'https://ogc.secure-dimensions.com/oauth/tokeninfo?token=<access_token>'

Verifying the user claims (which the GeoPEP will obtain). The following CURL request can be used
to fetch the user claims:

curl -X POST -k -H 'Content-Type: application/x-www-form-urlencoded' -H
"Authorization: Bearer <access_token>' -i 'https://ogc.secure-
dimensions.com/oauth/userinfo' --data 'client_id=fa@0@ef4f-143d-da53-c814-
ac1866d592c5@ogc. secure-
dimensions.com&client_secret=b0dec4t85327c9af8019669f0c8f966ebc3ffaadf5ch6c244bac76802
dbbagef’

TIP Please replace <access_token> with the actual access token received.

Accessing the GeoPEP

The GeoPEP was setup as an RFC 6750 compliant OAuth2 Resource Server that accepts the access
token either as part of the HTTP request header or as a query parameter.

As such the following URL (not containing a bearer token) will return an OAuth2 compliant error:
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https://ogc.secure-dimensions.com/rest/services/DCS/collections/poi/items?f=xml

Obtain the poi feature type with the following URL including an access token as a query
parameter):

https://ogc.secure-
dimensions.com/rest/services/DCS/collections/poi/items?f=xml&access_token=<access_token>

The preferred way to submit the bearer access token would be as part of the HTTP header (see RFC
6750 and 2396):

curl -X GET -k -H "Authorization: Bearer <access_token>' -i 'https://ogc.secure-
dimensions.com/rest/services/DCS/collections/poi/items?f=xml’

Requesting STANAG 4778 encoded responses according to the Testbed-15 demonstration of Scenario
1, the GeoPEP returns STANAG 4778 encoded data fetched from a Geoserver. In order to activate
this, the requested format must be “stanag”:

curl -X GET -k -H 'Authorization: Bearer <access_token>' -i 'https://ogc.secure-
dimensions.com/rest/services/DCS/collections/poi/items?f=stanag’

An attempt to request any other format (e.g. xml, html, json, etc.) will result in a
TIP response, not processed by the GeoPEP. These formats can be used to validate the
original responses produced by the OGC API for Features (WFS3).

The GeoPEP will rewrite the request query from f=stanag to f=xml to ensure that the WFS3 returns
an XML encoded response. This will be further processed in the GeoPEP...

Response:

<?xml version="1.0"7>
<mb:BindingInformation xmlns:xsi="https://www.w3.0rg/2001/XMLSchema-instance.xsd"
xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#" xmlns:xmime=
"http://www.w3.0rg/2005/05/xmlmime"
xmlns:mb="urn:nato:stanag:4778:bindinginformation:1:0"
xmlns:slab="urn:nato:stanag:4774:confidentialitymetadatalabel:1:0"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-
utility-1.0.xsd"
xsi:schemalocation="urn:nato:stanag:4778:bindinginformation:1:0 4778.xsd">
<mb:MetadataBindingContainer xml:id="WFS">
<mb:MetadataBinding>
<mb:Metadata><slab:originatorConfidentialitylLabel>
<slab:ConfidentialityInformation>
<slab:Policyldentifier>TB15</slab:Policyldentifier>
<slab:(Classification>SECRET</slab:Classification>
</slab:ConfidentialityInformation>
<slab:CreationDateTime>30.06.2019712:00:00Z</slab:CreationDateTime>
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</slab:originatorConfidentialitylLabel></mb:Metadata>
<mb:Data><EncryptedData xmlns="http://www.w3.0rqg/2001/04/xmlenc#"
Type="http://www.w3.0rqg/2001/04/xmlenc#Element">
<EncryptionMethod Algorithm="http://www.w3.0rqg/2001/04/xmlenc#tripledes-cbc

<KeyInfo xmlns="http://www.w3.0rg/2000/09/xmldsig#">
<EncryptedKey xmlns="http://www.w3.0rg/2001/04/xmlenc#">
<EncryptionMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#rsa-1_5"/>
<KeyInfo xmlns="http://www.w3.0rg/2000/09/xmldsig#">
<KeyName>Dr. No</KeyName>
</KeyInfo>
<CipherData>

<CipherValue>GbvEvGtuH@81P8u8oeGisvEdTMR5HgnwtUef9ItPBOYT2XXyM3/3T0VdtzLx2Q5k
hN6125pj7sxIaj1QK+A6F+509E7799/116QMMgFGijkNiDXA4X9477xGO9AIVIpD
99mI4rL6YDnHR2Xy60mcjQbvTrR/KnIBQhjhm5Gj6GygHGUeX/xC125UndQffo/S
RNckmKal65DFourb14CB/x1YD34k12rzH73CqMH8x+EOLSsrZfhST1XLwacm5tRCc
bLQUIJ40oFnvex3UTzg9X045X@7hwTVyqWVAuxBaFGcVR21H2/n4n160NAaT1KCV]
VxiFbyxWkkSB5WmrtnFeyA==</CipherValue>
</CipherData>
</EncryptedKey>
</KeyInfo>
<CipherData>

<CipherValue>05VP@7tS/AutzFnEjxasYXVReUf711UxGHXoBywY5VIs1TWmyoPp4zBSDZr8D7MR
g15pgrN4UGFot83Pfmr29LZ1fZ68PdbD+4UaPG3dp1F2DaRATEXITLaUWPBbjnZ1
PgCGT@5MD1EMc8abXD8uVBwWNVQIWegH4Ht Tne1X+bYmgvH3nMuK21GxINdhATAFh
xuUVeqMDS2nv7mpP3CuVU4C8z++fFsbxGec39Ax3fubcoSW/M1/ulJ+VxARg5uoJe
1pxWXe7de11WWR/fHK3QQ4psqPsjDB4ZoBNdYv8@IDCU3TNLFuGF9T3psaDo2b8u
h0IQZiPiAhmE1Xn/NSJwE0G1aSqI0OVfghGST1LPutqFh@yzI0qzW7qr96xbU/ECL7
OEmPy7Y1Abgfs93BbBwQyHMOhE+9snID1gw]xfegXja7zVZsIBHR8Uv+afNIBbA+
9+VNjJeLjIwdrs9cI7q9GtwVLVEKIHRGWATRafDrH11KN+yKvYvUIZxFjRhXCcmH
PmLq91ABxZHLFAn33VTMwsh501fb9@9U1EBUtNDI8FfI7V]i8vRMeG770ZVg0skR
oDpDxmDOFwK/M8STB77+zKpuF5DRbwEnLAw+05HVA14mIiFhkMa20h1/b0I4f2a0
5YNUNTuGETAsRBelMLILkLBhsdvémPYACNEL7DtBQgBIDgkFwz8jK1E@mMSISOeWh
1/DQe9Pyg9PYnM/5PIg9vEZbUwze3119dtUaxnH4G0z5x6QuuVhihc7nQbHfU/MO
bNppWxPMqY jBBVzI+tSHROA+I5Z+Aj3VV1fcjPwbcWuOjkubUzcZBC1TCdIyvt+A
LA@aXKCVN27EGknFCn17NqmLuHWGIE3cUST1I50NmOaTpRkZKy+QtIJKjMA4kZcRAQ
0YJOWnS3W50L/MiByp096zzWZt8HTAabuSwZda+0MA1SasrpZHGNQjy@6tnBInVY
Ttgk4KqWyKdRhIi1xZSvWxUfLWQZIMtSOsInkrCXLFsV8tNycnxITWwFvb5PUuad
f49wCamBB9qSIKS+mWHi1hQVIghDYuX4vT6Van56JowlQVZHTIz17/S+c3pUbvnqg
x8HCYpHxZqESt7e2MD+B9I8DXFq3goKZMen1Fgr3i4tuZmHBIfnTuNoKOujYngGM
BvRSLsnsRb0ZhttswdcFRmqXap0/1zMEMxtemA3HakriAtxETGOmB4271ZBCXpxH
S/Y5m5MirgQKeugEItebz4CXIk7j325)/8d8BxeSOseX@nHKwiWflyZpLGILpIqG
kuyMx2B1s1dT1TfETsIV2/zu@@e70IcDvoRWBN7EwwEDUGLD95VD7/3xW33yWRVx</CipherValue>
</CipherData>
</EncryptedData></mb:Data>
</mb:MetadataBinding>
<mb:MetadataBinding>
<mb:Metadata><slab:originatorConfidentialitylLabel>
<slab:ConfidentialityInformation>
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<slab:Policyldentifier>TB15</slab:Policyldentifier>
<slab:Classification>SECRET</slab:(Classification>
</slab:ConfidentialityInformation>
<slab:CreationDateTime>30.06.2019T712:00:00Z</slab:CreationDateTime>
</slab:originatorConfidentialitylLabel></mb:Metadata>
<mb:Data><EncryptedData xmlns="http://www.w3.0rqg/2001/04/xmlenc#"
Type="http://www.w3.0rg/2001/04/xmlenc#Element">
<EncryptionMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#tripledes-cbc
"
<KeyInfo xmlns="http://www.w3.0rg/2000/09/xmldsig#">
<EncryptedKey xmlns="http://www.w3.0rqg/2001/04/xmlenc#">
<EncryptionMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#rsa-1_5"/>
<KeyInfo xmlns="http://www.w3.0rg/2000/09/xmldsig#">
<KeyName>Dr. No</KeyName>
</KeyInfo>
<CipherData>

<CipherValue>yHiGy9BgHkUu+Qr3XPAMQmbzkVzu+eISABYunx/oXtSI+QWssm+2i6LgvdYc1DgE
ORoscMRxCv/07pJ6IAGATAyD0o0OVz5rsbzaBdzMUB6CuQnGrPVPFZZQi5SIfxxTH]
7ng5QpApjoOWd1q1Ea2T9cM45WBUXK3IAr+z9n101a8gORdHT16WWsr9toMobH3Np
01370Yni14]1I15+DGUk7CasZsfogRuYDxzok7xVL5rdA1VL4u88/k1lw7nkQMT441rP
Lk730V6xf61+8C7dvCeVCD/FxbFtkCi+W12p4njq2P4eTywPGWiNtXg5uc748syG
L20X9qYeZ5CV0DoPTRdqVg==</CipherValue>
</CipherData>
</EncryptedKey>
</KeyInfo>
<CipherData>

<CipherValue>YUg188EgJKskbv+81EB2SXpIGmRAv7r5XXRI7Ept IBbwGGH211Sa3VBniVV+qsL?
oxPSVRVIFy3NUIRcoetbzWjFf1hD6vcUIvEDT6KyX6LH/5cgWI4nKjmfUITVDTWS
u5tpCBv3+cn@KrIsrtTB7di+QWLQhAbXx8qZcKX9i107U8j0Fh4VgQ1h3fTDD301L
SUSEI1sWEesEEIQVK42nGwgjCagN8PyFK7wU+1rpP8nLmZw21RzCbFT3s+bs@W8D
8SvmsUeSidr+AVFWcy/dRabwcVj7us4wEPBc3LmvAi3vgbwi46VBtaqCQ4Dk6th3
+BPGQRLWYSsg776cEG60p/BSbCkqmIFKgbyCbp8n209rd8S@7mWlitZopxd9xhdU
fhIapt1r9W/VzkGXcOKEAsLgqO1bxw+E2ePXG+eScLRifvtR+WjLFdTwnhzSHSIU
M9ieVEXb2juPDsd]/ST3gAswBNq1fkcPN612gX781Tuxe@3DRxggoLgQZEKDMT32
iXNmyLPUT1JH1gIjgo1C6DPal0ZHHOE/EUFHG9ZV1yig5kRLAFcWUSnw1q1DRRVe
3tSEINqqmK6sQ/CE1+PbrsjhIFirKYkIe2ph1jf1dm74yh2aMjYumovyb64Q/PvL
Z9nDQPsu9By7W6SEL9I6WLUZODOeGNOd/NDZAbPigLrzY1lertS9PtIulQoWsfpmh
tWwMT1fROMOIm4cpkI2uaYIZr2WdGLMePLpPcMPWyMfIexmujTfEF53twniOyppl
uFcfhS/XWsxkaUpL29D5Mgi7swdxYRsrDqQIa7w+36tyUA+wxkYAHkm?7j fpUzMIf
ORrWLpgk29qTqq7TZWijQ79fQgtDKDXdgV5iH+0zhSr8E5NhmHRFT5MZ fUWGT1TU
1bJcNJIFN8GX1g+GfBVVnOnPeRjqsBX03gz+IMfdt9/3Un+/HLAYyTCHMbcKa+qtXE
Tq1i4xyc68kb2EORkqLa7ydtAwIIRHNUFXW1vChMxBIB8wxXyx26K/X0jkc4YsQV
WedMmfOuRuRi1p@In2eqe3L+Nsx@poAndG8LxZ85r@P+sg33]1pGII5A439vfu+fAR
1bPrQqCaPhuGt5caCkC+9D2PoTkaFUYQGwOqSE6ILaAZzaQymXPA8VgawqjYDoFXR
RrqP7FMkHL3wU9YUGVV@ACEt3nmh1+2AvRNT466CTImeMf0/6Vhiscj8bK1uNy8x
GzA8LIxe9NGzbZhgKpy1jvvsgtoVMTWhGT410APOCItIcVobXUXNdvKkxivM+ryY
5fQ5q3UGkGsQ4DIZd7pMiNdnZIGiUWEQc ftNNku41QAhyC2U3kphoYEtaNfyJz3B</CipherValue>
</CipherData>
</EncryptedData></mb:Data>



</mb:MetadataBinding>
<mb:MetadataBinding>
<mb:Metadata><slab:originatorConfidentialitylLabel>
<slab:ConfidentialityInformation>
<slab:PolicyIdentifier>TB15</slab:PolicyIdentifier>
<slab:Classification>SECRET</slab:(Classification>
</slab:ConfidentialityInformation>
<slab:CreationDateTime>30.06.2019T12:00:00Z</slab:CreationDateTime>
</slab:originatorConfidentialitylLabel></mb:Metadata>
<mb:Data><EncryptedData xmlns="http://www.w3.0rqg/2001/04/xmlenc#"
Type="http://www.w3.0rqg/2001/04/xmlenc#Element">
<EncryptionMethod Algorithm="http://www.w3.0rqg/2001/04/xmlenc#tripledes-cbc
"/>
<KeyInfo xmlns="http://www.w3.0rg/2000/09/xmldsig#">
<EncryptedKey xmlns="http://www.w3.0rg/2001/04/xmlenc#">
<EncryptionMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#rsa-1_5"/>
<KeyInfo xmlns="http://www.w3.0rg/2000/09/xmldsig#">
<KeyName>Dr. No</KeyName>
</KeyInfo>
<CipherData>

<CipherValue>IBAmku4wH1+wLyautj98CRQ6/uib/8uC;jVM4/aM7SMK8B3fQknVFWEUH7MHYukGa
PO+4jbqjRulFk@b8CA+1c+irVxG8AaWabE71251t+La5Uvj212veNb/GpdGRoVnT
FoS99eNbS+CfZ2PnuRHU9qBVuzPM6BeqqCyuzXhQePrI9pmlTb4L JkpAbmFD+Ky30
Im4MDpix8PxYCkdna18QNKYjoCfclz0zxC53+Zi6XeqxfD1Ynfywt6dIwyIk40fa
0S5wGL8xxB0OX2LpgedfdfTYuRxFyABFZ5+5GZ9DzacrHkLsUSyb9ranXGQz70+pK
6a57JUBGZ90+b1Z0qHmreQ==</CipherValue>
</CipherData>
</EncryptedKey>
</KeyInfo>
<CipherData>

<CipherValue>rS2IRKEakG+04GVXBV1zEdETxHI1LzwgbWL1R1m1At@mhObBeQ4xM/V71qPc957C
b7gM1KGcGVAXyKvufsKN2Pa5t7Cjj90m9I0bB7y/LVq4ZtLsZILiGDcO1/pseloz
GF7FA4ts+uBbYKLpRFhTSPLVNNAcXwirf15KumZ70n2YEqZ4bdRVPGXc7jrE8TS
AXaz4nLgvcgRDe4y@AbOfwpIDfouvbbKeTon9po7bkTmLxy8SvzLB4u500X5RIUM
SnnZrY9Mk09nIU7eBMsYO/B+tZ2wgYgzVdMAnTYgX@10jm7X3DxAkhJHkLpgxwQe
EA40/@N31HZBtUKdc41+ZZ7SKMSQ5NBk184tSq5HPrUNRRAI7LhZbN9Z508k SbRL
2ET1mhOtIwSG1/LGzhj f34YUmgmmm29IswCsBEicdLD8321MAUNZTXjhnDPU41yI
JV72np/oH3cdjCKfE8410GNHucMuEGmrUjHRwSmKTplssi440Rpmho9RU4g855qe
qqHGIM1WtTePqk3HRFwx1YduhHAtWLA3WIJIXIhGXVROPk3cPHGnOORBY /TkEWbew
60wxUEmcEi6qqlwickS+aUFoA11/jkLfTZK5L27yEBRY9IBNxhOpFWaz8PYykupEe
ECfDwZ+qUNFp1A2JcPra7NKS1MLj@OmqzRcGiWaV9xxeTIDiDmGLLBrdoYdINEuyw
5GAz6Nf2h2711AD26F51kK4no1UgmfURrSq1vyK7SpqxEycnsNada0zHYJjomSRO
zeCjIAb4x1Dipf/KuNQ8Im7/AKtTcIXxuvfcof86qfLAozE112AAZHNI4wpRHBuUU
pRbI6Ea+uDsKQYwVIxAVs1nl+m8ir9sulbewXOwz4cpxRXR7j108ZdBHcU6dmOTZ
€018GnjLju3CokbAsSjOwpnyzaCR/AIM1Ezmr6a+1T1d@Pr1PCmt@ogWTwwiiIEL
Ly8CyuvYJr@jNfqpwGB2IU1b1qz0f1/D@xtgE1pecwqCixVROgaEYTHyr8hdcA51i
qxHB8B1Xg/DEBLI+kY5L++rEgkFt8FeTQDZ1cQx9PUybzYSkL3@E4FnPWD/ZIv7u
SXhAGqyYm+WjWBc6+EME+UGdvG5EMibByBPuhhgl6d/1/HWkHgAQ@IAT9/Z7TBOvV
e9RrYwX1JISKBPmdVg4cWQou+WFIGHYVZc4oxHZykICFDMafCTPEnuGaeSNGXmzt4
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VKt+1bidFsv6t5hhUDuPi8ulFRmtwel5AJpQCFNe1Hs1gmRIYojC2aXNoRIVMLrK
4F9QT3ftrkOehHz@eU1iq7MUu2aUpQw@nsPBhzQmmWgVvdZ8ecKI5PcdheR3jA+SP</CipherValue>
</CipherData>
</EncryptedData></mb:Data>
</mb:MetadataBinding>
<mb:MetadataBinding>
<mb:Metadata><slab:originatorConfidentialitylLabel>
<slab:ConfidentialityInformation>
<slab:PolicyIdentifier>TB15</slab:PolicyIldentifier>
<slab:Classification>SECRET</slab:(Classification>
</slab:ConfidentialityInformation>
<slab:CreationDateTime>30.06.2019T712:00:00Z</slab:CreationDateTime>
</slab:originatorConfidentialitylLabel></mb:Metadata>
<mb:Data><EncryptedData xmlns="http://www.w3.0rqg/2001/04/xmlenc#"
Type="http://www.w3.0rqg/2001/04/xmlenc#Element">
<EncryptionMethod Algorithm="http://www.w3.0rqg/2001/04/xmlenc#tripledes-cbc

<KeyInfo xmlns="http://www.w3.0rg/2000/09/xmldsig#">
<EncryptedKey xmlns="http://www.w3.0rg/2001/04/xmlenc#">
<EncryptionMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#rsa-1_5"/>
<KeyInfo xmlns="http://www.w3.0rg/2000/09/xmldsig#">
<KeyName>Dr. No</KeyName>
</KeyInfo>
<CipherData>

<CipherValue>TS8bTwhVKE1+JCbrjSWRtkTOJSXM4rYps6W1PR70dFnFF1fEeaqa05FG6@RwbUFC
0Aun3K9z0+j/EPS9YUv@veVx4Aa10/mhD7eE3bYIIMwDdbIxkrQbpc4RzjI8WdCL
40L5u4ywiLAXOL36sMdwX5rwpungOnnfjqtf/x1hzHWGj29qTBZxP2E@1fs9]]c7
1e6Qh0ORQv51RpEH/01eQTbxemBNEtV1hTb8@1Z]Vcacr32PWK82k5DyOWKHTpG1x
01sBwHE3VgWVY4nT3YG4QjVsD2wYqFLL3YvvnaF/0sHQg1PWCA84G18FF558d41y
1AC0QOr0gTpbDBwy3Cw5xA==</CipherValue>
</CipherData>
</EncryptedKey>
</KeyInfo>
<CipherData>

<CipherValue>Bgo02020ut8zZrXI21Rfmduoa84Z+jfr2jGcO1FIRTX3kNyOUquTzd7aRWtzu0/T
Ae0et0U3]0TquTR2hI+PPE2SEEK6VeZAUj/0g3RT1CFKCAOXpLbTpxoIidmj3qKKF
KpDyR5n6soRIAZS+@T6PLFhc5Zgoc@t2uvf1Sj94dZ1zInaALyyUb3IgMr6L2Tv8
7j3ZUgybR1GZ7Cqb710Xa0juuV143A2Wsoa+9B3E4VpQDGVIMKoXRRACqY/S5230
1PWmpESgdN1yH6upOTILPBBO/V4d3DGqXUBs/yU4j fVXDM4QadenJuGS22RZe929
InwUulLxIf4bYc+M7cETLbMd2thrrdINXNvKBvbCijgtS5md9KhgRy6S1f03168L2
QciFJu+x/jOPKtICPTNO7axrRNIOTzosQQWK5ZatympkkBytcxM7Y0Q3UB6p4535
ZTkUHzKqcbtgXq4b9z7koRv0/UidpkmDuNuPLmJoBuIH1tj1VBdA5ZpdCi8cm+zr
er@0bmXpjbHjn/qo+kxaSfy3kPaZuwlVcAocDrFUPOZezky/RAWYCUu1Xo156BH2
0T28rpdD410vVgevRRhcgeIaudv7@VKo+IPFcYWVOZ7Emx fnD8PEki0kBFLYms+e
PYUNdZx6ZEhv@q61NRIZOJHBT1/vt02/yYreyvtV6jzY4zSniiswIdAhVRME8YID
DWab5u9Sbweggwjn429StoFMmcYCToRoRnjV168LNdDzLcWYaluznal/BC+I5d40
T0GSnTkJy1Pc4Rx+WWLCHjW190KcuzTyMLBkes@@vw3D3jcvEWIGa4F8ITGjbEo]
IJpvyS2h6Zs4ehke9811uibSbZe+11y4Dmf8VAM8bBm6/BIudr4nIz3fYeYQuIGm
1x9z80HMPKMa99EXznoyd23BDWcQq9YUY7naPhIQ94355az14j12s6tzEm+ET+wV



029m2dcnTvfuSw/ta8hf765ZWo4mfQW/Hp8gfaTcDzgkn3PRGIURqdgj3X55mag0
U5gmeKpTt9rcqR2A8H5skIUvFkf4SBMIVP2wj195VU/VgRASQuralYU2st1ZcRmf
vwUXXjpjGmX7 fB+WZqGEZILv+zg2XnQFvIoKAO2xM73saSTq/HRMIs5Byc/NINMU
unR6X2Pvy9WkY8CXz/W1jQIizswA69yz50hwCWkGg8QgHr7XM1RX40SmzQQOKHgW
9UNRK+NBQZQ8@W12QgA0548h@FYAdh5QiZh]a52bGWdDuIwLEszjAGyzIQRIKxsC
81DPRTgTHfNuekIwacOf8BEAN7zjh5eTPCx11f95A8G41EkatkIAs@myjwy9/cIU</CipherValue>
</CipherData>
</EncryptedData></mb:Data>
</mb:MetadataBinding>
<mb:MetadataBinding>
<mb:Metadata><slab:originatorConfidentialityLabel>
<slab:ConfidentialityInformation>
<slab:Policyldentifier>TB15</slab:Policyldentifier>
<slab:(Classification>SECRET</slab:Classification>
</slab:ConfidentialityInformation>
<slab:CreationDateTime>30.06.2019T712:00:00Z</slab:CreationDateTime>
</slab:originatorConfidentialitylLabel></mb:Metadata>
<mb:Data><EncryptedData xmlns="http://www.w3.0rqg/2001/04/xmlenc#"
Type="http://www.w3.0rg/2001/04/xmlenc#Element">
<EncryptionMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#tripledes-cbc

<KeyInfo xmlns="http://www.w3.0rg/2000/09/xmldsig#">
<EncryptedKey xmlns="http://www.w3.0rqg/2001/04/xmlenc#">
<EncryptionMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#rsa-1_5"/>
<KeyInfo xmlns="http://www.w3.0rg/2000/09/xmldsig#">
<KeyName>Dr. No</KeyName>
</KeyInfo>
<CipherData>

<CipherValue>dsuQYd51N1u8galpFPcQYPk2GIY+U@97WB2e1U16gjO0MfhaBiuLvgwxelP2cqmIkK
YgNg09CbyrP3G/uozzIVyxv+QKsvCOV393LjBOpOLINDbVZz7dItZfiw8UwAsORAlaq
11C3xRWIf/IFMypBQpQD/VcocMWN/WOXFfZRr7]sWeN2tFgly9oPPZFQgbUUgk Jwm
eB7aCokaQ@wqb64ZHIE1X31jwFfnV7zmwqLnX43JRS7AF@6QzvBvIvroUjtqUTk+R
IQXLSTI6eg/eLqNAT8HQJaredLYp+ur3a0Xi12uiqoyUZm2tMCyIB6GPSDpZIPk7
fBHCQlovzLbtSeoEpPVjPg==</CipherValue>
</CipherData>
</EncryptedKey>
</KeyInfo>
<CipherData>

<CipherValue>pPcsH12KP2N2CHTj@yV;jLaQ7D26Rh/20vHgm5DPUI/Jq1kopNVd06iqYnEJuYeMS
100e1K0h73Z94DcmgX776+MArQWvLE5AypEAbme 1XDhvr fVp6YDy11ShQmlcGGK1
Z0EmzMhApAu5um]O+y0S/UIxxGKFvE1OnbmYYSujsWRnxtRowYX+s6NbC5+bB1MG
91jGIBNaahxL200wr5IoySoc138Bhq8Zf031XNAT3/ZxK1YTIKNPsDXKOxRSSj8I
vROruUtIvY+1bv/T50gWFqVN@TP1ENUB5zrW2mZYGIPItSHA61Rf fponpyNPxvtb
1AMHH4GdJEXNrpydBVmgb0J16m03x6h/nr+1/EhAagBR6TcL/SOSGTEKXG5ZW7/1
rfMqYKefJBdHIVK5KX/KH/t56QAbHITMiMtw4gc+CZIZmzc38Ue4K05qpydkwkKIM
mnsn8YSYp83Qkqb8b8ptsnt44MIFZInxVxz7IFLAFqBtbwGHLhC8S69c5F 121 W1
bJ0p/jtpF59Xd3Hyz3kxumzm59qHrcbN/1NbpBxQyOHRPkICKewrG5ADsv+7C/L9
Tgw+KmKvs4zobQJYmP/8@WckWYrHvWy17rH806B0dhgjweTr24U5YDMz9t108qCG
NmAi0uPgZbYPzV8107epZVBsUvkQ3HqRvIeIW/1I1Vfgebskis4m/2K8LZZ71L850



JubpmraFXPYVdMBQaEG43F1VSb3hSkE4j108]bLal/mXBciz1XJcsPQgkYqbyXRF
WBSQOF8gSeyN4FnBUi7Rb8aAKKv3TO0emUO8NaHXaVqVIxY7B2ikUDe7MegkXWJaE
HpcovYT81Sthjk19mUX4CPcvIbz2vVx1FheEs4kHETIK7 fgW8Y2NT8c47aYfL4Ty
Ur70FHgbouw]fRuUGA5X2agWU+GEhNYgbFJcyq7@RPNU4@NRY 1tWIm/JaVCZx4Zu
hb74UJRcPngR459al fWCIGo3wNx2S3ZdH7u0rBIWWOmw/Fjmop8XfdPv3fedg+uj
171LTKnt+rE//uNAdIIISfC91oHNVbqtg7faLRr/1aJKQ/Uj4Lr@3Bk4H7HADP ]y
A5xmN1FK@yXgNP/QmyGxdxR001xAhAWr1dLY7uVeNBu+v4K8EOWY2EQE9yqQhAtu
w3TzGnED/eXyo+bCOtMN275GgT1+0op0DIwalcIaEvyadvL1WVS2/hxgwUxIMHrve
Eh1U7g+cStYFRrxH1eSYAEi1Gxa91j8NRnVj7TvqVyj2PMKe57+mA@BHq81Txu7SIF
Ede8nCUAY99Qu71LbIq9m5YCQr+IStE9rbgr1f7Zsd32qwH]iA2MTxAcYrgQmpxz
VaSb+yY3118=</CipherValue>
</CipherData>
</EncryptedData></mb:Data>
</mb:MetadataBinding>
<mb:MetadataBinding>
<mb:Metadata><slab:originatorConfidentialitylLabel>
<slab:ConfidentialityInformation>
<slab:PolicyIdentifier>TB15</slab:Policyldentifier>
<slab:(Classification>SECRET</slab:Classification>
</slab:ConfidentialityInformation>
<slab:CreationDateTime>30.06.2019T712:00:00Z</slab:CreationDateTime>
</slab:originatorConfidentialitylLabel></mb:Metadata>
<mb:Data><EncryptedData xmlns="http://www.w3.0rg/2001/04/xmlenc#"
Type="http://www.w3.0rqg/2001/04/xmlenc#Element">
<EncryptionMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#tripledes-cbc
"
<KeyInfo xmlns="http://www.w3.0rg/2000/09/xmldsig#">
<EncryptedKey xmlns="http://www.w3.0rg/2001/04/xmlenc#">
<EncryptionMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#rsa-1_5"/>
<KeyInfo xmlns="http://www.w3.0rqg/2000/09/xmldsig#">
<KeyName>Dr. No</KeyName>
</KeyInfo>
<CipherData>

<CipherValue>q++RiNAWGMXSElyejIy51iT+g4Z1dm4CnPQ8xRZsk+mbswXQkoe94mbNbahYUduj
UM30QnTdUeap8y/d/rwb/mRR/4IrWiKSCmuNpEwcvpbt+sJenehIeOtpNmOg+t1k
EdEKT/rdWyL3zpI9h+A7ygD3gSU9kPmbkgMapp3pRRZf5900R759GoMh508SIrcV
hQKPKOE5UYuuTC7LntVnD0e1KG7EQpjLm2I8k4IEXy5CuGk71QfISgMZ8GNxzPDZ
LvysVwB3VoeBPgWxGAJwyJpt1v3y@/mPmG5k/ak7hmHrpoIbB10gVCWRLMQEdGA]
nAE6Kqh9B5KMDK j YWWb@+Q==</CipherValue>
</CipherData>
</EncryptedKey>
</KeyInfo>
<CipherData>

<CipherValue>tRTf//uK2Y05s8daHbs0zccVm7PgpSVAs/p0tMIs8GpouhioYxTDeeyw/hRyXpWI
Hrq91jK1mAdI5AQ605YNaCbiu500hMsWvuMeUdN@+2+KgYThkhheJIVNSt/rpPpl
T5j+SeLxce8VvoanYPCXINUiLD1fsBOmsuly8gjVVbZCRHaGSHmkgsKYBgp7s1zm
hL2LkpthokVHRpeBEBUrW/VkiAZU81ZiHIVAg7SRe+T1vjvgp4ecFpSomwlN/sid
eGh1UimgZzXhdaweRr IXyNHxSuGVRGcGA4HF7GGoGWvhjRAIR/iWQEfXzxWzHrwy
0CquUm2XdROm4JdAONG34CoN/svb627qH3cyPbeTavvNbjPmkEgEOvmnk3WgFEP4k



T1tXEGarWFpHTLQEMO44VI3EZmjRrW7Dgku9QrCv7L9xBOzsM1vmFbHYKbzTKjwR4
4VAQXW+1nsRFXQpMCN/xq/v+ajXK/Ym@oluj6smZMWPm50M1XzTPGMyk Jt6RaXyV
TUNShuJRd2tpNbcE/Qe@/gRD/01QCzucmOW7j Tu05T0Ja0L57W6nVevah@2jvadX
iELLFKOzU@r/hRrab@LrHKs328Q1/cT1ENkBeZ9WhcXGQqAQ4uIzoKSHEtb+AGIND
fz5eJCmToIbnFAUMQppIYO0IxJLfKXQxoleAijy31WhHaFMAuzs2hpQDxsExdQmqQ
fpsZIYYPONTF1Q9MbQqbuZQsYI/exW55IITONA061ZvAQTOOWQT/SLukT/AGEYTO
DNpfYhpa@Yocal5G3acYUiX2IMRZgKT6uKicU6PZVFY4MIZzYGQOTnvV1CTd3Xxx+
pkSVR/fo5RDRNHwm4XuyWRVwr rvVkQfDWNHICvyY@IRrr8kPE2QkzYwYjv4yMcy0
IDCag32SY1BdSTFA61G4/qk7M5k fmppMLQ3M250G6tIwlSYoKGMX jGMS+BKEVtg]
ghpsI3Bj2aSiCs/0+1903A1TeGkWYq+Y30ez98bfvIb4US445ACE184adodgQth
rkwCNC2ghQ3y4gb@pleYD1WMk+ThbXgMODx/Qb+5UWHWSTDZ1YpTR7GR1ANNrb9Y
ALn7mmYW8gi+yTLmnI2JHPF1A6RA13P61tQUURSaBIX2yMUBowNum]jDDTkieX1d
QI9rZEA5XHYZ0O7aKXFpX7LZxwoKtvq9A19U+0za291IHHDtzATZxMKawsF/SqgqAWT
da@EIW1GrZRNCIKXCTILIh2LMMvv2E1NgMNOJANBIgFDbmBIK@bLWe3n3NWGHI1G
22t fVtXGkK3Q1qFtT7y++N4aJwms4z33Gt7CIUd+pGUXRu51rc1SIjDvCAYY8pKn</CipherValue>
</CipherData>
</EncryptedData></mb:Data>
</mb:MetadataBinding>
</mb:MetadataBindingContainer>
<ds:Signature xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:SignedInfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/TR/2001/REC-xml-c14n-
20010315"/>
<ds:SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-shal"/>
<ds:Reference Id="xml:id" URI="H#WFS">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rqg/2000/09/xmldsig#enveloped-
signature"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<ds:DigestValue>8tcw00incWXzmthLcYshyTlhfeNo=</ds:DigestValue>
</ds:Reference>
</ds:SignedInfo>

<ds:SignatureValue>NjgCX+HRx/yjo011GEqwVe@x80gIzMUcz+f7Ttqik8sXxHEGIZQQVApi7WyARZgy
sT2EGvUR6LIPdDmv1vf0G/M+040VuEsP@1TASwDr2BFMQrAIk9KOQkxW5tadeCsv
aga0U4Ct98YpyYtmYG4mgTgfgDyih45Tf5FMSTnIbw75H5VLnPeL XwMOvvACmopx
4Bje+e7Rr91/haq439RdjYn/LIsg+Rj7zvu51AjvZ8RTTIMTCMQWXQ5m@5bNNn+G4
4Xg9a7wMKqh2SDmfOwrViduK7wvZaxCUrvBSc@OFZ1QYrs/iEu5JDSAWTQzNSDmdO
7ummsMOs31pEXMo9xV7Ufw==</ds:SignatureValue>
<ds:KeyInfo>
<ds:KeyName>Dr. No</ds:KeyName>
<ds:X509Data>

<ds:X509Certificate>MIIDuTCCAqGgAWIBAQIEYpLIdjANBgkqhkiGIw@BAQsFADCBjDELMAKGATUEBRMC
REUXEDAOBgNVBAgTB@JhdmFyaWExDzANBgNVBAcTBk11bm1jaDEfMBAGATUEChMW
U2VjdXJ1IERpbWVuc21vbnMgR211SDEfMBAGATUECXMWU2VjdXITIERpbWVuc21v
bnMgR211SDEYMBYGATUEAXMPQW5kemVheyBNYXRoZXVzMBAXDTETMTAyNTEONDEwW
MVoXDTE2MDEyMzE@ONDEwMVowgYwxCzAJBgNVBAYTAKRFMRAwDGYDVQQIEwdCYXZh



cm1hMQ8wDQYDVQQHEwWZNdW5pY2gxHzAdBgNVBAOTFIN1Y3VyZSBEaW11bnNpb25z
IEdtYkgxHzAdBgNVBASTFIN1Y3VyZSBEaW11bnNpb25zIEdtYkgxGDAWBgNVBAMT
DOFuZHI1YXMgTWF@aGV1czCCASIwDQYIKoZIhveNAQEBBQADggEPADCCAQoCggEB
AJBxrjwhMmOGnSKT4DLsOx+R+c4dN3gA74/03NdsxUdy2r6QB65AVF8Rm3YF5ply
Hzdr1f4310bjOHK2yRnbp@tXpcSyYwBGd3tZMGTkyj4ghqqy/ugadLxYy4HYfCXE/
ec9UOTCDu7vfkbvmEfg8VOM2DfT6t5XnvFZmkUkSA14L4vQIPIthsFLyIXg2nN1h
t0MQeBWxc0zbogbEBAB7qalyumlrrIojksHd9Tb40m/BIp+IxcocRjGmSq7XoKZ1
GuXmWXSnrc877AnET/+KbeadzqH+0044zP2G0XdCCMiKtL7nxqIAfwucp3SEGtqH
XGNv61RGsqihQbt1bhRkprcCAwEAAaMhMB8wHQYDVRAOBBYEFIVLBZDvNUo/OX9F
MKRLz70FaUXXMA@GCSqGSIb3DQEBCWUAA4IBAQCA7FkGIOEOkIPrayjCT8HxJvAd
1zNW539t1/SVYe4ducBm41523G6P0KvzokVHbS3032H1Nd2FoQL9s2DMPN2ag9Q3
myzI8E9x8dowNKhaupmTJI/Edneqnp7pr/8/0612qBXTf00T4;8QPImZxUreqC+x
TCV9GCO0XuIVpBMbSGbEiFfjg@xLs3HO7kBH1a78WAb8EYZGvIaoHCsqoIE+A/L9
e++xrYO9TN/wjIKrv665iRF3XG+WHj@1rUvz1PZzNHbLykqS048DhDc/ImaadiqZ
cNFF8NBHOLz1icsSo+GpeEnSIBKnCYwxStWI+dFWoHQxwyHrkn+0m+EiQ6/2w</ds: X509Certificate>
<ds:X509SubjectName>CN=Andreas Matheus,0U=Secure Dimensions GmbH,0=Secure
Dimensions GmbH,L=Munich,ST=Bavaria,(=DE</ds:X509SubjectName>
</ds:X509Data>
</ds:KeyInfo>
</ds:Signature>
</mb:BindingInformation>

This is the original output from the WFS3:

<?xml version="1.0" encoding="utf-8"7?>
<wfs:FeatureCollection xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"

xmlns:ows="http://www.opengis.net/ows/1.1" xmlns:gml="
http://www.opengis.net/gml/3.2"

xmlns:fes="http://www.opengis.net/fes/2.0" xmlns:x1link="
http://www.w3.0rg/1999/x1ink"

xmlns:xs="http://www.w3.0rg/2001/XMLSchema" xmlns:xml=
"http://www.w3.0org/XML/1998/namespace"”

xmlns:cite="http://www.opengeospatial.net/cite" xmlns:tiger="http://www.census.gov"

xmlns:nurc="http://www.nurc.nato.int" xmlns:sde="http://geoserver.sf.net"

xmlns:it.geosolutions="http://www.geo-solutions.it" xmlns:topp=
"http://www.openplans.org/topp"

xmlns:sf="http://www.openplans.org/spearfish" xmlns:wfs=
"http://www.opengis.net/wfs/3.0"

xmlns:atom="http://www.w3.0rg/2005/Atom" numberReturned="6" numberMatched="6"

timeStamp="2019-06-27T708:03:427"

xsi:schemalocation="http://www.census.qgov http://demo.secure-
dimensions.de:80/geoserver/wfs?service=WFS&amp;version=2.0.0&amp; request=DescribeFeatu
reType&amp; typeName=tiger%3Apoi http://www.opengis.net/gml/3.2 http://demo.secure-
dimensions.de:80/geoserver/schemas/gml/3.2.1/gml.xsd http://www.opengis.net/wfs/3.0
https://raw.githubusercontent.com/opengeospatial/WFS_FES/master/core/xml/wfs.xsd
http://www.w3.0rg/2005/Atom http://schemas.opengis.net/kml/2.3/atom-author-1link.xsd">

<atom:link rel="self" title="this document"

type="application/gml+xml;profile=
Gquot;http://www.opengis.net/def/profile/ogc/2.0/gml-sf2&quot;;version=3.2"
href="http://wfs3.secure-
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dimensions.de/rest/services/geoserver/collections/poi/items?f=xml"/>
<atom:link rel="alternate" title="this document as GeoJSON" type=
"application/geo+json”
href="http://wfs3.secure-
dimensions.de/rest/services/geoserver/collections/poi/items?f=json"/>
<atom:link rel="alternate" title="this document as HTML" type="text/html"
href="http://wfs3.secure-
dimensions.de/rest/services/geoserver/collections/poi/items?f=html"/>
<wfs:member>
<tiger:poi gml:id="poi.1">
<tiger:the_geom>
<gml:Point srsName="http://www.opengis.net/def/crs/0GC/1.3/CRS84"
srsDimension="2">
<gml:pos>-74.0104611 40.70758763</gml:pos>
</gml:Point>
</tiger:the_geom>
<tiger:NAME>museam</tiger :NAME>
<tiger:THUMBNAIL>pics/22037827-Ti.jpg</tiger:THUMBNAIL>
<tiger :MAINPAGE>pics/22037827-L.jpg</tiger :MAINPAGE>
</tiger:poi>
</wfs:member>
<wfs:member>
<tiger:poi gml:id="poi.2">
<tiger:the_geom>
<gml:Point srsName="http://www.opengis.net/def/crs/0GC/1.3/CRS84"
srsDimension="2">
<gml:pos>-74.01083751 40.70754684</gml:pos>
</gml:Point>
</tiger:the_geom>
<tiger:NAME>stock</tiger :NAME>
<tiger:THUMBNAIL>pics/22037829-Ti.jpg</tiger:THUMBNAIL>
<tiger:MAINPAGE>pics/22037829-L.jpg</tiger :MAINPAGE>
</tiger:poi>
</wfs:member>
<wfs:member>
<tiger:poi gml:id="poi.3">
<tiger:the_geom>
<gml:Point srsName="http://www.opengis.net/def/crs/0GC/1.3/CRS84"
srsDimension="2">
<gml:pos>-74.01053024 40.70938712</gml:pos>
</gml:Point>
</tiger:the_geom>
<tiger:NAME>art</tiger:NAME>
<tiger:THUMBNAIL>pics/22037856-Ti.jpg</tiger:THUMBNAIL>
<tiger:MAINPAGE>pics/22037856-L.jpg</tiger :MAINPAGE>
</tiger:poi>
</wfs:member>
<wfs:member>
<tiger:poi gml:id="poi.4">
<tiger:the_geom>
<gml:Point srsName="http://www.opengis.net/def/crs/0GC/1.3/CRS84"
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srsDimension="2">
<gml:pos>-74.00857344 40.71194565</gml:pos>
</gml:Point>
</tiger:the_geom>
<tiger:NAME>Tlox</tiger :NAME>
<tiger:THUMBNAIL>pics/22037884-Ti.jpg</tiger:THUMBNAIL>
<tiger:MAINPAGE>pics/22037884-L.jpg</tiger :MAINPAGE>
</tiger:poi>
</wfs:member>
<wfs:member>
<tiger:poi gml:id="poi.5">
<tiger:the_geom>
<gml:Point srsName="http://www.opengis.net/def/crs/0GC/1.3/CRS84"
srsDimension="2">
<gml:pos>-74.01183158 40.70852996</gml:pos>
</gml:Point>
</tiger:the_geom>
<tiger:NAME>church</tiger :NAME>
<tiger:THUMBNAIL>pics/22037839-Ti.jpg</tiger:THUMBNAIL>
<tiger:MAINPAGE>pics/22037839-L.jpg</tiger :MAINPAGE>
</tiger:poi>
</wfs:member>
<wfs:member>
<tiger:poi gml:id="poi.6">
<tiger:the_geom>
<gml:Point srsName="http://www.opengis.net/def/crs/0GC/1.3/CRS84"
srsDimension="2">
<gml:pos>-74.00153046 40.71988512</gml:pos>
</gml:Point>
</tiger:the_geom>
<tiger:NAME>fire</tiger:NAME>
<tiger:THUMBNAIL>pics/28640984-Ti.jpg</tiger:THUMBNAIL>
<tiger:MAINPAGE>pics/28640984-L.jpg</tiger :MAINPAGE>
</tiger:poi>
</wfs:member>
</wfs:FeatureCollection>



Appendix B: Data Centric Security - Scenario
Two

Introduction

This annex demonstrates the ability to verify spatiotemporal aspects of the DCS WFS3 in Testbed-15
as an extension to Scenario One (From vanilla Geoserver to STANAG 4778). Figure 10 illustrates the
scenario described in this section.

The main feature of the GeoPDP configuration is to support the disaster management requirement.
Normal authorization decisions are paused for the area of interest and the time window of a
disaster. Basically, one or more XACML conditions regulate the access of a user with clearance to
features with static classification marking. With GeoXACML spatiotemporal conditions, it is possible
to "lift" these restrictions by defining one or more areas of interest and time windows that are
associated with the disaster.

( GeoPDP \

GeoXACML Policy

Obligation Obligation Obligation Obligation
Transform from
Apply DSIG to Rewrite Apply ENC to FeatureCollection
STANAG 4778 Request STANAG 4778 to STANAG 4778
|
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|
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| Data Wre OGC API - Features

|dProxy Geoserver
(Interactive Instruments) (Geosolutions)

Figure 10. Illustration of the components involved in Scenario Two
The DCS WES3 accepts different format parameters:

» f=html: Allow preview of responses from the WFS3 without the GeoPEP processing (response is
a HTML page with map preview of returned features)
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» f=json: The response in GeoJSON
» f=xml: The response as FeatureCollection including GML

» f=stanag: The STANAG 4778 response including filtered, encrypted features with an overall
digital signature

First, get an access token as a user that has lower clearance as the classification of the feature type.
(access token is valid for 30 minutes).

Table 10. Classifications

Feature Type Classification
poly_landmarks top_secret

poi secret
tiger_roads classified
states unclassified

Table 11. Users

User Clearance
jane top_secret
bob secret

alice classified
joe unclassified

In addition to the static association feature_type < - > classification, the classification for the
feature_type poly_landmarks is downgraded to classification secret if the user’s location is within
New York City (Manhattan). The subject’s location can be supplied in the client request by
submitting the query_string parameter: urn:sd:subject_location=LAT,LON In this case if no location
is provided with the client request, the static association is used.

Second, fix the subject location for a given (example BBOX that is located mid-town Manhattan).

* Point within the given incident BBOX: CRS=EPSG:4326;POINT(40.75 -74.00)
* Point outside the given incident BBOX: CRS=EPSG:4326;POINT(40.73 -73.50)

Spatio-temporal access Policy:
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rule requestlLocationRule
{
permit
target
clause
GeoXACML3.subject_location <= "CRS=EPSG:4326;POLYGON((40.704586878965245
-74.0361785888672,40.76962180287486 -74.0361785888672,40.76962180287486
-73.94966125488283,40.704586878965245 -73.94966125488283,40.704586878965245
-74.0361785888672))":geometry
and
time <= "12:00:007":time
on permit {
obligation requestKVP {
action = "insert"
key = "bbox"
value = "40.704586878965245,-74.0361785888672,40.76962180287486, -
73.94966125488283"
}
}
+

A SpatioTemporal Rule is expressed in ALFA limits including the BBOX for selecting features. This
Rule is responsible for the request rewriting. Another matching rule exists that takes care of the
response filtering, visualized in the next figure. (Full TB15 patio-temporal policy is available from
the TB15 wiki).

rule responselocationRule
{
permit
target
clause
GeoXACML3.subject_location <= "CRS=EPSG:4326;POLYGON((40.704586878965245
-74.0361785888672,40.76962180287486 -74.0361785888672,40.76962180287486
-73.94966125488283,40.704586878965245 -73.94966125488283,40.704586878965245
-74.0361785888672))":geometry
and
time <= "12:00:00Z":time
on permit {
obligation responseXSLT {
document =
"PD94bWwgdmVyc21vbj@iMS4wIiB1bmNvZGluZz0@1iVVRGLTgiPz4KPCEtLSAKICBUaGlzIFhTTFQgd3JhcHMgY
W55IFdGUYByZXNwb25zZSBpbnRvIFNUQU5BRyA@ONzc4IAogIFRoZSBNZXRhZGF@AYSBpcyBzZXQgda8gbnVsbCB
1ZWNhdXN1IHRoaXMgdHIhbnNmb3JtYXRpb24gaXMgdXN1Z(BieSBsb2NhdG1lvbiBvdmVyd3JpdGUKICBUaGUgZ
mVhdHVyZSB@eXB1cyBAaGFOIGNvcnI1c3BvZCBObyBhIGNSYXNzaWZpY2F0aW9ulGFyZSBvYnRhaW51ZCBmem9
tIGEQZ2xvYmFsIHBhcmFtCiAqVGh1IFhBQOTMIHBvbG1jeSB1bnN1emVzIHRoYXQgdGh1IHI1cXV1c3R1ZCBmZ
WFOdXJ1IHR5cGUgbWFAY2h1cyB@aGUgY2xhc3NpZmljYXRpb24gaW4gdGhpcyBYUOxUCiAgYnkgc2VOdGluZyB
0aGUgZmVhdHVyZSB0eXBlcyB2aWEgdGh11G6dsb2IhbCBwYXIhbXMKLS@+Cjx4c2wbdHIhbnNmb3JtIHZ1enNpb
2491jEuMCIgeG1sbnMbeHNsPSJodHRwO18vd3d3LnczLm9yZy8x0Tk5LThTTC9UcmFuc2Zvem@iIGV4dGVuc2l
vbi11bGVtZW50LXByZWZpeGVzPSIkYXR1IiB4bWxuczpkYXR1PSJodHRwOi18vZXhzbHQub3JInL2RhdGVzLWFuZ
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C10aW11lcyI+CiAgPHhzbDpvdXRwdXQgbWV@aGIkPSI4bWwiIGluzGVudD@ieWVzIi8+CiAgCiAgPHhzbDpzdH]
pcC1zcGFjZSB1bGVtZW50cz01KiIgLz4KICAKICA8eHNsOnBhemFtIG5hbWU9InVuY2xhe3NpZml1ZEZ1YXR1c
mVUeXB1Ij48L3hzbDpwYXJIhbT4KICA8eHNsOnBhemFtIG5hbWUIImNSYXNzaWZpZWRGZWFOdXI1VH1IwZSI+PC9
4c2wbeGFyYWO+CiAgPHhzbDpwYXIhbSBuYWT1PSIzZWNyZXRGZWFOdXI1VHIwZSI+PC94c2wbcGFyYWA+CiAgP
HhzbDpwYXJhbSBuYW11PSJ0b3BzZWNyZXRGZWFOdXITVH1wZSI+PC94c2wbcGFyYWO+CiAgCiAgPHhzbDpOZW1
wbGFOZSBuYWT1PSIVTKNMQVNTSUZJIRUQi1Pi1AgCiAgICA8DWI6GTWV@YWRhdAGFCaW5kaW5nIHhtbG5z0m1i1PS]1c
m46bmFObzpzdGFuYWecboNDc30DpiaW5kaW5naW5smb3JtYXRpb246MTowI j4KICAGICAgPG110k11dGFkYXRhPgo
gICAgICAgIDxzbGFi0m9yaWdpbmF@b3IDb25maWR1bnRpYWxpdHIMYWI1bAogICAgICAgICAgeGT1sbnMbc2xhY
j01dXJuOm5hdG86c3RhbmFN0jQ3NzQ6Y29uZmlkZW50aWFsaXR5bWVAYWRhdGFsYWI1bDox0jAiPgogICAgICA
gICAgPHNSYWI6Q29uZmlkZW50aWFsaXR5SW5mb3JtYXRpb24+CiAgICAgICAgICAgIDXxzbGFi101BvbG1jeUlkZ
W50aWZpZXI+VEIxNTwve2xhYjpQb2xpY31JZGVudGlmaWVyPgogICAgICAgICAgICA8c2xhYjpDbGFzc21malN
hdG1vbj50LOESL3NSYWI6Q2xhc3NpZmljYXRpb24+CiAgICAgICAgICASL3NSYWI6Q29uZmlkZW50aWFsaXR5S
W5mb3JtYXRpb24+CiAgICAgICAgICA8c2xhYjpDemVhdGlvbkRhdGVUaW11Pjx4c2wbdmFsdWUtb2Yge2VsZWN
OPSJkYXR10mRhdGUtdG1tZSgpIi8+PC9zbGFi0kNyZWF@aWIuRGFAZVRpbWU+CiAgICAgICAgPCIzbGFi0mIya
WdpbmF@b31Db25maWR1bnRpYWxpdH1MYWI1bD4KICAgICAgPCItYjpNZXRhZGFOYT4KICAgICAgPGT10kRhdGE
+C1AgICAgICAgPHhzbDpjb3B5LWIMIHN1DbGYjdDA1L1IvPgogICAgICA8L2110kRhdGE+C1AgICA8L2110k11d
GFkYXRhQm1uZG1luZz4KICA8L3hzbDp@ZW1wbGFAZT4KICAKICA8eHNsOnR1bXBsYXR1IG5hbWU9IKNMQVNTSUZ
JRUQi1PgogICAgPGT10k11dGFkYXRhQmluZGluZyB4bWxuczptYj@idXJuOm5hda86c3RhbmFn0jQ3NzgbYmluZ
GluZ21uZm9ybWF@aW9uOjE6MCI+CiAgICAgIDxtYjpNZXRhZGFAYT4KICAgICAgICA8c2xhYjpvemlnaW5hdG9
yQ29uZm1kZW50aWFsaXR5TGFiZWwKICAGICAGICAGIHhtbG5z0nNSYWI9InVybjpuYXRvONN@YW5hZzo@Nzc@0
mNvbmZpZGVudGlhbG10eW11dGFkYXRhbGFiZWwbMTowIj4KICAGICAgICAgIDXxzbGFi0kNvbmZpZGVudG1hbG1l
0eUluZm9ybWF@aW9uPgogICAgICAgICAGICA8c2xhYjpQb2xpY31]ZGVudGLlmaWVyP1RCMTUSL3NSYWI6UGIsa
WN5SWR1bnRpZm11cj4KICAgICAgICAGICAgPHNSYWI6Q2xhe3NpZmljYXRpb24+T19BPCIzbGFi0kNsYXNzaWz
pY2F0aW9uPgogICAgICAgICAgPCIzbGF 10kNvbmZpZGVudG1lhbG1@eUluZm9ybWFAaW9uPgogICAgICAgICAgP
HNsYWI6Q3J1YXRpb25EYXR1VG1tZT48eHNSOnZhbHV1LWImIHN1DbGYjdDO1ZGFAZTpkYXR1LXRpbWUOKSIVPjw
ve2xhY;jpDemVhdGlvbkRhdGVUaW11PgogICAgICAgIDwve2xhYjpvemlnaW5hdGIyQ29uZmlkZW50aWFsaXR5T
GFiZWw+CiAgICAgIDwvbWI6TWVAYWRhdGE+CiAgICAgIDxtYjpEYXRhPgogICAGICAGIDXx4c2wbY29weSTvZiB
zZWx1Y3Q9I141Lz4KICAgICAgPCItYjpEYXRhPgogICAgPCItYjpNZXRhZGFOYUIpbmRpbme+CiAgPC94c2wbd
GVtcGxhdGU+CiAgCiAgPHhzbDp@ZW1wbGFAZSBuYW11PSITRUNSRVQiPgogICAgPG110k11dGFkYXRhQmluZG1
uZyB4bWxuczptYj01dXJuOm5hdG86c3RhbmFn0jQ3NzgbYmluZGluZ21uZm9ybWFAaWI9u0jE6MCI+CiAgICAgI
DxtYjpNZXRhZGFOYT4KICAGICAgICA8c2xhYjpvemlnaW5hdG9yQ29uZmlkZW50aWFsaXR5TGF 1 ZWwKICAgICA
gICAgIHhtbG5z0nNsYWI9InVybjpuYXRvOnNN@YW5hZzo@Nzc@OmNvbmZpZGVudG1hbG10eW11dGFkYXRhbGFiZ
Ww6MTowI j4KICAgICAGICAgIDxzbGFi0kNvbmZpZGVudGlhbG1@eUluZm9ybWF@aW9uPgogICAgICAgICAGICA
8c2xhYjpQb2xpY311ZGVudG1maWVyP1RCMTUBL3NSYWI6UGIsaWN5SWR1bnRpZml1cj4KICAgICAGICAGICAGP
HNsYWI6Q2xhc3NpZmljYXRpb24+Ti19BPC9zbGFi0kNsYXNzaWZpY2F@aW9uPgogICAgICAgICAgPCIzbGFi0kN
vbmZpZGVudG1hbG1@eUluZm9ybWF@aW9uPgogICAgICAGICAGPHNSYWI6Q3I1YXRpb25EYXR1VG1tZT48eHNSO
nZhbHV1LWImIHN1bGVjdDAiZGFAZTpkYXR1LXRpbWUOKSIvPjwve2xhYjpDemVhdGlvbkRhdGVUaW11PgogICA
gICAgIDwvc2xhYjpvemlnaW5hdG9yQ29uZmlkZW50aWFsaXR5TGF 1 ZWw+CiAgICAgIDwvbWI6TWVOYWRhAGE+C
iAgICAgIDxtYjpEYXRhPgogICAgICAgIDx4c2wbY29weSTvZiBzZWx1Y3Q9I141Lz4KICAgICAgPCItYjpEYXR
hPgogICAgPC9tYjpNZXRhZGFOYUJpbmRpbmc+CiAgPC94c2wbdGVtcGxhdGU+CgogIDx4c2wbdGVtcGxhdGUgb
mFtZT01VEIQUAVDUkVUIj4KICAgIDxtYjpNZXRhZGFOYUJpbmRpbmcgeG1sbnM6bWI9InVybjpuYXRvOnN@YWS
hZz00Nzc40mJpbmRpbmdpbmZvem1hdG1lvbjox0jA1PgogICAgICASBWIOGTWVOYWRhdGE+CiAgICAgICAgPHNSY
WI6b3JIpZ21uYXRvckNvbmZpZGVudG1hbG1@eUxhYmVsCiAgICAgICAQICB4bWxuczpzbGFiPS]1cm46bmF@bzp
zdGFuYWc6NDc3NDpjb25maWR1bnRpYWxpdH1tZXRhZGFAYWxhYmVsOjE6MCI+CiAgICAgICAgICA8c2xhYjpDb
25maWR1bnRpYWxpdH1IbmZvemThdGlvbj4KICAgICAgICAGICAgPHNSYWI6UGIsaWN5SWR1bnRpZmllcj5UQjE
1PC9zbGFi101BvbG1jeUlkZW50aWZpZXI+CiAgICAgICAgICAgIDxzbGF10kNsYXNzaWZpY2F@aW9uPk4vQTwvc
2xhYjpDbGFzc21maWNhdG1lvbj4KICAGICAGICAgIDwve2xhYjpDb25maWR1bnRpYWxpdH1IbmZvem1hdGlvbj4
KICAgICAgICAgIDxzbGFi0kNyZWF@aW9uRGFAZVRpbWU+PHhzbDp2YWx1ZS1vZiBzZWx1Y3Q9ImRhdGUbZGFOZ
S10aW11KCkiLz48L3NsYWI6Q3I1YXRpb25EYXR1VG1tZT4KICAGICAQICA8BL3NSYWI6b3IpZ21uYXRvekNvbmZ
pZGVudGlhbG1@eUxhYmVsPgogICAgICA8L2110k11dGFkYXRhPgogICAgICA8bWIGRGFAYTAKICAGICAGICA8e
HNsOmNvcHktb2Yge2VsZWNOPSIuIi8+CiAgICAgIDwvbWIGRGFOYTAKICAGIDWvBWIGTWVOYWRhAGFCaW5kaW5



nPgogIDwveHNsOnR1bXBsYXR1PgogIAogIDx4c2wbdGVtcGxhdGUgbWFAY2g9Im5vZGUoKSI+CiAgICA8eHNSO
mNob29zZT4KICAgICAgPHhzbDp3aGVuIHR1c3Q9InN1bGY6010gYW5kIGNvbnRhaW5zKCR1bmNsYXNzaWZpZWR
GZWF@dXJ1VH1wZSwgbG9;jYWwtbmFtZSgpKSI+CiAgICAGICAGIDXx4c2wbY2FsbC10ZWIwbGFAZSBuYWT1PSIVT
kNMQVNTSUZJRUQiLz4gICAgICAgIA0ogICAgICA8L3hzbDp3aGVuPgogICAgICA8eHNsOndoZW4gdGVzdDOic2V
sZjobKiBhbmQgY29udGFpbnMoJGNsYXNzaWZpZWRGZWFAdXI1VH1wZSwgbG9jYWwtbmFtZSgpKSI+CiAgICAqI
CAgPHhzbDpj YWxsLXR1bXBsYXR1IG5hbWU9IKNMQVNTSUZIRUQiLz4KICAQICAgPC94c2w6d2h1bj4KICAGICA
gPHhzbDp3aGVuIHR1c3Q9InN1bGY60i0gYW5kIGNvbnRhaW5zKCRzZWNyZXRGZWFAAXITVH1wZ SwgbG9j YWwtb
mFtZSgpKSI+CiAgICAgICAgPHhzbDpjYWxsLXR1bXBsYXR1IG5hbWUIIINFQ1IFVCIvPgogICAgICA8L3hzbDp
3aGVuPgogICAgICA8eHNsOndoZW4gdGVzdD@1ic2VsZjobKiBhbmQgY29udGFpbnMoJHRvcHN1Y3J1dEZ1YXR1c
mVUeXB1LCBsb2NhbCTuYW11KCkpIj4KICAgICAGICA8eHNsOmNhbGwtdGVtcGxhdGUgbmFtZT@1VEIQUAVDUKV
UI18+CiAgICAgIDwveHNsOndoZW4+CiAgICA8L3hzbDpjaG9vc2U+ICAgIAogICAgPHhzbDphcHBseS10ZW1wb
GFOZXMgc2VsZWNOPSJub2R1KCkiLz4KICA8L3hzbDp@ZW1wbGFAZT4KICAKICA8eHNsOnR1bXBsYXR1IGThdGN
oPSIvIj4KICAgICAgPG110kJpbmRpbmdIbmZvem1hdGlvbiB4bWxuczp4c2k9Imh@dHBz0i8vd3d3LnczLm9yZ
y8yMDAXLThNTFN;jaGVtYS1pbnN@OYW5jZS54c2QiCiAgICAgIHhtbG520mRzPSJodHRWO18vd3d3LnczLm9yZy8
yMDAwLzA5L3htbGRzaWcjIiB4bWxuczp4bW1tZT@iaHRAcDovL3d3dy53My5vemevMjAwNS8wWNS94bWxtaW11I
gogICAgICB4bWxuczptYj0idXJuOm5hdG86c3RhbmFn0jQ3Nzg6YmluZGluZ21uZm9ybWFOaW9u0jEOMCIKICA
gICAgeG1sbnMbc2xhYj0idXJuOm5hdG86c3RhbmFn0jQ3NzQ6Y29uZmlkZW50aWFsaXR5bWVAYWRhdGFsYWI1b
Dox0jAiCiAgICAgIHhtbG5z0ndzdT@iaHRAcDovL2RvY3Mub2FzaXMtb3B1bi5vemevd3NzLzIwMDQvMDEVb2F
zaXMtMjAwNDAxLXdzcy13c3N1Y3VyaXR5LXV@aWxpdHktMS4wLnhzZCIKICAgICAgeG1sbnM6eG1sPSJodHRwO
18vd3d3LnczLmIyZy9YTUwvMTk50C9uYW11c3BhY2UiCiAgICAgIHhzaTpzY2h1bWFMb2NhdG1lvbj@idXJuOm5
hdG86c3RhbmFn0jQ3NzgbYmluZGluZ21uZm9ybWF@aW9uOjE6MCAONzc4LnhzZCI+CiAgICAgIDxtYjpNZXRhZ
GFOYUJpbmRpbmdDb250YW1uZXIgeG1sOm1kPSIXR1MiPgogICAgICAgIDx4c2wbYXBwbHktdGVtcGxhdGVzIHN
1bGVjdD@iQCp8bmIkZSgpIi8+CiAgICAgICAgICABDWIHTWVOYWRhdGFCaW5kaW5nIHhtbG5z0m1iPSI1ecm46b
mFObzpzdGFuYWc6NDc30DpiaW5kaW5naW5mb3JtYXRpb246MTowI j4KICAGICAGICAGICAGPGT10kT11dGFKYXR
hPgogICAgICAgICAgICAgIDxudWxsLz4KICAgICAgICAQICAgPCItYjpNZXRhZGFOYT4KICAgICAgICAgICAgP
G1i0kRhdGE+CiAgICAgICAgICAgICAgPG51bGwvPgogICAgICAgICAGICA8L2110kRhdGE+CiAgICAgICAgICA
8L2110k11dGFkYXRhQmluZG1luZz4KICAQICAGPCItYjpNZXRhZGFAYUIpbmRpbmdDb250YW1uZXI+CiAgICASL
2110k JpbmRpbmdJIbmZvem1hdGlvbj4KICA8L3hzbDp@ZW1wbGFOZT4KICAKPC94c2wbdHIhbnNmb3JtPgo="
parameter = "unclassifiedFeatureType=states tiger_roads poly_landmarks poi"
}
}

The Spatial Filter Rule that tasks the GeoPEP to run the WFS3 response through the XSLT provided
is specified below.

The temporal aspect:
Testing the spatio-temporal policy requires making requests BEFORE 12:00UTC and after.

* 00:00 - 12:00UTC = The response will contain all requested features of the given type but
marked with classification "N/A"

* 12:00 - 23:59UTC = The response does not contain features.

Demonstration

This demonstration uses the same deployment as Scenario 1. Please see Annex A for details how to
obtain an access token.

49



Executing the geoPEP enforcing spatio-temporal policy

To obtain an access token for user "joe", please use the following CURL:

curl -k -i -X POST -H "Authorization:Basic
ZmEwMGVmNGYtMTQzZCTkYTUZLWMAMTQtYWMxODY2ZDU5MmM1Q69nYy5zZWNT1emUtZG1tZW5zaW9ucy5jb206Y]
BKZWMOZj g1MzI3Yz1hZjqwZ jk2Nj LmMGMAZ jk2NmViYzNmZmFhMGY1YZzU2YzIONGIhYzc20DAyZDZiYT11Zg==
" -H "Content-Type:application/x-www-form-urlencoded" -d "grant_type=password" -d
"username=jane" -d "password=secret" -d "scope=openid saml tb15" -d
"response_type=token" 'https://ogc.secure-dimensions.com/oauth/token’

With the access token for the user, the following requests simulates a subject location inside and
outside the policy BBOX:

» example request for subject location within the policy’s BBOX:

https://ogc.secure-
dimensions.com/rest/services/DCS/collections/poi/items?f=stanag&subjectlocation=CRS=EP
SG:4326;POINT(40.75 -74.00)&access_token=<access token>

» example request for subject location outside the policy’s BBOX:

https://ogc.secure-
dimensions.com/rest/services/DCS/collections/poi/items?f=stanag&subjectlocation=CRS=EP
SG:4326;POINT(40.73 -73.5)&access_token=<access token>

Verifying the original WFS3 response with ldproxy from Interactive
Instruments

In order to verify what the original Feature Collection is going to look like - BEFORE it is processed
by the GeoPEP - please use the XML or JSON formats:

Visualizing the original WFS3 responses when applying the subject location.

Client requests can be visualized by the following URL template:

https://ogc.secure-
dimensions.com/rest/services/DCS/collections/<feature_type>/items?f=html&access_token=
<access token>&subjectlocation=<location>

For making requests in the format "html", all users are able to fetch the same features for any type.
The WFS3 itself is NOT DCS aware!

So first, fetch an access token of your favorite user.

Then make a request and either provide a subject location OUTSIDE the BBOX or do NOT provide a
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subject location. Example URLs:

* subject location outside the policy BBOX

https://ogc.secure-

dimensions.com/rest/services/DCS/collections/tiger_roads/items?f=html&access_token=<ac
cess token>&subjectlocation=CRS=EPSG:4326;POINT(40.73 -73.5)

* subject location omitted

https://ogc.secure-

dimensions.com/rest/services/DCS/collections/tiger_roads/items?f=html&access_token=<ac

cess token>

Manhattan (NY) roads
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Figure 11. The features got returned for the given request - note that tiger_roads.2 (W 126th St.) is returned;
it is located north of the BBOX.

Then make a request with the user location WITHIN the given BBOX. You will see that only features
in the BBOX - specified in the GeoPolicy - are returned by the WFS3. This is caused by the GeoPEP
doing the request rewriting!

https://ogc.secure-

dimensions.com/rest/services/DCS/collections/tiger_roads/items?f=html&access_token=<ac
cess token>&subjectlocation=CRS=EPSG:4326;POINT(40.75%20-74.00)
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Figure 12. The features got returned for the given BBOX - note that tiger_roads.2 is not returned as it is
located north of the BBOX as you can see in the figure above.
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Appendix C: Data Centric Security - Scenerio
Three

Intro

This annex demonstrates the ability to process STANAG 4778 encoded DCS objects inside a WFS
FeatureCollection. A WFS FeatureCollection is an XML data structure that is defined (for WFS 2.0) in
the XSD wfs.xsd. Essentially, the root element <wfs:FeatureCollection> contains zero or more
<wfs:member> elements where the content can be (i) <wfs:FeatureCollection> or <xsd:any>. The
described DCS alternative here leverages the <xsd:any> choice to place a STANAG 4778 encoded DCS
object into the <wfs:member> element.

Each STANAG DCS object returned by the WFS3 has the < Metadata> element in the clear and the
<Data> element encrypted. This ensures (i) that the GeoPEP can process the response according to
the user’s privilege / object classification and (ii) that the data is always encrypted.
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<wfs:member>
<dcs:dcs_object xml:id="feature_1" dcs:encoding_type="stanag4778">
<mb:BindingInformation>
<mb:MetadataBindingContainer>
<mb:MetadataBinding>
<mb:Metadata>
<slab:originatorConfidentialitylLabel>
<slab:ConfidentialityInformation>
<slab:PolicyIdentifier>TB15</slab:PolicyIdentifier>
<slab:(Classification>SECRET</slab:(Classification>
</slab:ConfidentialityInformation>
<slab:CreationDateTime>2019-08-
19T09:12:04.5207</slab:CreationDateTime>
</slab:originatorConfidentialitylLabel>
</mb:Metadata>
<mb:Data>
<enc:EncryptedData>
<enc:EncryptionMethod Algorithm=
"http://www.w3.0rg/2001/04/xmlencifaes128"/>
<enc:EncryptionKeyInfo>
<enc:EncryptedKey>
<enc:SignatureMethod
Algorithm="http://www.w3.0rg/2001/04/xmldsig-moreffrsa-sha256"/>
<enc:KeyInfo>
<enc:KeyName>Jane Bond 128</enc:KeyName>
</enc:KeyInfo>
<enc:CipherData>
<enc:CipherValue>YaYjKMQscemb. ..gcG0ICbQ==</enc:CipherValue>
</enc:CipherData>
</enc:EncryptedKey>
</enc:EncryptionKeyInfo>
<CipherData>
<CipherValue>
+BBWAwnfFLaZG9ONeK@O/kiJTwvRiyDwMtP. . .FLIVsSQyg==</CipherValue>
</CipherData>
</enc:EncryptedData>
</mb:Data>
</mb:MetadataBinding>
</mb:MetadataBindingContainer>
</mb:BindingInformation>
</dcs:dcs_object>
</wfs:member>
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Figure 13. Illustration of a FeatureCollection including STANAG 4778 objects (metadata in the clear and
data encrytped).

The GeoPEP forwards the incoming request from the client to the WFS3. The response gets
processed in the following order:

* XSLT processing: Based on the user’s clearance, each STANAG object gets inspected and
removed in case the user’s clearance is less than the classification level expressed in the
<slab:Classification> element. So as an example, for users jane and bob, the response would
contain the example data object above; however for users alice and joe the entire <wfs:member>
element gets removed.

* XML Encryption: Once the XSLT based response filtering is finished, the content of the
remaining <mb:Metadata> elements is encrypted based on the user’s public key.

* XML Digital Signature: The final FeatureCollection is digitally signed using the GeoPEP’s private
key. Attention: The result of this step produces an invalid FeatureCollection structure, as the
inserted DigitalSignature element is not supported by the schema of the WFS FeatureCollection!

<wfs:member>
<dcs:dcs_object xml:id="feature_1" dcs:encoding_type="stanag4778">
<mb:BindingInformation>
<mb:MetadataBindingContainer>
<mb:MetadataBinding>
<mb:Metadata>
<EncryptedData xmlns="http://www.w3.0rg/2001/04/xmlenc#" Type=
"http://www.w3.0rg/2001/04/xmlenc#Element">
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<EncryptionMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#tripledes-

cbe"/>
<KeyInfo xmlns="http://www.w3.0rqg/2000/09/xmldsig#">
<EncryptedKey xmlns="http://www.w3.0rg/2001/04/xmlenc#">
<EncryptionMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#rsa-
1.5"/>

<KeyInfo xmlns="http://www.w3.0rg/2000/09/xmldsig#">
<KeyName>138af896-3487-32d6-8171-c4a51c416424</KeyName>

</KeyInfo>

<CipherData>

<CipherValue>k1fLcibV4QOu1gZRL3HsbCmv3Uu/cApMfu@9F1DENIBOCBACVAY4X10gmab2p7uo
OuJQeLIWwhMLPg3vnIghlo5LESQpkWGHIdwOrzamd58283I1gUQUoT@4yLmTi6s4m
+I7ncYHyz57ulYcV1FsEoTU@LOfCMufbVX6rpbp+ZoIcoxK4RfpYWTPxBLwkEfhe
qzcN61meSQ50UkHUP5033fqDc fFTDAMGtPdWkn/YY2djwSe8/1ZQDZ9B6tcXgUm
ajMMup5rFnavkjdI6@ONwTM/FHT3fpex2HCUgsyzePB4fdN@3wGN2WdjxrF/x4WdO
4C90MP2duUfzDeuHyZb6Axw==</CipherValue>
</CipherData>
</EncryptedKey>
</KeyInfo>
<CipherData>

<CipherValue>p7v1lvSGvbzpgR71y5AmTi3TdsrudznhFA8kFb6KpyCnX28WDyUEQ7+7bSR2Z1A7B
6vpuzFQoIrvgqVAhxrunPVXzU1Rq6QCfvoHN4+0orP2qDzm01CnZ3C1b4ju8yEQDr
xeJN2ix4JIMqPSTFBr6zjAVyT3HORP1zZK1zeU2CeVe4B@+FgBBfFcIKB1C/M3IL ]
8W2ytQBjGFTdTRC/BJyJfotGd7zpRQIPISIvLr+u2UiJEnAOadV50zMmvu+M2xk8
fAIeh33qoVBkzLbSUjWVfWuU/I8cstSESEjBPWx96hj19o@CWIyY7gDTihP2mwki
n6XLEPS9tZ3W4V00jWVMisx90LGPYRCs10mn7FkfRZtrWM11E10qJ4BwmdeUmMyu

2jFA8AGUNq9S+@7YqCONMN/dXNUDSLxZWOqUPyU6IoWuD@19Nv+Mg==</CipherValue>
</CipherData>
</EncryptedData>
</mb:Metadata>
<mb:Data>
<enc:EncryptedData>
<enc:EncryptionMethod Algorithm="
http://www.w3.0rg/2001/04/xmlenc#aes128"/>
<enc:EncryptionKeyInfo>
<enc:EncryptedKey>
<enc:SignatureMethod
Algorithm="http://www.w3.0rg/2001/04/xmldsig-more#rsa-sha256"/>
<enc:KeyInfo>
<enc:KeyName>Jane Bond 128</enc:KeyName>
</enc:KeyInfo>
<enc:CipherData>
<enc:CipherValue>YaYjKMQsccm6. . .gcG0ICbQ==</enc:CipherValue>
</enc:CipherData>
</enc:EncryptedKey>
</enc:EncryptionKeyInfo>
<CipherData>
<CipherValue>



+BBWAwnfFLaZG90NeK@O/kiJTwvRiyDwMtP. ..FL9VsSQyg==</CipherValue>
</CipherData>
</enc:EncryptedData>
</mb:Data>
</mb:MetadataBinding>
</mb:MetadataBindingContainer>
</mb:BindingInformation>
</dcs:dcs_object>
</wfs:member>

The following XML snippet illustrates the resulting FeatureCollection after the XML Digital

Signature is applied:

<?xml version="1.0"?7>
<wfs:FeatureCollection xmlns:wfs="http://www.opengis.net/wfs/3.0"
xmlns:gml="http://www.opengis.net/gml" xmlns:mb=
"urn:nato:stanag:4778:bindinginformation:1:0"
xmlns:dcs="urn:tb15:des:1:0" xmlns:enc="http://www.w3.0rqg/2001/04/xmlenc#Element"
xmlns:slab="urn:nato:stanag:4774:confidentialitymetadatalabel:1:0">
<gml:boundedBy>
<gml:Null>missing</gml:Null>
</gml:boundedBy>
<wfs:member>
<dcs:dcs_object xml:id="feature_1" dcs:encoding_type="stanag4778">
<mb:BindingInformation>
<mb:MetadataBindingContainer>
<mb:MetadataBinding>
<mb:Metadata>
<EncryptedData xmlns="http://www.w3.0rqg/2001/04/xmlenc#"
Type="http://www.w3.0rg/2001/04/xmlenc#Element">
<EncryptionMethod Algorithm=
"http://www.w3.0rg/2001/04/xmlencfftripledes-cbc"/>
<KeyInfo xmlns="http://www.w3.0rg/2000/09/xmldsig#">
<EncryptedKey xmlns="http://www.w3.0rg/2001/04/xmlenc#">
<EncryptionMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#rsa-
1.5"/>
<KeyInfo xmlns="http://www.w3.0rg/2000/09/xmldsig#">
<KeyName>138af896-3487-32d6-8171-c4a51c416424</KeyName>
</KeyInfo>
<CipherData>
<CipherValue>k1fLci...Z6Axw==</CipherValue>
</CipherData>
</EncryptedKey>
</KeyInfo>
<CipherData>
<CipherValue>p7v1lvSG. . .9Nv+Mg==</CipherValue>
</CipherData>
</EncryptedData>
</mb:Metadata>
<mb:Data>
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<enc:EncryptedData>
<enc:EncryptionMethod Algorithm=
"http://www.w3.0rg/2001/04/xmlenc#aes128"/>
<enc:EncryptionKeyInfo>
<enc:EncryptedKey>
<enc:SignatureMethod
Algorithm="http://www.w3.0rg/2001/04/xmldsig-moreffrsa-sha256"/>
<enc:KeyInfo>
<enc:KeyName>Jane Bond 128</enc:KeyName>
</enc:KeyInfo>
<enc:CipherData>
<enc:CipherValue>NpzsfRXr2/...YwlnSr9xw==</enc:CipherValue>
</enc:CipherData>
</enc:EncryptedKey>
</enc:EncryptionKeyInfo>
<CipherData>
<CipherValue>++//jkiBKMi3Nvh6BCCSL. . .PbalLW/dtgAmraeQ==</CipherValue>
</CipherData>
</enc:EncryptedData>
</mb:Data>
</mb:MetadataBinding>
</mb:MetadataBindingContainer>
</mb:BindingInformation>
</dcs:dcs_object>
</wfs:member>
<ds:Signature xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:SignedInfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/TR/2001/REC-xml-c14n-
20010315"/>
<ds:SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#irsa-shal"/>
<ds:Reference Id="id" URI="#feature 1">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rqg/2000/09/xmldsig#enveloped-
signature"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rqg/2000/09/xmldsig#shal"/>
<ds:DigestValue>WApjIBfE4PBiaEeQvgQRglLeN4CQ=</ds:DigestValue>
</ds:Reference>
</ds:SignedInfo>

<ds:SignatureValue>di8sRC1AsEWh9YRIsict4bHCCF1SPGVy5g/mhBzcS/oUqt4ix3gxTAFUIALoBCLQ

QEGY6@IKAKBQ7m47mINOE jWwrfiY7fI0Dwue9Ze90zsIvv1UMv8x2rAng4bZodhU
4CztFrV9iAR8yNnD9hnOfSnweG260w9Eq74PqmEDOWIBNTGU7/3QmoglinCUvCsQ
wGagndTyPKSM2ABVENMM10wDYNyXEgDEbtN7eLw17B7unlyQc3CY91UCNIu9Xg2y
E6Q5BWj TdHC1S24aF1B60qF@zc2rqnjQkgVonWdtIujgGNct0+c2/g136VavVidx
P7uVarSDtNd3XVVZLZa/9g==</ds:SignatureValue>
<ds:KeyInfo>

<ds:KeyName>Dr. No</ds:KeyName>

<ds:X509Data>



<ds:X509Certificate>MIIDuTCCAqGgAwWIBAgIEYpLIdjANBgkqhkiG9w@BAQsFADCBjDELMAKGATUEBhMC
REUXEDAOBgNVBAgTB@JhdmFyaWExDzANBgNVBAcTBk11bm1jaDEfMBAGATUEChMW
U2VjdXJTIERpbWVuc21vbnMgR211SDEfMBAGATUECXMWU2VjdXITIERpbWVuc21v
bnMgR211SDEYMBYGATUEAXMPQW5kcmVhcyBNYXRoZXVzMB4XDTETMTAyNTE@NDEw
MVoXDTE2MDEyMzE@NDEwMVowgYwxCzAJBgNVBAYTAKRFMRAwDgYDVQQIEwdCYXZh
cm1hMQ8wDQYDVQQHEwZNdW5pY2gxHzAdBgNVBAOTFIN1Y3VyZSBEaW11bnNpb25z
TEdtYkgxHzAdBgNVBASTFIN1Y3VyZSBEaW11bnNpb25zIEdtYkgxGDAWBgNVBAMT
DOFuZHITYXMgTWF@aGV1czCCASIwDQYIKoZIhveNAQEBBQADggEPADCCAQoCggEB
AJBxr jwhMmOGnSKT4DLsOx+R+c4dN3gA74/03NdsxUdy2r6QB65AVF8Rm3YF5ply
Hzdr1f4310bjO0HK2yRn6p@tXpc5yYwBad3tZMGTkyj4qhqqy/ugdLxYy4HYfCXE/
ec9UOTCDu7vfkbvmEfg8VOM2DfT6t5XnvFZmkUkSA14L4vQIPIthsFLyJXg2nN1h
tOMQeBWxc0zbogbEBAB7qalyumlrrIojksHd9Tb40m/BIp+IxcocRjGmSq7XoKZ1
GuXmWXSnrc877AnET/+KbeadzqH+0044zP2GOXdCCMiKtL7nxqIAfwucp3SEGtqH
XGNv61RGsqihQbt1bhRkprcCAwEAAaMhMB8wHQYDVRAOBBYEFIVLBZDvNUo/OX9F
MKRLz70FaUXXMABGCSqGSIb3DQEBCWUAA4IBAQCA7FkGIOEQkIPr4yjCT8HxJvAd
1zNW539t1/SVYe4ducBm41523G66P0Kvz6okVHbS3032H1Nd2FoQL9s2DMPN2ag9Q3
myzI8E9x8dowNKhaupmTJI/Edneqnp7pr/8/0612qBXTf00T4)8QPImZxUreqC+x
TCV9GC00XuIVpBM6SGbEiFfjgdxLs3HO7kBH1a78WAb8EyZGvIaoHCsqoIE+A/LY
e++xrYO9TN/wjIKrv665iRF3XG+WHj@1rUvz1PZzNHbLykqS048DhDc/ImaadiqZ

cNFF8NBHOLz1icsSo+GpeEnSIBKNCYwxStWI+dFWoHQxwyHrkn+Om+EiQ6/2w</ds:X509Certificate>
<ds:X509SubjectName>CN=Andreas Matheus,0U=Secure Dimensions GmbH,0=Secure
Dimensions GmbH,L=Munich,ST=Bavaria,C=DE</ds:X509SubjectName>
</ds:X509Data>
</ds:KeyInfo>
</ds:Signature>
</wfs:FeatureCollection>

Demo

Secure Dimensions GeoPEP setup for the Helyx Secure Information Systems
WES3

The Secure Dimensions GeoPEP is an Apache Web Server module. For the demonstration of this
flow - as well as the others - the Apache Web Server is configured as a reverse proxy that loads the
GeoPEP module. The following Apache 2.4 configuration snippet illustrates that:
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# Helyx WFS
RewriteRule A/features$ /features/ [qsappend,L]
RewriteRule A§ /features/ [qsappend,L]
ProxyPass /features http://wfs-helyx.westeurope.azurecontainer.io:5601/features
ProxyPassReverse /features http://wfs-helyx.westeurope.azurecontainer.io:5601/features
<Location /features/collections/tripledes/landsat8__B3_index/items>

AllowMethods GET POST OPTIONS

<LimitExcept OPTIONS>
AuthType Basic
AuthName "OAuth Bearer"
Require valid-user
</LimitExcept>

Per1AuthenHandler SD::OpenIDBearerHandler

Per10ptions +ParseHeaders +SetupEnv +GlobalRequest

PerlSetVar ClientId fa@@ef4f-143d-da53-c814-ac1866d592c5@09gc.secure-dimensions.com

Per1SetVar ClientSecret
b@dec485327c9af80f9669f0c8f966ebc3ffaadf5c56c244bac76802dbbade f

PerlSetVar ValidateURL https://ogc.secure-dimensions.com/oauth/tokeninfo

Per1SetVar UserinfoURL https://ogc.secure-dimensions.com/oauth/userinfo

GeoPEP.API on

GeoPDP.Host 116.202.106.215

GeoPDP.Port 80

GeoPDP.Path /geopdp/domains/JeuDTcMdEemN8MEvpIG-Sw/pdp
GeoPDP.Scheme  http

ProxyPass http://wfs-
helyx.westeurope.azurecontainer.io:5601/features/collections/tripledes/landsat8__B3_in
dex/items

ProxyPassReverse http://wfs-
helyx.westeurope.azurecontainer.i0:5601/features/collections/tripledes/landsat8__B3_in
dex/items

</Location>

The PerlAuthenHandler SD::0penIDBearerHandler is an authentication handler that acts as a RFC
6750 (The OAuth 2.0 Authorization Framework: Bearer Token Usage) compliant OAuth2 Resource
Server. It inspects the incoming HTTP header, query parameters for a GET and payload for a POST
request to find the bearer access token. In case no access token is found, the response is a HTTP
status of 401 with message "Unauthorized". In case an access token is found but it is invalid, the
response is 401 with "Access Token invalid". For a valid access token, the handler requests the user
claims from the Authorization Server via the UserinfoURL. The user claims are key-value-pairs that
get associated with the intercepted request as Apache 2 Environment variables. As such, they
become available to other Apache modules, such as the GeoPEP.

The GeoPEP interacts with the GeoPDP as configured by the GeoPDP.* directives. The
JeuDTcMdEemN8MEvpJG-Sw domain holds the GeoXACML policies associated with the Helyx WFS3. The
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directive GeoPEP.API on instruments the GeoPEP to act as a WFS3 API interceptor. (Other options are
WMS, WFS, WCS, etc. which would instruct the GeoPEP to interpret query string parameters
accordingly).

The GeoPEP

The GeoPEP - as an Apache Web Server module - gets executed by the Apache Web Server as an
authorization handler. It has access to the Apache request including all HTTP headers plus any
Apache 2 Environment Variables. From this Apache2 domain specific set of information, a
GeoXACML specific request is created in the XACML3 structure. The default encoding leverages the
JSON Request / Response profile for XACML 3. The following is a JSON encoded Authorization
Decision Request sent to the GeoPDP:

{
"Request”: {

"ReturnPolicyIdList": false,

"CombinedDecision": false,

"Category": [

{

"CategoryId": "urn:oasis:names:tc:xacml:1.0:subject-category:access-subject",
"Attribute": [

{
"IncludeInResult": false,
"AttributeId": "urn:oasis:names:tc:xacml:1.0:subject:subject-id",
"DataType": "http://www.w3.0rg/2001/XMLSchema#string",
"Value": ["af4f2285-979d-389a-892a-903a9d776476"]
}
]
Iy
{
"CategoryId": "urn:oasis:names:tc:xacml:3.0:attribute-category:resource”,
"Attribute": [
{
"TIncludeInResult": false,
"Attributeld": "urn:sd:path",
"DataType": "http://www.w3.0rg/2001/XMLSchema#string",
"Value": ["/features/collections/tripledes/landsat8__B3_index/items"]
s
{
"IncludeInResult": false,
"AttributeId": "urn:sd:hostname",
"DataType": "http://www.w3.0rg/2001/XMLSchemafstring",
"Value": ["ogc.secure-dimensions.com"]
+
]
Iy
{

"CategoryId": "urn:oasis:names:tc:xacml:3.0:attribute-category:action",
"Attribute": [
{
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}I
{

]

"CategoryId": "urn:oasis:names:tc:xacml:3.0:attribute-category:environment",

"IncludeInResult": false,

"AttributeId": "urn:sd:method",

"DataType": "http://www.w3.0rg/2001/XMLSchema#fstring",
"Value": ["GET"]

"Attribute": [

{
"IncludeInResult": false,
"AttributeId": "urn:sd:method",
"DataType": "http://www.w3.0rg/2001/XMLSchema#string",
"Value": ["GET"]

"IncludeInResult": false,

"Attributeld": "urn:sd:query_string",

"DataType": "http://www.w3.0rg/2001/XMLSchema#string",

"Value": ["access token=42333cafd91f7fd22f24b6a003b2a66202619cc3"]

"IncludelnResult": false,

"AttributeId": "urn:oasis:names:tc:xacml:1.0:subject:subject-id",
"DataType": "http://www.w3.0rg/2001/XMLSchema#string",

"Value": ["af4f2285-979d-3893-892a-90aa9d776476"]

"IncludeInResult": false,

"AttributeId": "urn:sd:datetime",

"DataType": "http://www.w3.0rg/2001/XMLSchema#dateTime",
"Value": ["2019-08-20T12:20:18Z"]

"IncludeInResult": false,

"AttributeId": "urn:sd:date",

"DataType": "http://www.w3.0rg/2001/XMLSchema#date"”,
"Value": ["2019-08-20"]

"IncludeInResult": false,

"AttributeId": "urn:sd:time",

"DataType": "http://www.w3.0rg/2001/XMLSchema#time",
"Value": ["12:20:187"]

"IncludelnResult": false,

"AttributeId": "urn:sd:host",

"DataType": "http://www.w3.0rg/2001/XMLSchema#string",
"Value": ["ogc.secure-dimensions.com"]



"IncludeInResult": false,
"Attributeld": "urn:sd:user-agent",
"DataType": "http://www.w3.0rg/2001/XMLSchema#fstring",

"Value": ["Mozilla/5.0 (Macintosh; Intel Mac OS X 10.14; rv:67.0)

Gecko/20100101 Firefox/67.0"]
b

{
"TncludeInResult": false,

"Attributeld": "urn:sd:accept"”,
"DataType": "http://www.w3.0rg/2001/XMLSchema#string",
"Value": [

"text/html",

"application/xhtml+xml",

"application/xml;q=0.9",

"*/*;q=0.8"

"TIncludeInResult": false,
"Attributeld": "urn:sd:accept-language",
"DataType": "http://www.w3.0rg/2001/XMLSchema#string”,

"Value": [
"de",
“en;q=0.7",
"en-US;q=0.3"

]

s
{

"TncludeInResult": false,
"AttributeId": "urn:sd:accept-encoding”,
"DataType": "http://www.w3.0rg/2001/XMLSchema#string",

"Value": [
"gzip",
" deflate",
n brll
]
}I
{

"IncludelnResult": false,

"AttributeId": "urn:sd:dnt",

"DataType": "http://www.w3.0rg/2001/XMLSchema#string",
"Value": ["1"]

"IncludeInResult": false,

"AttributeId": "urn:sd:connection",

"DataType": "http://www.w3.0org/2001/XMLSchema#string",
"Value": ["keep-alive"]
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"TIncludeInResult": false,
"Attributeld": "urn:sd:cookie",
"DataType": "http://www.w3.0rg/2001/XMLSchema#string",
"Value": ["language=en; SimpleSAML=7f736e5c0eee4d3c03c9d87691b346e4;
AuthToken=_9e0d3493ac383969f4de52d12b40aff68b006364dbc" ]
¥

{
"TIncludeInResult": false,

"Attributeld": "urn:sd:upgrade-insecure-requests",
"DataType": "http://www.w3.0rg/2001/XMLSchema#string”,
"Value": [|I1I|]

"IncludeInResult": false,

"Attributeld": "urn:sd:unique_id",

"DataType": "http://www.w3.0rg/2001/XMLSchema#fstring",
"Value": ["XVv1igmM-a@tJIBus4NsxxwAAAAY" ]

"TIncludeInResult": false,

"AttributeId": "urn:sd:script_url",

"DataType": "http://www.w3.0rg/2001/XMLSchema#string”,

"Value": ["/features/collections/tripledes/landsat8__B3_index/items"]

"IncludeInResult": false,
"Attributeld": "urn:sd:script_uri",
"DataType": "http://www.w3.0rg/2001/XMLSchema#fstring",
"Value": ["https://ogc.secure-
dimensions.com/features/collections/tripledes/landsat8__B3_index/items"]
Iy
{
"IncludeInResult": false,
"AttributeId": "urn:sd:subject-id",
"DataType": "http://www.w3.0rg/2001/XMLSchema#string",
"Value": ["af4f2285-979d-389a-892a-903a9d776476"]

"IncludeInResult": false,

"Attributeld": "urn:sd:subject-clearance",

"DataType": "http://www.w3.0rg/2001/XMLSchema#string",
"Value": ["unclassified"]

"IncludelnResult": false,

"AttributeId": "urn:sd:public-key",

"DataType": "http://www.w3.0rg/2001/XMLSchema#string",

"Value": ["----- BEGIN PUBLIC KEY----- \\
\\nMIIBIjANBgkqhkiGIw@BAQEFAAOCAQBAMIIBCgKCAQEAWTA+788FVX5152ZzdcbB\\\\nAK5CGgXSdjDDce
AHDkhx0QgNrwP@mH20bMqLBj18dgo1Fg++TEIDf4kvRBGaPUAS\\\\nSBYNwisBTjY1/4YzFJCz2bvWbH2hMjW
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cm1CRC2ZMSHxsdK/KnwGOkRhOOfXdvs6H\\\\nRbwr@11isBdZHVWmisAWwHG4i10BFu11chSOPx1YLfej5C89SD
vMcz1POn6SQxeL@7\\\\nUkbsY90A1s/j70NwaGkVuWIC+2SAMxaTwdAHSA40RLxPzA1j10m2M15GQbivpijX\
\\\nmMJIPMakWF/WDI6bIW85vgIP8yvdNScZBPfgFQPSC1xcEFwE446zx4kI8pShi19TO\\\\nQQIDAQAB\\\\n

+
{
"TncludeInResult": false,

"AttributeId": "urn:sd:simplesamlphp_config_dir",
"DataType": "http://www.w3.0rg/2001/XMLSchema#string",
"Value": ["/opt/saml2-authorization-
server/vendor/simplesamlphp/simplesamlphp/config"]
¥

{
"TIncludeInResult": false,

"AttributeId": "urn:sd:https",
"DataType": "http://www.w3.0rg/2001/XMLSchema#string",
"Value": ["on"]

"IncludeInResult": false,

"AttributeId": "urn:sd:ssl tls _sni",

“DataType": "http://www.w3.0rg/2001/XMLSchema#fstring",
"Value": ["ogc.secure-dimensions.com"]

"TIncludeInResult": false,

"AttributeId": "urn:sd:access_token",

"DataType": "http://www.w3.0rg/2001/XMLSchema#string",
"Value": ["42333cafd91f7fd22f24b6ad03b2a66202619cc3"]

Examining the ADR a bit further unveils that the different XACML 3 categories are leveraged to
capture information representing the Apache 2 request in an XACML 3 compliant way. (In XACML 3
terminology, the Context Handler included in the GeoPEP generated the Apache2 into XACML 3
information transformation).

Based on the Authorization Decision (AD) received from the GeoPDP, the GeoPEP processes the
Apache 2 request based on XACML 3 Obligations. The GeoPEP understands the following
Obligations of which the redact obligation is not instrumented in this testbed:

* urn:SD:0bligation:Redact:Image enables the GeoPEP to modify images before send to the caller
(typically the client application)

* urn:SD:0bligation:Request:KVP enables the GeoPEP to modify the HTTP GET query string
parameters
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* urn:SD:0bligation:Request:XSLT enables the GeoPEP to modify a HTTP POST request encoded in

XML (WES, WCS, etc.)

e urn:SD:0bligation:Response:XSLT enables the GeoPEP to modify a response encoded in XML

(GML, STANAG, etc.)

e urn:SD:0bligation:Response:DSIG enables the GeoPEP to apply a Digital Signature to an XML

encoded response

e urn:SD:0bligation:Response:ENC enables the GeoPEP to apply XML Encryption to an XML

encoded response

The following is a policy snippet in ALFA notation for the urn:SD:0bligation:Response:XSLT
obligation which is used to filter the response in this demo.
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obligation responseXSLT {
document =

"PD94bWwgdmVyc21vbj@iMS4wIiB1bmNvZGluZz@iVVRGLTgiPz4KPCEtLSAKICBUaGlzIFhTTFQgZmlsdGVyc
yBhbnkgV@ZTIHI1c3BvbnN1ICAgYWthIGEgRMVhdHVYyZUNvbGx1Y3Rpb24gLSBpbmNsdWRpbmegU1RBTkFHIDQ
3NzggZmVhdHVyZXMgYmFzZWQgb24gdGh1IGNsYXNzaWZpY2F@aW9uIGx1dmVsIGR1ZmluZWQgaW4gdGh1IFNUQ
U5BRyBNZXRhZGF@YQogIGFuZCBBaGUgcGFyYW11dGVyKHMpIGZvciBmZWFOdXITIGNSYXNzaWZpY2F@awW9u0iB
VTKNMQVNTSUZJRUQsSIENMQVNTSUZJRUQSIFNFQ1IFVCBhbmQgVEIQXTNFQ1IFVAogIE1uIGNhc2UgdGhhdCB@a
GUgdXN1ciBpcyBub3QgZW50aXRsZWQgdG8gc2V1I1GFueSBvZiBAaGUgUTRBTkFHIGZ1YXR1emVzLCBhbiB1bXB
0eSBGZWFOdXJ1Q29sbGVjdGlvbiBpcyBjcmVhdGVkLgotLT4KPHhzbDp@cmFuc2Zvem@gdmVyc21vbj@iMS4wI
1B4bWxuczp4c2w9Imh@dHA6LY93d3cudzMub3InLzES0TkvWFNMLTRYYW52Zm9ybSIgeG1sbnM6d2ZzPSJodHR
w018vd3d3LmIwZW5naXMubmV@L3dmcy8zLjA1IHhtbG5z0mdtbD@1aHRAcDovL3d3dy5veGVuz21zLm51dCInb
WwiCiAgeG1sbnM6bWI9InVybjpuYXRvOnNOYW5hZzo@Nzc40mIpbmRpbmdpbmZvem1hdGlvbjox0jAiIHhtbG5
z0mRjcz@1dXJuOnRiMTU6ZGNZzOjE6MCIgeG1sbnM6ZW5)PSJodHRwO18vd3d3LnczLm9yZy8yMDAXLzABL3htb
GVuYyNFbGVtZW5011B4bWxuczpzbGFiPS]1cm46bmF@bzpzdGFuYWe6NDc3NDpjb25maWR1bnRpYWxpdH1tZXR
hZGFOYWxhYmVsO0jE6MCIgeG1sbnM6ZXh@PSJodHRwO18vZXhzbHQub3InL2NvbW1vbiIgZXh@ZW5zaWIuLWVsZ
W11bnQtcHI1Zm14ZXMIImV4dCI+CiAgPHhzbDpvdXRwdXQgbWV@aGIkPSI4bWwiIGluZGVudD@ieWVzIi8+CiA
gCiAgPHhzbDpzdHIpcC1zcGFjZSB1bGVtZW50cz@iKiIglz4KICAKICA8eHNsOnBhemFtIG5hbWU9InVZZXIDb
GVhemFuY2U1Lz4KICAKICA8eHNsOnR1bXBsYXR1IG5hbWU9IKNPUFkiPgogICAgPHhzbDpjb3B5LWIMIHNTDGY
jdD@iL1iIvPgogIDwveHNsOnR1bXBsYXR1PgoKICA8eHNsOnR1bXBsYXR1IG1hdGNoPSJub2R1KCkiPgogICAgP
HhzbDpjaG9ve2U+CiAgICAgIDx4c2wb6d2h1biBOZXNOPSIzZWxmOjoqW2xvY2FsLW5hbWUoKT@OnbWVtYmVyJ10
gYW5kIHN1bGY601i0vZGNzOmRjc19vYmp1lY3QvbWI6QMluZGluZ@TluZm9ybWFOaW9ulL2110k11dGFkYXRhQmluZ
GluZ@NvbnRhaW51ci9tY;jpNZXRhZGFAYUJpbmRpbmevbWI6GTWVOYWRhdGEvc2xhYjpvemlnaW5hdG9yQ29uZml
kZW50aWFsaXR5TGF1ZWwvc2xhYjpDb25maWR1bnRpYWxpdH1IbmZvemThdGlvbi9zbGFi0kNsYXNzaWZpY2F@a
W9uL3R1eHQoKSA9ICAVTkNMQVNTSUZIRUQNIGFuZCAoJHVZZXIDbGVhemFuY2UgPSAndW5jbGFzc21maWVk]yB
vci1AkdXNT1ckNsZWFyYW55ZSA9ICdjbGFzc21maWVkIyBveiAkdXN1ckNsZWFyYW55ZSA9ICdzZWNyZXQnIG9yI
CR1c2VyQ2x1YXIhbmN1ID@gJ3RvcF9zZWNyZXQnKSI+CiAgICAgICAgIDx4c2wbY2FsbC10ZWIwbGFOZSBuYW1
1PSIDT1BZIi8+ICAgICAgICAKICAgICAgP(C94c2w6d2h1bj4KICAGICAgGPHhzbDp3aGVuIHR1c3Q9InN1bGY60
1pbbG9j YWwtbmFtZSgpPSdtZW11ZXInXSBhbmQgc2VsZjobKi9kY3M6ZGNzX291amVjdCItYjpCaWskaW5nSW5
mb3JtYXRpb24vbWI6TWVOYWRhdGFCaW5kaW5nQ29udGFpbmVyL2110k11dGFkYXRhQmluZGLluZy9tYjpNZXRhZ
GFOYS9zbGF10m9yaWdpbmF@b3IDb25maWR1bnRpYWxpdH1IMYWI1bC9zbGF10kNvbmZpZGVudG1hbG1oeUluZm9
ybWF@aW9uL3NsYWI6Q2xhe3NpZmljYXRpb24vdGV4dCgpIDOgIANMQVNTSUZIRUQNIGFuZCA0JHVZzZXIDbGVhe
mFuY2UgPSAnY2xhc3NpZm11ZCcgb3IgIHVzZXIDbGVhemFuY2UgPSAnc2VjemV@lyBvciAkdXN1ckNsZWFyYW5
jZSA9ICd@b3Bfc2VjemV@IykiPgogICAgICAgIDx4c2wbY2FsbC10ZWIwbGFOZSBuYWT1PSIDT1BZI18+CiAql
CAgIDwveHNsOndoZW4+CiAgICAgIDx4c2wbd2h1biBOZXNOPSIzZWxmOjoqW2xvY2FsLW5hbWUoKT@nbWVtYmV
yJ10gYW5kIHN1bGY6010vZGNzOmRjc19vYmplY3QubWI6QmluZGluZ@1luZm9ybWF@aW9uL2110k11dGFkYXRhQ
mluZGLuZ@NvbnRhaW51ci9tYjpNZXRhZGFOYUJpbmRpbmcvbWI6TWVOYWRhdGEvc2xhYjpvemlnaW5hdG9yQ29
uZmlkZW50aWFsaXR5TGF1ZWwvc2xhYjpDb25maWR1bnRpYWxpdH1IbmZvemT1hdGlvbi19zbGF10kNsYXNzaWZpY



2F@aW9uL3R1eHQoKSA9ICATRUNSRVQnIGFuZCA0oJHVZZXIDbGVhemFuY2UgPSAnc2VjemVeJyBveiAkdXN1ckN
SZWFyYW5jZSA9ICd@b3Bfc2VjcmV@IykiPgogICAgICAgIDx4c2w6Y2FsbC10ZW1wbGFOZSBUYW11PSIDT1BZI
18+Ci1AgICAgIDwveHNsOndoZW4+CiAgICAgIDx4c2w6d2h1biBOZXNOPSIzZWxmOjoqW2xvY2FsLW5hbWUoKT@
nbWVtYmVyJ10gYW5kIHN1bGY60i0vZGNZzOmRjc19vYmplY3QubWI6AMluZGluZ@1uZm9ybWFAaW9ulL21i0k11d
GFkYXRhQmluZGluZ@NvbnRhaW51ci9tY;jpNZXRhZGFAYUJpbmRpbmevbWI6GTWVAYWRhdGEvc2xhYjpvemlnaWs
hdG9yQ29uZm1kZW50aWFsaXR5TGFiZWwvc2xhYjpDb25maWR1bnRpYWxpdH1IbmZvem1hdGlvbi9zbGFi0kNsY
XNzaWZpY2F@aW9uL3R1eHQoKSA9ICAUT1BfUAVDUkVUIyBhbmQgKCR1c2VyQ2x1YXIhbmN1IDAgI3RveF9zZWN
yZXQnKSI+CiAgICAgICAgPHhzbDpjYWxsLXR1bXBsYXR1IG5hbWU9IKNPUFkiLz4KICAGICAGPC94c2wbd2h1b
j4KICAgIDwveHNsOmNob29zZT4gICAgCiAgICA8eHNsOmFweGx5LXR1bXBsYXR1eyBzZWx1Y3Q9Im5vZGUoKSI
vPgogIDwveHNsOnR1bXBsYXR1PgogCiAgPHhzbDp@ZW1wbGF@ZSBtYXRjaD@iQCp8LyI+CiAgICA8d2Zz0kZ1Y
XR1cmVDb2xsZWN@aW9uPgogICAgICA8eHNsOmNvcHktb2Yge2VsZWNOPSIAKi IgLz4KICAgICAgPGdtbDpib3V
uZGVkQnk+CiAgICAgICAgPGdtbDpOdWxsPm1pc3Npbme8L2dtbDpOdWxsPgogICAgICA8L2dtbDpib3VuZGVkQ
nk+CiAgICAgIDx4c2wbYXBwbHktdGVtcGxhdGVzIHN1bGV;jdDA1QCp8bmIkZSgpIi8+CiAgICA8L3dmezpGZWF
0dX11Q29sbGVjdGlvbj4gIAogIDwveHNsOnR1bXBsYXR1PgogIAo8L3hzbDp@cmFuc2Zvemd+"
parameter = "user(Clearance=unclassified"

}

The document contains the base64 encoded XSLT and the parameter contains the XSLT parameter.

The following is a policy snippet in ALFA notation for the urn:SD:0bligation:Response:DSIG
obligation which is used to apply a Digital Signature to the response in this demo.

obligation responseDSIG {
private_key_file = "/etc/pki/tls/private/testbed15.pem”
private_key_name = "Dr. No"
certificate_file = "/etc/pki/tls/certs/testbed15.crt"
id_element _value = "#feature 1"
id_element_gname = "id"

For verification of the digital signature, the testbed15.crt certificate is available online:
https://ogc.secure-dimensions.com/testbed15.crt

The following is a policy snippet in ALFA notation for the urn:SD:0bligation:Response:ENC obligation
which is used to apply XML Encryption to the response in this demo.

obligation responseENC {
public_key_value = subject_public_key
public_key_name = subject_id
xpath = "//*[local-name() = 'originatorConfidentialitylLabel"']"

The ALFA notation public_key_value = subject_public_key instruments the GeoPDP to insert the
value of the designated attribute subject_public_key from the ADR to the obligation parameter
public_key_name. The same applies to the ALFA notation public_key_name = subject_id ‘. The
‘xpath value is used by the GeoPEP to find the XML elements that are to be encrypted. For this flow,
it is the XML element slab:originatorConfidentialitylLabel.
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The Helyx WFS3 dedicated GeoPDP

As described in the GeoPDP github pages, a domain was created for service authorization decisions
for the Helyx WFS3. The necessary steps are:

* send a HTTP POST request to the PDP’s domain management API endpoint: https://ogc.secure-
dimensions.com/geopdp/domains

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<domainProperties xmlns="http://authzforce.github.io/rest-api-model/xmlns/authz/5"
externalld="Helyx">
<description>TB15 Helyx WFS PDP</description>
</domainProperties>

The response contains the identifier for the created domain JeuDTcMdEemN8MEvpJG-Sw:

<?xml version="1.0" encoding="UTF-8" standalone="yes" 7>
<ns3:linkxmlns="http://authzforce.github.io/pap-dao-flat-file/xmlns/properties/3.6
"xmlns:ns2="http://authzforce.github.io/rest-api-model/xmlns/authz/5"xmlns:ns3=
"http://www.w3.0rg/2005/Atom"xmlns:ns4="http://authzforce.github.io/core/xmlns/pdp/6.0
"xmlns:ns5="urn:oasis:names:tc:xacml:3.0:core:schema:wd-17"rel="item"href=
"JeuDTcMdEemN8MEvplG-Sw"title="JeuDTcMdEemN8MEvpIG-Sw" />

* send a HTTP POST request to the PDP’s policy management API endpoint: https://ogc.secure-
dimensions.com/geopdp/domains/JeuDTcMdEemN8MEvp]G-Sw/pap/policies

<?xml version="1.0" encoding="UTF-8"?>
<!--This file was generated by the ALFA Plugin for Eclipse from Axiomatics AB
(http://www.axiomatics.com).
Any modification to this file will be lost upon recompilation of the source ALFA
file-->
<xacml3:PolicySet xmlns:xacml3="urn:oasis:names:tc:xacml:3.0:core:schema:wd-17"
PolicySetId="urn:secd:policyset:tb15:helyx"
PolicyCombiningAlgId="urn:oasis:names:tc:xacml:3.0:policy-combining-
algorithm:deny-overrides"
Version="1.0">
<xacml3:Description />
<xacml3:PolicySetDefaults>
<xacml3:XPathVersion>http://www.w3.0rg/TR/1999/REC-xpath-
19991116</xacml3:XPathVersion>
</xacml3:PolicySetDefaults>
<xacml3:Target />
<xacml3:Policy xmlns:xacml3="urn:oasis:names:tc:xacml:3.0:core:schema:wd-17"
PolicyId="urn:secd:policyset:tb15:helyx:features"
RuleCombiningAlgId="urn:oasis:names:tc:xacml:3.0:rule-combining-
algorithm:permit-overrides"
Version="1.0">
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<xacml3:Description />
<xacml3:PolicyDefaults>
<xacml3:XPathVersion>http://www.w3.0rg/TR/1999/REC-xpath-
19991116</xacml3:XPathVersion>
</xacml3:PolicyDefaults>
<xacml3:Target>
<xacml3:Any0f>
<xacml3:A110f>
<xacml3:Match MatchId=
"urn:oasis:names:tc:xacml:1.0:function:string-equal™>
<xacml3:AttributeValue
DataType="http://www.w3.0rg/2001/XMLSchema#string"
>/features/</xacml3:AttributeValue>
<xacml3:AttributeDesignator
AttributeId="urn:sd:path"
DataType="http://www.w3.0rg/2001/XMLSchema#string"
Category="urn:oasis:names:tc:xacml:3.0:attribute-
category:resource”
MustBePresent="false"
/>
</xacml3:Match>
</xacml3:A110f>
</xacml3:Any0f>
</xacml3:Target>
<xacml3:Rule
Effect="Permit"
Ruleld=
"http://axiomatics.com/alfa/identifier/ogc.tb15helyx.features.permitAl1l">
<xacml3:Description />
<xacml3:Target />
</xacml3:Rule>
</xacml3:Policy>
<xacml3:Policy xmlns:xacml3="urn:oasis:names:tc:xacml:3.0:core:schema:wd-17"
PolicyId="urn:secd:policyset:tb15:helyx:collections"
RuleCombiningAlgId="urn:oasis:names:tc:xacml:3.0:rule-combining-
algorithm:permit-overrides”
Version="1.0">
<xacml3:Description />
<xacml3:PolicyDefaults>
<xacml3:XPathVersion>http://www.w3.0rg/TR/1999/REC-xpath-
19991116</xacml3:XPathVersion>
</xacml3:PolicyDefaults>
<xacml3:Target>
<xacml3:Any0f>
<xacml3:A110f>
<xacml3:Match MatchId=
"urn:oasis:names:tc:xacml:1.0:function:string-equal”>
<xacml3:AttributeValue
DataType="http://www.w3.0rg/2001/XMLSchema#string"
>/features/collections</xacml3:AttributeValue>
<xacml3:AttributeDesignator
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AttributeId="urn:sd:path"
DataType="http://www.w3.0rg/2001/XMLSchema#string"
Category="urn:oasis:names:tc:xacml:3.0:attribute-
category:resource”
MustBePresent="false"
/>
</xacml3:Match>
</xacml3:A110f>
</xacml3:Any0f>
</xacml3:Target>
<xacml3:Rule
Effect="Permit"
Ruleld=
"http://axiomatics.com/alfa/identifier/ogc.tb15helyx.collections.permitAll">
<xacml3:Description />
<xacml3:Target />
</xacml3:Rule>
</xacml3:Policy>
<xacml3:Policy xmlns:xacml3="urn:oasis:names:tc:xacml:3.0:core:schema:wd-17"
PolicyId="urn:secd:policyset:tb15:helyx:api"
RuleCombiningAlgId="urn:oasis:names:tc:xacml:3.0:rule-combining-
algorithm:permit-overrides"
Version="1.0">
<xacml3:Description />
<xacml3:PolicyDefaults>
<xacml3:XPathVersion>http://www.w3.0rg/TR/1999/REC-xpath-
19991116</xacml3:XPathVersion>
</xacml3:PolicyDefaults>
<xacml3:Target>
<xacml3:Any0f>
<xacml3:A110f>
<xacml3:Match MatchId=
"urn:oasis:names:tc:xacml:1.0:function:string-equal”>
<xacml3:AttributeValue
DataType="http://www.w3.0rg/2001/XMLSchema#string"
>/features/api</xacml3:AttributeValue>
<xacml3:AttributeDesignator
AttributeId="urn:sd:path"
DataType="http://www.w3.0rg/2001/XMLSchema#string"
Category="urn:oasis:names:tc:xacml:3.0:attribute-
category:resource”
MustBePresent="false"
/>
</xacml3:Match>
</xacml3:A110f>
</xacml3:Any0f>
</xacml3:Target>
<xacml3:Rule
Effect="Permit"
Ruleld=
"http://axiomatics.com/alfa/identifier/ogc.tb15helyx.api.permitAl1l">
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<xacml3:Description />
<xacml3:Target />
</xacml3:Rule>
</xacml3:Policy>
<xacml3:PolicySet xmlns:xacml3="urn:oasis:names:tc:xacml:3.0:core:schema:wd-17"
PolicySetId="urn:secd:policyset:tb15:helyx:1landsat8__B3"
PolicyCombiningAlgld="urn:oasis:names:tc:xacml:3.0:policy-combining-
algorithm:deny-overrides"
Version="1.0">
<xacml3:Description />
<xacml3:PolicySetDefaults>
<xacml3:XPathVersion>http://www.w3.0rg/TR/1999/REC-xpath-
19991116</xacml3: XPathVersion>
</xacml3:PolicySetDefaults>
<xacml3:Target>
<xacml3:Any0f>
<xacml3:A110f>
<xacml3:Match MatchId=
"urn:oasis:names:tc:xacml:1.0:function:string-equal”>
<xacml3:AttributeValue
DataType="http://www.w3.0rg/2001/XMLSchema#string"
>/features/collections/aes/landsat8_ B3 _index/items</xacml3:AttributeValue>
<xacml3:AttributeDesignator
AttributeId="urn:sd:path"
DataType="http://www.w3.0rg/2001/XMLSchema#string"
Category="urn:oasis:names:tc:xacml:3.0:attribute-
category:resource"
MustBePresent="false"
/>
</xacml3:Match>
</xacml3:A110f>
<xacml3:A110f>
<xacml3:Match MatchId=
"urn:oasis:names:tc:xacml:1.0:function:string-equal™>
<xacml3:AttributeValue
DataType="http://www.w3.0rg/2001/XMLSchema#string"
>/features/collections/tripledes/landsat8__B3_index/items</xacml3:AttributeValue>
<xacml3:AttributeDesignator
AttributeId="urn:sd:path"
DataType="http://www.w3.0rg/2001/XMLSchema#string"
Category="urn:oasis:names:tc:xacml:3.0:attribute-
category:resource”
MustBePresent="false"
/>
</xacml3:Match>
</xacml3:A110f>
</xacml3:Any0f>
</xacml3:Target>
<xacml3:Policy xmlns:xacml3="urn:oasis:names:tc:xacml:3.0:core:schema:wd-17"
PolicyId="urn:secd:policy:tb15:helyx:xslt"
RuleCombiningAlgId="urn:oasis:names:tc:xacml:3.0:rule-combining-
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algorithm:permit-overrides"”

Version="1.0">

<xacml3:Description />

<xacml3:PolicyDefaults>

<xacml3:XPathVersion>http://www.w3.0rg/TR/1999/REC-xpath-

19991116</xacml3:XPathVersion>

</xacml3:PolicyDefaults>

<xacml3:Target />

<xacml3:Rule

Effect="Permit"

Ruleld=
"http://axiomatics.com/alfa/identifier/ogc.tb15helyx.landsat8__B3.xsltPolicy.topsecret
">

<xacml3:Description />
<xacml3:Target>
<xacml3:Any0f>
<xacml3:A110f>
<xacml3:Match MatchId=
"urn:oasis:names:tc:xacml:1.0:function:string-equal”>
<xacml3:AttributeValue
DataType="http://www.w3.0rg/2001/XMLSchema#string
">top_secret</xacml3:AttributeValue>
<xacml3:AttributeDesignator
Attributeld="urn:sd:subject-clearance"
DataType="http://www.w3.0rg/2001/XMLSchema#string"
Category="urn:oasis:names:tc:xacml:3.0:attribute-
category:environment"
MustBePresent="false"
/>
</xacml3:Match>
</xacml3:A110f>
</xacml3:Any0f>
</xacml3:Target>
<xacml3:0bligationExpressions>

<xacml3:0bligationExpression Obligationld=
"urn:SD:0bligation:Response:XSLT"

FulfillOn="Permit">

<xacml3:AttributeAssignmentExpression Attributeld=
"urn:SD:0bligation:Response:XSLT:Document" Category=
"urn:oasis:names:tc:xacml:3.0:attribute-category:resource">
<xacml3:AttributeValue
DataType="http://www.w3.0rg/2001/XMLSchema#string"

>PD94bWwgdmVyc21vbj0iMS4wIiB1bmNvZGluZz@iVVRGLTgiPz4KPCEtLSAKICBUaG1zIFhTTFQgZmlsdGVyc
yBhbnkgV@ZTIHI1c3BvbnN1ICAgYWthIGEgRMVhdHVyZUNvbGx1Y3Rpb24gLSBpbmNsdWRpbmegUT1RBTkFHIDQ
3NzggZmVhdHVyZXMgYmFzZWQgb249dGh1IGNSYXNzaWZpY2F@aW9uIGx1dmVsIGR1ZmluZWQgaW4gdGh1IFNUQ
U5BRyBNZXRhZGF@YQogIGFuZ(B@aGUgcGFyYW11dGVyKHMpIGZvciBmZWFOdXI1IGNSYXNzaWZpY2F0aW9uOiB
VTKNMQVNTSUZJRUQsIENMQVNTSUZJIRUQsIFNFQ1JFVCBhbmQgVEIQXTNFQTIFVAogIE1uIGNhc2UgdGhhd(B@a
GUgdXN1ciBpcyBub3QgZW50aXRsZWQgdG8gc2V1IGFueSBvZiBAaGUgUTRBTkFHIGZ1YXR1cmVzLCBhbiB1bXB
0eSBGZWFOdXJ1Q29sbGVjdGlvbiBpcyBjcmVhdGVkLgotLT4KPHhzbDp@cmFuc2Zvem@gdmVyc21vbj@iMS4wI
1B4bWxuczp4c2w9Imh@dHA6LY93d3cudzMub3InLzE50TkvWFNMLI1RYYW52Zm9ybSIgeG1sbnM6d2ZzPSIodHR
w01i8vd3d3LmIwZW5naXMubmV@L3dmcy8zL jAiIHhtbG5z0mdtbD@iaHRAcDovL3d3dy5ve@Vuz21zLm51dC9nb



WwiCiAgeGTsbnM6bWI9InVybjpuYXRvOnNOYW5hZzo@Nzc40mIpbmRpbmdpbmZvem1hdGlvbjox0jAiIHhtbG5
z0mRjcz@1dXJuOnRiMTU6ZGNzOjE6MCIgeG1sbnM6ZW5)PSJodHRwO18vd3d3LnczLm9yZy8yMDAXLzABL3htb
GVuYyNFbGVtZW50I1B4bWxuczpzbGFiPS]1cm46bmF@bzpzdGFuYWe6NDc3NDpjb25maWR1bnRpYWxpdH1tZXR
hZGF@YWxhYmVs0jE6MCIgeG1sbnM6ZXh@PSJodHRwO18vZXhzbHQub3InL2NvbW1vbiIgZXh@ZW5zaW9uLWVsZ
W11bnQtcHI1Zm14ZXMIImV4dCI+CiAgPHhzbDpvdXRwdXQgbWV@aGIkPSI4bWwiIGluZGVudDOieWVzIi8+CiA
gCiAgPHhzbDpzdHlpcC1zcGFjZSB1bGVtZW50cz01KiIgLz4KICAKICA8eHNsOnBhemFtIG5hbWU9InVzZXIDb
GVhemFuY2U1iLz4KICAKICA8eHNsOnR1bXBsYXR1IG5hbWU9IKNPUFkiPgogICAgPHhzbDpjb3B5LWIMIHNTbGY
jdD@iL1iIvPgogIDwveHNsONR1bXBsYXR1PgoKICA8eHNsOnR1bXBsYXR1IG1hdGNoPSJub2R1KCkiPgogICAgP
HhzbDpjaG9vc2U+CiAgICAgIDx4c2wb6d2h1biBOZXNOPSIzZWxm0joqW2xvY2FsLW5hbWUoKT@OnbWVtYmVyJ10
gYW5kIHN1bGY60i0vZGNzOmRjc19vYmplY3QubWI6QMLuZGluZ@1uZm9ybWF@aWIuL2110k11dGFkYXRhQmluZ
GluZ@NvbnRhaW51c19tYjpNZXRhZGFAYUJpbmRpbmevbWI6TWVAYWRhdGEvc2xhYjpvemlnaW5hdG9yQ29uZml
kZW50aWFsaXR5TGF1ZWwvc2xhYjpDb25maWR1bnRpYWxpdH1IbmZvemThdGlvbi9zbGFi0kNsYXNzaWZpY2F@a
W9uL3R1eHQoKSA9ICdVTkNMQVNTSUZIRUQnIGFuZCAoJHVZZXIDbGVhemFuY2UgPSAndW5jbGFzc21maWVvkyB
vciAkdXNT1ckNsZWFyYW55ZSA9ICdjbGFzc21maWVkIyBveiAkdXNT1ckNsZWFyYW55ZSA9ICdzZWNyZXQnIG9yI
CR1c2VyQ2x1YXIhbmN1ID@gI3RvcF9zZWNyZXQnKSI+CiAgICAGICAGIDXx4c2w6Y2FsbC10ZWIwbGFOZSBuYW1
1PSIDT1BZI18+ICAgICAgICAKICAgICAgPC94c2w6d2h1bj4KICAgICAgPHhzbDp3aGVuIHR1c3Q9InN1bGY60
1pbbG9j YWwtbmFtZSgpPSdtZW11ZXInXSBhbmQgc2VsZjobKi9kY3M6ZGNZzX291amVjdCItYjpCaWskaW5nSW5
mb3JtYXRpb24vbWI6TWVOYWRhdAGFCaW5kaW5nQ29udGFpbmVyL2110k11dGFkYXRhQmluZGLluZy9tYjpNZXRhZ
GFOYS9zbGFi0m9yaWdpbmFOb3IDb25maWR1bnRpYWxpdHIMYWI1bC9zbGFi0kNvbmZpZGVudG1hbG1@eUluZm9
ybWF@aW9uL3NsYWI6Q2xhe3NpZmljYXRpb24vdGV4dCgpIDOgIONMQVNTSUZIRUQNIGFuZCA0JHVZzZXIDbGVhe
mFuY2UgPSAnY2xhc3NpZm11ZCcgb3IgIHVzZXIDbGVhemFuY2UgPSAnc2VjemV@lyBvciAkdXN1ckNsZWFyYW5
jZSA9ICdOb3Bfc2VjemV@IykiPgogICAgICAgIDXx4c2wbY2FsbC10ZWIwbGFOZSBuYW11PSIDT1BZI18+CiAgl
CAgIDwveHNsOndoZW4+CiAgICAgIDx4c2wbd2h1biBAZXNOPSIzZWxmOjoqW2xvY2FsLW5hbWUoKT@nbWVtYmV
yJ10gYW5kIHN1bGY6010vZGNZzOMRjc19vYmp1lY3QvbWI6AMluZGluZ@1uZm9ybWFAaW9uL2110k11dGFkYXRhQ
mluZGLuZ@NvbnRhaW51ci9tYjpNZXRhZGFOYUJpbmRpbmcvbWI6TWVOYWRhdGEvc2xhYjpvemlnaW5hdG9yQ29
uZmlkZW50aWFsaXR5TGFiZWwvc2xhYjpDb25maWR1bnRpYWxpdH1IbmZvem1hdGlvbi19zbGF10kNsYXNzaWZpY
2F@aW9uL3R1eHQoKSA9ICATRUNSRVQnIGFuZCAoJHVZZXIDbGVhemFuY2UgPSAnc2VjemV@JyBvciAkdXN1ckN
SIWFyYW5jZSA9ICdob3Bfc2VjcmVOIykiPgogICAgQICAgIDx4c2wbY2FsbC10ZW1wbGFOZSBuYW11PSIDT1BZI
18+Ci1AgICAgIDwveHNsOndoZW4+CiAgICAgIDx4c2w6d2h1biBOZXNOPSIzZWxmOjoqW2xvY2FsLW5hbWUoKT@
nbWVtYmVyJ10gYW5kIHN1bGY6010vZGNZzOmRjc19vYmplY3QvbWI6QmluZGluZ@T1uZm9ybWFOaW9uL21i0k11d
GFkYXRhQmluZGluZ@NvbnRhaW51ci9tYjpNZXRhZGFAYUJpbmRpbmevbWI6TWVAYWRhdGEvC2xhYjpvemlnaWs
hdG9yQ29uZm1kZW50aWFsaXR5TGFiZWwve2xhYjpDb25maWR1bnRpYWxpdH1IbmZvemThdGlvbi9zbGFi0kNsY
XNzaWZpY2F@aW9uL3R1eHQoKSA9ICAUT1BfUBVDUkVUIyBhbmQgKCR1c2VyQ2x1YXIhbmN1IDAgI3RvcF9zZWN
yZXQnKSI+CiAgICAgICAgPHhzbDpjYWxsLXR1bXBsYXR1IG5hbWUIIkNPUFkiLz4KICAGICAGPC94c2wbd2hlb
J4KICAgIDwveHNsOmNob29zZT4gICAgCiAgICA8eHNsOmFwcGx5LXR1bXBsYXR1cyBzZWx1Y3Q9Im5vZGUoKSI
vPgogIDwveHNsOnR1bXBsYXR1PgogCiAgPHhzbDp@ZW1wbGF@ZSBtYXRjaD@iQCp8LyI+CiAgICA8d2Zz0kZ1Y
XR1cmVDb2xsZWN@aW9uPgogICAgICA8eHNsOmNveHktb2Yge2VsZWNOPSJAK1IgLz4KICAgICAgPGdtbDpib3V
uZGVkQnk+CiAgICAgICAgPGdtbDpOdWxsPm1pc3Npbme8L2dtbDpOdWxsPgogICAgICA8L2dtbDpib3VuZGVkQ
nk+CiAgICAgIDx4c2wbYXBwbHktdGVtcGxhdGVzIHN1bGYjdDA1QCp8bmIkZSgpIi8+CiAgICA8L3dmezpGZWF
0dXJ1Q29sbGVjdGlvbj4gIAogIDwveHNsOnR1bXBsYXR1PgogIAo8L3hzbDp@cmFuc2Zvem@+</xacml3:Attr
ibuteValue>
</xacml3:AttributeAssignmentExpression>
<xacml3:AttributeAssignmentExpression Attributeld=
"urn:SD:0bligation:Response:XSLT:Parameter"” Category=
"urn:oasis:names:tc:xacml:3.0:attribute-category:resource">
<xacml3:AttributeValue
DataType="http://www.w3.0rg/2001/XMLSchema#string"
>user(Clearance=top_secret</xacml3:AttributeValue>
</xacml3:AttributeAssignmentExpression>
</xacml3:0bligationExpression>
</xacml3:0bligationExpressions>
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</xacml3:Rule>
<xacml3:Rule
Effect="Permit"
Ruleld=
"http://axiomatics.com/alfa/identifier/ogc.tb15helyx.landsat8__B3.xsltPolicy.secret">
<xacml3:Description />
<xacml3:Target>
<xacml3:Any0f>
<xacml3:A110f>
<xacml3:Match MatchId=
"urn:oasis:names:tc:xacml:1.0:function:string-equal”>
<xacml3:AttributeValue
DataType="http://www.w3.0rg/2001/XMLSchema#string
">secret</xacml3:AttributeValue>
<xacml3:AttributeDesignator
AttributeId="urn:sd:subject-clearance"
DataType="http://www.w3.0rg/2001/XMLSchema#string"
Category="urn:oasis:names:tc:xacml:3.0:attribute-
category:environment"
MustBePresent="false"
/>
</xacml3:Match>
</xacml3:A110f>
</xacml3:Any0f>
</xacml3:Target>
<xacml3:0bligationExpressions>
<xacml3:0bligationExpression Obligationld=
"urn:SD:0bligation:Response:XSLT"
FulfillOn="Permit">
<xacml3:AttributeAssignmentExpression Attributeld=
"urn:SD:0bligation:Response:XSLT:Document" Category=
"urn:oasis:names:tc:xacml:3.0:attribute-category:resource">
<xacml3:AttributeValue
DataType="http://www.w3.0rg/2001/XMLSchema#string"
>PD94bWwgdmVyc21vbj@OiMS4wIiB1bmNvZG1luZz@iVVRGLTgiPz4KPCEtLSAKICBUaG1zIFhTTFQgZmlsdGVyc
yBhbnkgV@ZTIH]1c3BvbnN1IC@gYWthIGEgRmVhdHVyZUNvbGx1Y3Rpb24gLSBpbmNsdWRpbmegUTRBTkFHIDQ
3NzggZmVhdHVyZXMgYmFzZWQgb249gdGh1IGNsYXNzaWZpY2F@aW9uIGx1dmVsIGR1ZmluZWQgaW4gdGh1IFNUQ
U5BRyBNZXRhZGF@YQogIGFuZ(BAaGUgcGFyYW11dGVyKHMpIGZvciBmZWFOdXI1IGNSYXNzaWZpY2F@aW9u0iB
VTKNMQVNTSUZJRUQsSIENMQVNTSUZJRUQSIFNFQ1IFVCBhbmQgVE9QXTNFQ1IFVAogIE1uIGNhc2UgdGhhdCB@a
GUgdXN1ciBpcyBub3QgZW50aXRsZWQgdG8gc2V1IGFueSBvZiBAaGUgUTRBTkFHIGZ1YXRTemVzLCBhbiB1bXB
0eSBGZWFOdXJ1Q29sbGVjdGlvbiBpcyBjcmVhdGVkLgotLT4KPHhzbDp@cmFuc2Zvem@dgdmVyc21vbj@iMS4wI
1B4bWxuczp4c2w9Imh@dHA6LY93d3cudzMub3InLzES0TkvWFNMLI1RYYW52Zm9ybSIgeG1sbnM6d2ZzPSJodHR
w01i8vd3d3LmIwZW5naXMubmV@L3dmcy8zL jA1IHhtbG5z0mdtbD@1aHRAcDovL3d3dy5veGVuz21zLm51dCInb
WwiCiAgeG1sbnMobWI9InVybjpuYXRvOnNOYW5hZzo@Nzc40mIpbmRpbmdpbmZvem1hdGlvbjox0jAiIHhtbG5
z0mRjcz@idXJuOnRiMTU6ZGNZOjE6MCIgeG1sbnM6ZW5jPSIodHRWOi8vd3d3LnczLm9yZy8yMDAxLzABL3htb
GVuYyNFbGVtZW501I1B4bWxuczpzbGFiPS]1cm46bmF@bzpzdGFuYWeoNDc3NDpjb25maWR1bnRpYWxpdH1tZXR
hZGFOYWxhYmVs0jE6MCIgeG1sbnM6ZXh@PSJodHRwWO18vZXhzbHQub3InL2NvbW1vbiIgZXh@ZW5zaW9ulLWVsZ
W11bnQtcHI1Zm14ZXMIImV4dCI+CiAgPHhzbDpvdXRwdXQgbWV@aGIkPSI4bWwiIGluZGVudD@ieWVzIi8+CiA
gCiAgPHhzbDpzdHlpcC1zcGFjZSB1bGVtZW50cz01KiIgLz4KICAKICA8eHNsOnBhemFtIG5hbWU9INnVzZXIDb
GVhemFuY2UiLz4KICAKICA8eHNsOnR1bXBsYXR1IG5hbWU9IkNPUFkiPgogICAgPHhzbDpjb3B5LWIMIHN1DGY
jdD@iL1iIvPgogIDwveHNsOnR1bXBsYXR1PgoKICA8eHNsOnR1bXBsYXR1IG1hdGNoPSJub2R1KCkiPgogICAgP



HhzbDpjaG9ve2U+CiAgICAgIDx4c2wb6d2h1biBOZXNOPSIzZWxmOjoqW2xvY2FsLW5hbWUoKT@OnbWVtYmVyJ10
gYW5kIHN1bGY6010vZGNzOmRjc19vYmp1lY3QvbWI6QMluZGluZ@TluZm9ybWFOaW9uL2110k11dGFkYXRhQmluZ
GluZ@NvbnRhaW51ci9tY;jpNZXRhZGFAYUJpbmRpbmevbWI6GTWVOYWRhdGEvc2xhYjpvemlnaW5hdG9yQ29uZml
kZW50aWFsaXR5TGF1ZWwvc2xhYjpDb25maWR1bnRpYWxpdH1IbmZvemThdGlvbi9zbGFi0kNsYXNzaWZpY2F@a
WIuL3R1eHQoKSA9ICAVTkNMQVNTSUZIRUQNIGFuZCAoJHVZZXIDbGVhemFuY2UgPSAndW5jbGFzc21maWVkyB
vci1AkdXNT1ckNsZWFyYW55ZSA9ICdjbGFzc21maWVkIyBveiAkdXN1ckNsZWFyYW55ZSA9ICdzZWNyZXQnIG9yI
CR1c2VyQ2x1YXJIhbmN1ID@gJ3RvcF9zZWNyZXQnKSI+CiAgICAgICAgIDx4c2w6Y2FsbC10ZWIwbGFOZSBuYW1
1PSIDT1BZI18+ICAQICAgICAKICAQICAgPC94c2wbd2h1bj4KICAgICAgPHhZzbDp3aGVuIHR1c3Q9InN1bGY60
1pbbG9j YWwtbmFtZSgpPSdtZW11ZXInXSBhbmQgc2VsZjobKi9kY3M6ZGNZzX291amVjdCItYjpCaWskaW5nSW5
mb3JtYXRpb24vbWI6TWVAYWRhdGFCaW5kaW5nQ29udGFpbmVyL2110k11dGFkYXRhQmluZGLluZy9tYjpNZXRhZ
GFOYS9zbGFi10m9yaWdpbmF@b3IDb25maWR1bnRpYWxpdH1IMYWI1bC9zbGFi0kNvbmZpZGVudG1hbG1oeUluZm9
ybWF@aW9uL3NsYWI6Q2xhe3NpZmljYXRpb24vdGV4dCgpID@gIONMQVNTSUZIRUQNIGFuZCAoJHVZzZXIDbGVhe
mFuY2UgPSAnY2xhc3NpZm11ZCcgb3IgIHVzZXIDbGVhemFuY2UgPSAnc2VjemV@lyBvciAkdXN1ckNsZWFyYW5
jZSA9ICd@b3Bfc2VjemV@IykiPgogICAgICAgIDx4c2wbY2FsbC10ZWIwbGFOZSBuYWT1PSIDT1BZI18+CiAql
CAgIDwveHNsOndoZW4+CiAgICAgIDx4c2wbd2h1biBOZXNOPSIzZWxmOjoqW2xvY2FsLW5hbWUoKT@nbWVtYmV
yJ10gYW5kIHN1bGY6010vZGNzOmRjc19vYmplY3QubWI6QmluZGluZ@1luZm9ybWF@aW9uL2110k11dGFkYXRhQ
mluZGLuZ@NvbnRhaW51ci9tYjpNZXRhZGFOYUJpbmRpbmcvbWI6TWVOYWRhdGEvc2xhYjpvemlnaW5hdG9yQ29
uZmlkZW50aWFsaXR5TGF1ZWwvc2xhYjpDb25maWR1bnRpYWxpdH1IbmZvemT1hdGlvbi9zbGF10kNsYXNzaWZpY
2F@aW9uL3R1eHQoKSA9ICATRUNSRVQnIGFuZCA0JHVZZXIDbGVhemFuY2UgPSAnc2VjemV@JyBvciAkdXN1ckN
SZWFyYW5jZSA9ICd@b3Bfc2VjemV@IykiPgogICAgICAgIDXx4c2wbY2FsbC10ZWIwbGFOZSBuYW11PSIDT1BZI
18+Ci1AgICAgIDwveHNsOndoZW4+CiAgICAgIDx4c2wbd2h1biBAZXNOPSIzZWxmOjoqW2xvY2FsLW5hbWUoKT®
nbWVtYmVyJ10gYW5kIHN1bGY6010vZGNZzOmRjc19vYmplY3QubWI6AMLuZGluZ@1uZm9ybWFAaW9uL21i0k11d
GFkYXRhQmluZGluZ@NvbnRhaW51ci9tYjpNZXRhZGFAYUJpbmRpbmevbWI6TWVOYWRhdGEvc2xhYjpvemlnaW5s
hdG9yQ29uZm1kZW50aWFsaXR5TGF1ZWwvc2xhYjpDb25maWR1bnRpYWxpdH1IbmZvemThdGlvbi9zbGFi0kNsY
XNzaWZpY2F@aW9uL3R1eHQoKSA9ICAUT1BfUAVDUkVUIyBhbmQgKCR1c2VyQ2x1YXIhbmN1ID@gI3RvcF9zZWN
yZXQnKSI+CiAgICAgICAgPHhzbDpjYWxsSLXR1bXBsYXR1IG5hbWU9IkNPUFkiLz4KICAgICAgPC94c2wbd2h1b
j4KICAgIDwveHNsOmNob29zZT4gICAgCiAgICA8eHNsOmFwecGx5LXR1bXBsYXR1eyBzZWx1Y3Q9Im5vZGUoKSI
vPgogIDwveHNsOnR1bXBsYXR1PgogCiAgPHhzbDp@ZW1wbGFOZSBtYXRjaD@iQCp8LyI+CiAgICA8d2Zz0kZ1Y
XR1cmVDb2xsZWN@aW9uPgogICAgICA8eHNsOmNvcHktb2Yge2VsZWNOPSIAK 1 IgLz4KICAgICAgPGdtbDpib3V
uZGVkQnk+CiAgICAgICAgPGdtbDpOdWxsPm1pc3Npbme8L2dtbDpOdWxsPgogICAgICA8L2dtbDpib3VuZGVkQ
nk+CiAgICAgIDx4c2w6YXBwbHktdGVtcGxhdGVzIHN1bGVjdDO1QCp8bmIkZSgpIi8+CiAgICA8L3dmczpGZWF
0dXJ1Q29sbGVjdG1lvbj4gIAogIDwveHNsONR1bXBsYXR1PgogIAo8L3hzbDp@cmFuc2Zvem@+</xacml3:Attr
ibuteValue>

</xacml3:AttributeAssignmentExpression>

<xacml3:AttributeAssignmentExpression Attributeld=
"urn:SD:0bligation:Response:XSLT:Parameter" Category=
"urn:oasis:names:tc:xacml:3.0:attribute-category:resource">

<xacml3:AttributeValue
DataType="http://www.w3.0rg/2001/XMLSchema#string"

>user(Clearance=secret</xacml3:AttributeValue>

</xacml3:AttributeAssignmentExpression>

</xacml3:0bligationExpression>
</xacml3:0bligationExpressions>
</xacml3:Rule>
<xacml3:Rule

Effect="Permit"

Ruleld=
"http://axiomatics.com/alfa/identifier/ogc.tb15helyx.landsat8__B3.xsltPolicy.classifie
d">

<xacml3:Description />
<xacml3:Target>
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<xacml3:Any0f>
<xacml3:A110f>
<xacml3:Match MatchId=
"urn:oasis:names:tc:xacml:1.0:function:string-equal”>
<xacml3:AttributeValue
DataType="http://www.w3.0rg/2001/XMLSchema#string
">classified</xacml3:AttributeValue>
<xacml3:AttributeDesignator
AttributeId="urn:sd:subject-clearance"
DataType="http://www.w3.0rg/2001/XMLSchema#string"
Category="urn:oasis:names:tc:xacml:3.0:attribute-
category:environment"
MustBePresent="false"
/>
</xacml3:Match>
</xacml3:A110f>
</xacml3:Any0f>
</xacml3:Target>
<xacml3:0bligationExpressions>
<xacml3:0bligationExpression Obligationld=
"urn:SD:0bligation:Response:XSLT"
FulfillOn="Permit">
<xacml3:AttributeAssignmentExpression Attributeld=
"urn:SD:0bligation:Response:XSLT:Document" Category=
"urn:oasis:names:tc:xacml:3.0:attribute-category:resource">
<xacml3:AttributeValue
DataType="http://www.w3.0rg/2001/XMLSchema#string"
>PD94bWwgdmVyc21vbj@iMS4wIiB1lbmNvZGluZz@iVVRGLTg1Pz4KPCEtLSAKICBUaG1zIFhTTFQgZmlsdGVyc
yBhbnkgV@ZTIHI1c3BvbnN1ICAgYWthIGEgRMVhdHVYyZUNvbGx1Y3Rpb24gLSBpbmNsdWRpbmegUT1RBTkFHIDQ
3NzggZmVhdHVyZXMgYmFzZWQgb24gdGh1IGNsYXNzaWZpY2F@aW9uIGx1dmVsIGR1ZmluZWQgaW4gdGh1IFNUQ
U5BRyBNZXRhZGF@YQogIGFuZ(BBaGUgcGFyYW11dGVyKHMpIGZvciBmZWFOdXITIGNSYXNzaWZpY2F@awW9u0iB
VTKNMQVNTSUZJRUQsSIENMQVNTSUZJRUQSIFNFQ1IFVCBhbmQgVE9QXTNFQ1IFVAogIE1uIGNhc2UgdGhhdCB@a
GUgdXN1ciBpcyBub3QgZW50aXRsZWQgdG8gc2V1IGFueSBvZiBAaGUgUTRBTkFHIGZ1YXR1cmVzLCBhbiB1bXB
0eSBGZWFOdXJ1Q29sbGVjdGlvbiBpcyBjcmVhdGVkLgotLT4KPHhzbDp@cmFuc2ZvemdgdmVyc21vbj@iMS4wI
1B4bWxuczp4c2w9Imh@dHA6LY93d3cudzMub3InLzES0TkvWFNMLTRYYW52Zm9ybSIgeG1sbnM6d2ZzPSJodHR
w018vd3d3LmIwZW5naXMubmV@L3dmcy8zL jA1IHhtbG5z0mdtbD@1aHRAcDovL3d3dy5ve@Vuz21zLm51dCInb
WwiCiAgeGTsbnM6bWI9InVybjpuYXRvOnNOYW5hZzo@Nzc40mIpbmRpbmdpbmZvem1hdGlvbjox0jAiIHhtbG5
z0mRjcz@1dXJuOnRiMTU6ZGNzOjE6MCIgeG1sbnM6ZW5)PSJodHRwO18vd3d3LnczLm9yZy8yMDAxLzABL3htb
GVuYyNFbGVtZW501I1B4bWxuczpzbGFiPS]1cm46bmF@bzpzdGFuYWe6NDc3NDpjb25maWR1bnRpYWxpdH1tZXR
hZGFOYWxhYmVs0jE6MCIgeG1sbnM6ZXh@PSJodHRwO18vZXhzbHQub3InL2NvbW1vbiIgZXh@ZW5zaW9uLWVsZ
W11bnQtcHI1Zm14ZXMIImV4dCI+CiAgPHhzbDpvdXRwdXQgbWV@aGIkPSI4bWwiIGluZGVudDOieWVzIi8+CiA
gCiAgPHhzbDpzdHlpcC1zcGFjZSB1bGVtZW50cz01KiIgLz4KICAKICA8eHNsOnBhemFtIG5hbWU9INVzZXIDb
GVhemFuY2U1Lz4KICAKICA8eHNsOnR1bXBsYXR1IG5hbWU9IKNPUFkiPgogICAgPHhzbDpjb3B5LWIMIHNTbGY
jdD@iL1iIvPgogIDwveHNsONR1bXBsYXR1PgoKICA8eHNsOnR1bXBsYXR1IG1hdGNoPSJub2R1KCkiPgogICAgP
HhzbDpjaG9vc2U+CiAgICAgIDx4c2wb6d2h1biBOZXNOPSIzZWxm0joqW2xvY2FsLW5hbWUoKT@OnbWVtYmVyJ10
gYW5kIHN1bGY60i0vZGNzOmRjc19vYmplY3QubWI6AMLuZGluZ@1uZm9ybWF@aW9uL2110k11dGFkYXRhQmluZ
GluZ@NvbnRhaW51c19tYjpNZXRhZGFAYUJpbmRpbmevbWI6TWVAYWRhdGEvc2xhYjpvemlnaW5hdG9yQ29uZml
kZW50aWFsaXR5TGF1ZWwvc2xhYjpDb25maWR1bnRpYWxpdH1IbmZvemThdGlvbi9zbGFi0kNsYXNzaWZpY2F0a
W9uL3R1eHQoKSA9ICdVTkNMQVNTSUZIRUQnIGFuZCAoJHVZZXIDbGVhemFuY2UgPSAndW5jbGFzc21maWVvkIyB
vciAkdXNT1ckNsZWFyYW55ZSA9ICdjbGFzc21maWVkIyBveiAkdXN1ckNsZWFyYW55ZSA9ICdzZWNyZXQnIG9yI
CR1c2VyQ2x1YXIhbmN1ID@gI3RvcF9zZWNyZXQnKSI+CiAgICAGICAGIDXx4c2w6Y2FsbC10ZWTwbGFOZSBuYW1
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1PSIDT1BZI18+ICAgICAgICAKICAgICAgP(C94c2w6d2h1bj4KICAgICAgGPHhzbDp3aGVuIHR1c3Q9InN1bGY60
1pbbG9j YWwtbmFtZSgpPSdtZW11ZXInXSBhbmQgc2VsZjobKi9kY3M6ZGNZzX291amVjdCItYjpCaWskaW5nSW5
mb3JtYXRpb24vbWI6TWVOYWRhdGFCaW5kaW5nQ29udGFpbmVyL2110k11dGFkYXRhQmluZGLluZy9tYjpNZXRhZ
GFOYS9zbGFi10m9yaWdpbmF@b3IDb25maWR1bnRpYWxpdH1IMYWI1bC9zbGF10kNvbmZpZGVudG1hbG1oeUluZm9
ybWF@aW9uL3NsYWI6Q2xhe3NpZmljYXRpb24vdGV4dCgpIDOgIANMQVNTSUZIRUQNIGFuZCA0JHVZzZXIDbGVhe
mFuY2UgPSAnY2xhc3NpZm11ZCcgb31gIHVzZXIDbGVhemFuY2UgPSAnc2VjemV@lyBvciAkdXN1ckNsZWFyYW5
jZSA9ICd@b3Bfc2VjemV@IykiPgogICAgICAgIDx4c2wbY2FsbC10ZWIwbGFOZSBuYWT1PSIDT1BZI18+CiAqI
CAgIDwveHNsOndoZW4+CiAgICAgIDx4c2wbd2h1biBOZXNOPSIzZWxmOjoqW2xvY2FsLW5hbWUoKT@nbWVtYmV
yJ10gYW5kIHN1bGY6010vZGNzOmRjc19vYmplY3QubWI6QmluZGluZ@1luZm9ybWF@aW9uL2110k11dGFkYXRhQ
mluZGLuZ@NvbnRhaW51ci9tYjpNZXRhZGFOYUJpbmRpbmcvbWI6TWVOYWRhdGEvc2xhYjpvemlnaW5hdG9yQ29
uZmlkZW50aWFsaXR5TGF1ZWwvc2xhYjpDb25maWR1bnRpYWxpdH1IbmZvemT1hdGlvbi19zbGF10kNsYXNzaWZpY
2F@aW9uL3R1eHQoKSA9ICATRUNSRVQnIGFuZCAoJHVZZXIDbGVhemFuY2UgPSAnc2VjemV@IyBvciAkdXN1ckN
SIWFyYW5jZSA91Cd0b3Bfc2VjcmV@IykiPgogICAgQICAgIDx4c2wbY2FsbC10ZW1wbGFOZSBuYW11PSIDT1BZI
18+Ci1AgICAgIDwveHNsOndoZW4+CiAgICAgIDx4c2wbd2h1biBAZXNOPSIzZWxmOjoqW2xvY2FsLW5hbWUoKT@
nbWVtYmVyJ10gYW5kIHN1bGY6010vZGNZzOmRjc19vYmplY3QubWI6QMluZGluZ@1uZm9ybWFAaW9uL21i0k11d
GFkYXRhQmluZGluZ@NvbnRhaW51ci9tYjpNZXRhZGFAYUJpbmRpbmevbWIOGTWVAYWRhdGEvc2xhYjpvemlnaW5s
hdG9yQ29uZm1kZW50aWFsaXR5TGFiZWwve2xhYjpDb25maWR1bnRpYWxpdH1IbmZvemThdGlvbi9zbGFi0kNsY
XNzaWZpY2F@aW9uL3R1eHQoKSA9ICAUT1BfUGVDUkVUIyBhbmQgKCR1c2VyQ2x1YXIhbmN1IDAgI3RvcF9zZWN
yZXQnKSI+CiAgICAgICAgPHhzbDpjYWxsSLXR1bXBsYXR1IG5hbWU9IkNPUFkiLz4KICAgICAgPC94c2wbd2h1b
j4KICAgIDwveHNsOmNob29zZT4gICAgCiAgICA8eHNsOmFweGx5LXR1bXBsYXR1eyBzZWx1Y3Q9Im5vZGUoKSI
vPgogIDwveHNsOnR1bXBsYXR1PgogCiAgPHhzbDp@ZW1wbGFOZSBtYXRjaD@iQCp8LyI+CiAgICA8d2Zz0kZ1Y
XR1cmVDb2xsZWN@aW9uPgogICAgICA8eHNsOmNvcHktb2Yge2VsZWNOPSIAK i IgLz4KICAgICAgPGdtbDpib3V
uZGVkQnk+CiAgICAgICAgPGdtbDpOdWxsPm1pc3Npbme8L2dtbDpOdWxsPgogICAgICA8L2dtbDpib3VuZGVkQ
nk+Ci1AgICAgIDx4c2w6YXBwbHktdGVtcGxhdGVzIHN1bGYjdDO1QCp8bmIkZSgpIi8+CiAgICA8L3dmczpGZWF
0dXJ1Q29sbGVjdGlvbj4gIAogIDwveHNsOnR1bXBsYXR1PgogIAo8L3hzbDp@cmFuc2Zvem@+</xacml3:Attr
ibuteValue>
</xacml3:AttributeAssignmentExpression>
<xacml3:AttributeAssignmentExpression Attributeld=
"urn:SD:0bligation:Response:XSLT:Parameter" (Category=
"urn:oasis:names:tc:xacml:3.0:attribute-category:resource">
<xacml3:AttributeValue
DataType="http://www.w3.0rg/2001/XMLSchema#string"
>user(Clearance=classified</xacml3:AttributeValue>
</xacml3:AttributeAssignmentExpression>
</xacml3:0bligationExpression>
</xacml3:0bligationExpressions>
</xacml3:Rule>
<xacml3:Rule

Effect="Permit"

Ruleld=
"http://axiomatics.com/alfa/identifier/ogc.tb15helyx.landsat8__B3.xsltPolicy.unclassif
ied">

<xacml3:Description />

<xacml3:Target>
<xacml3:Any0f>
<xacml3:A110f>
<xacml3:Match MatchlId=
"urn:oasis:names:tc:xacml:1.0:function:string-equal”>
<xacml3:AttributeValue
DataType="http://www.w3.0rg/2001/XMLSchema#string
">unclassified</xacml3:AttributeValue>
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<xacml3:AttributeDesignator
AttributeId="urn:sd:subject-clearance"
DataType="http://www.w3.0rg/2001/XMLSchema#string"
Category="urn:oasis:names:tc:xacml:3.0:attribute-
category:environment"
MustBePresent="false"
/>
</xacml3:Match>
</xacml3:A110f>
</xacml3:Any0f>
</xacml3:Target>
<xacml3:0bligationExpressions>
<xacml3:0bligationExpression Obligationld=
"urn:SD:0bligation:Response:XSLT"
FulfillOn="Permit">
<xacml3:AttributeAssignmentExpression Attributeld=
"urn:SD:0bligation:Response:XSLT:Document" Category=
"urn:oasis:names:tc:xacml:3.0:attribute-category:resource">
<xacml3:AttributeValue
DataType="http://www.w3.0rg/2001/XMLSchema#string"
>PD94bWwgdmVyc21vbj@iMS4wIiB1bmNvZG1luZz@iVVRGLTgiPz4KPCEtLSAKICBUaG1zIFhTTFQgZmlsdGVyc
yBhbnkgV@ZTIHI1c3BvbnN1ICAgYWthIGEgRMVhdHVYyZUNvbGx1Y3Rpb24gLSBpbmNsdWRpbmegUT1RBTkFHIDQ
3NzggZmVhdHVyZXMgYmFzZWQgb249dGh1IGNSYXNzaWZpY2F@aW9uIGx1dmVsIGR1ZmluZWQgaW4gdGh1IFNUQ
U5BRyBNZXRhZGF@YQogIGFuZCBAaGUgcGFyYW11dGVyKHMpIGZvciBmZWFOdXI1IGNSYXNzaWZpY2F@aW9uOiB
VTKNMQVNTSUZJRUQSIENMQVNTSUZJRUQSIFNFQ1IFVCBhbmQgVE9QXTNFQ1IFVAogIET1uIGNhc2UgdGhhd(CB@a
GUgdXN1ciBpcyBub3QgzZW50aXRsZWQgdG8gc2V1IGFueSBvZiBAaGUgUTRBTKFHIGZ1YXRTemVzLCBhbiB1bXB
0eSBGZWFOdXJ1Q29sbGVjdGlvbiBpcyBjcemVhdGVkLgotLT4KPHhzbDp@cmFuc2Zvem@dgdmVyc21vbj@iMS4wI
1B4bWxuczp4c2w9Imh@dHA6LY93d3cudzMub3InLzES0TkvWFNMLI1RYYW52Zm9ybSIgeG1sbnM6d2ZzPSJodHR
w01i8vd3d3LmIwZW5naXMubmV@L3dmcy8zL jAiIHhtbG5z0mdtbD@1aHRAcDovL3d3dy5ve@Vuz21zLm51dCInb
WwiCiAgeG1sbnM6bWI9InVybjpuYXRvOnNOYW5hZzo@Nzc40mIpbmRpbmdpbmZvem1hdGlvbjox0jAiIHhtbGS
z0mRjcz@1dXJuOnRiMTU6ZGNzOjE6MCIgeG1sbnM6ZW5jPSJodHRwO18vd3d3LnczLm9yZy8yMDAxLzABL3htb
GVuYyNFbGVtZW50I1B4bWxuczpzbGFiPS]1cm46bmF@bzpzdGFuYWeoNDc3NDpjb25maWR1bnRpYWxpdH1tZXR
hZGFOYWxhYmVs0jE6MCIgeG1sbnM6ZXhOPSJodHRwWO18vZXhzbHQub3InL2NvbW1vbiIgZXh@ZW5zaW9ulLWVsZ
W11bnQtcHI1Zm14ZXMIImV4dCI+CiAgPHhzbDpvdXRwdXQgbWV@aGIkPSI4bWwiIGluZGVudD@ieWVzIi8+CiA
gCiAgPHhzbDpzdHIpcC1zcGFjZSB1bGVtZW50cz@iKiIglz4KICAKICA8eHNsOnBhemFtIG5hbWU9INnVZZXIDb
GVhemFuY2U1iLz4KICAKICA8eHNsOnR1bXBsYXR1IG5hbWU9IKNPUFkiPgogICAgPHhzbDpjb3B5LWIMIHNTbGY
jdD@iLiIvPgogIDwveHNsOnR1bXBsYXR1PgoKICA8eHNsOnR1bXBsYXR1I1GThdGNoPSJub2R1KCkiPgogICAgP
HhzbDpjaG9vc2U+CiAgICAgIDx4c2wbd2h1biBAZXNOPSIZzZWxmOjoqW2xvY2FsLW5hbWUoKT@nbWVtYmVyJ10
gYW5kIHN1bGY60i0vZGNZzOmRjc19vYmplY3QubWI6QMLuZGluZ@1uZm9ybWF@aW9uL2110k11dGFkYXRhQmluZ
GluZ@NvbnRhaW51ci9tYjpNZXRhZGFAYUJpbmRpbmevbWI6TWVAYWRhdGEve2xhYjpvemlnalW5hdG9yQ29uZml
kZW50aWF saXR5TGF1ZWwvc2xhYjpDb25maWR1bnRpYWxpdH1IbmZvemThdGlvbi9zbGFi0kNsYXNzaWZpY2F0a
W9uL3R1eHQoKSA9ICdVTKNMQVNTSUZIRUQNIGFuZCAoJHVZzZXIDbGVhemFuY2UgPSAndW5jbGFzc21maWVvkIyB
veiAkdXN1ckNsZWFyYW55ZSA91CdjbGFze21maWVkIyBveiAkdXN1ckNsZWFyYW5jZSA9ICdzZWNyZXQnIG9yI
CR1c2VyQ2x1YXJhbmN1ID@gI3RvcF9zZWNyZXQnKSI+CiAgICAGICAGIDXx4c2w6Y2FsbC10ZWIwbGFOZSBuYW1
1PSIDT1BZI18+ICAgICAQICAKICAQICAGPC94c2wbd2h1bj4KICAgICAgPHhZzbDp3aGVuIHR1c3Q9InN1bGY60
ipbbG9j YWwtbmFtZSgpPSdtZW1iZXInXSBhbmQgc2VsZjobKi9kY3M6ZGNZzX291amVjdCItYjpCaWskaW5nSW5
mb3JtYXRpb24vbWI6TWVOYWRhdGFCaW5kaW5nQ29udGFpbmVyL2110k11dGFkYXRhQmluZGluZy9tYjpNZXRhZ
GFOYS9zbGFi0m9yaWdpbmF@b3IDb25maWR1bnRpYWxpdH1MYWI1bCIzbGF i0kNvbmZpZGVudG1hbG1@eUluZm9
ybWF@aW9uL3NsYWI6Q2xhc3NpZmljYXRpb24vdGV4dCgpIDAgIONMQVNTSUZIRUQNIGFuZCAoJHVZZXIDbGVhe
mFuY2UgPSAnY2xhc3NpZm11ZCcgb3IgIHVzZXIDbGVhemFuY2UgPSAnc2VjemV@lyBvciAkdXN1ckNsZWFyYW5
jZSA9ICd@b3Bfc2VjemV@IykiPgogICAgICAGIDXx4c2wbY2FsbC10ZWIwbGFOZSBuYW11PSIDT1BZI18+CiAqlI



CAgIDwveHNsOndoZW4+CiAgICAgIDx4c2w6d2h1biBOZXNOPSIzZWxm0joqW2xvY2FsLWShbWUoKT@OnbWVtYmV
yJ10gYW5kIHN1bGY6010vZGNzOmRjc19vYmplY3QvbWI6QmluZGluZ@1uZmIybWFAaWI9uL2110k11dGFkYXRhQ
mluZGluZ@NvbnRhaW51ci9tYjpNZXRhZGFOYUIpbmRpbmcvbWI6TWVOYWRhdGEvc2xhYjpvemlnaW5hdG9yQ29
uZmlkZW50aWFsaXR5TGFiZWwvc2xhYjpDb25maWR1bnRpYWxpdH1IbmZvemT1hdGlvbi19zbGF10kNsYXNzaWZpY
2F@aW9uL3R1eHQoKSA9ICATRUNSRVQnIGFuZCA0JHVZZXIDbGVhemFuY2UgPSAnc2VjemV@JyBvciAkdXN1ckN
SIWFyYW5jZSA9ICdeb3Bfc2VjcmVOIykiPgogICAgICAgIDx4c2wbY2FsbC10ZWIwbGFOZSBuYW11PSIDT1BZI
18+CiAgICAgIDwveHNsOndoZW4+CiAgICAgIDx4c2wbd2h1biBAZXNOPSIzZWxmOjoqW2xvY2FsLW5hbWUoKT@
nbWVtYmVyJ10gYW5kIHN1bGY60i0vZGNZzOmRjc19vYmplY3QubWI6AQMLuZGluZ@luZm9ybWFAaW9uL21i0k11d
GFkYXRhQmluZGluZ@NvbnRhaW51ci9tYjpNZXRhZGFAYUJpbmRpbmevbWI6TWVAYWRhdGEvc2xhYjpvemlnaW5s
hdG9yQ29uZm1kZW50aWFsaXR5TGFiZWwve2xhYjpDb25maWR1bnRpYWxpdH1IbmZvemThdGlvbi9zbGFi0kNsY
XNzaWZpY2F@aW9uL3R1eHQoKSA9ICAUT1BfUGVDUkVUIyBhbmQgKCR1c2VyQ2x1YXIhbmN1IDAgI3RvcFIzZWN
yZXQnKSI+CiAgICAgICAgPHhzbDpjYWxsSLXR1bXBsYXR1IG5hbWU9IkNPUFkiLz4KICAgICAgPC94c2wbd2h1b
J4KICAgIDwveHNsOmNob29zZT4gICAgCiAgICA8eHNsOmFwcGx5LXR1bXBsYXR1cyBzZWx1Y3Q9Im5vZGUoKSI
vPgogIDwveHNsOnR1bXBsYXR1PgogCiAgPHhzbDp@ZW1wbGFOZSBtYXRjaD@iQCp8LyI+CiAgICA8d2Zz0kZ1Y
XR1cmVDb2xsZWN@aW9uPgogICAgICA8eHNsOmNvcHktb2Yge2VsZWNOPSIAK 1 IgLz4KICAgICAgPGdtbDpib3V
uZGVkQnk+CiAgICAgICAgPGdtbDpOdWxsPm1pc3Npbme8L2dtbDpOdWxsPgogICAgICA8L2dtbDpib3VuZGVkQ
nk+CiAgICAgIDx4c2wbYXBwbHktdGVtcGxhdGVzIHN1bGYjdDA1QCp8bmIkZSgpIi8+CiAgICA8L3dmezpGZWF
0dXJ1Q29sbGVjdGlvbj4gIAogIDwveHNsOnR1bXBsYXR1PgogIAo8L3hzbDp@cmFuc2Zvem@+</xacml3:Attr
ibuteValue>
</xacml3:AttributeAssignmentExpression>
<xacml3:AttributeAssignmentExpression Attributeld=
"urn:SD:0bligation:Response:XSLT:Parameter" (Category=
"urn:oasis:names:tc:xacml:3.0:attribute-category:resource">
<xacml3:AttributeValue
DataType="http://www.w3.0rg/2001/XMLSchema#string"
>user(Clearance=unclassified</xacml3:AttributeValue>
</xacml3:AttributeAssignmentExpression>
</xacml3:0bligationExpression>
</xacml3:0bligationExpressions>
</xacml3:Rule>
<xacml3:Rule
Effect="Deny"
Ruleld=
"http://axiomatics.com/alfa/identifier/ogc.tb15helyx.landsat8__B3.xsltPolicy.denyAll">
<xacml3:Description />
<xacml3:Target />
</xacml3:Rule>
</xacml3:Policy>
<xacml3:0bligationExpressions>
<xacml3:0bligationExpression ObligationId="urn:SD:0bligation:Response:ENC"
FulfillOn="Permit">
<xacml3:AttributeAssignmentExpression Attributeld=
"urn:SD:0bligation:Response:ENC:RSA:PublicKey:Value" Category=
"urn:oasis:names:tc:xacml:3.0:attribute-category:resource">
<xacml3:AttributeDesignator
AttributeId="urn:sd:public-key"
DataType="http://www.w3.0rg/2001/XMLSchema#string"
Category="urn:oasis:names:tc:xacml:3.0:attribute-
category:environment”
MustBePresent="false"
/>
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</xacml3:AttributeAssignmentExpression>
<xacml3:AttributeAssignmentExpression Attributeld=
"urn:SD:0bligation:Response:ENC:RSA:PublicKey:Name" Category=
"urn:oasis:names:tc:xacml:3.0:attribute-category:resource">
<xacml3:AttributeDesignator
AttributeId="urn:oasis:names:tc:xacml:1.0:subject:subject-id"
DataType="http://www.w3.0rg/2001/XMLSchema#string"
Category="urn:oasis:names:tc:xacml:1.0:subject-
category:access-subject"”
MustBePresent="false"
/>
</xacml3:AttributeAssignmentExpression>
<xacml3:AttributeAssignmentExpression Attributeld=
"urn:SD:0bligation:Response:ENC:Xpath" Category=
"urn:oasis:names:tc:xacml:3.0:attribute-category:resource">
<xacml3:AttributeValue
DataType="http://www.w3.0rg/2001/XMLSchema#string">//*[1local-
name() = 'originatorConfidentialitylLabel']</xacml3:AttributeValue>
</xacml3:AttributeAssignmentExpression>
</xacml3:0bligationExpression>
<xacml3:0bligationExpression ObligationId="
urn:SD:0bligation:Response:DSIG"
FulfillOn="Permit">
<xacml3:AttributeAssignmentExpression Attributeld=
"urn:SD:0bligation:Response:DSIG:RSA:PrivateKey:File" Category=
"urn:oasis:names:tc:xacml:3.0:attribute-category:resource">
<xacml3:AttributeValue
DataType="http://www.w3.0rg/2001/XMLSchema#string"
>/etc/pki/tls/private/testbed15.pem</xacml3:AttributeValue>
</xacml3:AttributeAssignmentExpression>
<xacml3:AttributeAssignmentExpression Attributeld=
"urn:SD:0bligation:Response:DSIG:RSA:PrivateKey:Name" Category=
"urn:oasis:names:tc:xacml:3.0:attribute-category:resource">
<xacml3:AttributeValue
DataType="http://www.w3.0rg/2001/XMLSchema#string">Dr.
No</xacml3:AttributeValue>
</xacml3:AttributeAssignmentExpression>
<xacml3:AttributeAssignmentExpression Attributeld=
"urn:SD:0bligation:Response:DSIG:X509:Certificate:File" Category=
"urn:oasis:names:tc:xacml:3.0:attribute-category:resource">
<xacml3:AttributeValue
DataType="http://www.w3.0rg/2001/XMLSchema#string"
>/etc/pki/tls/certs/testbed15.crt</xacml3:AttributeValue>
</xacml3:AttributeAssignmentExpression>
<xacml3:AttributeAssignmentExpression Attributeld=
"urn:SD:0bligation:Response:DSIG:Id:Value" Category=
"urn:oasis:names:tc:xacml:3.0:attribute-category:resource">
<xacml3:AttributeValue
DataType="http://www.w3.0rg/2001/XMLSchema#string">
#ifeature_1</xacml3:AttributeValue>
</xacml3:AttributeAssignmentExpression>



<xacml3:AttributeAssignmentExpression Attributeld=
"urn:SD:0bligation:Response:DSIG:Id:QName" Category=
"urn:oasis:names:tc:xacml:3.0:attribute-category:resource">
<xacml3:AttributeValue
DataType="http://www.w3.0rqg/2001/XMLSchema#string">
id</xacml3:AttributeValue>
</xacml3:AttributeAssignmentExpression>
</xacml3:0bligationExpression>
</xacml3:0bligationExpressions>
</xacml3:PolicySet>
</xacml3:PolicySet>

Operational XACML3 policy that controls access to the Helyx WFS3.

* This domain must be "updated" with GeoXACML functions. This can be achieved using the
following HTTP PUT request: https://ogc.secure-dimensions.com/geopdp/domains/
JeuDTcMdEemN8MEvVP]G-Sw/pap/pdp.properties

<?xml version="1.0" encoding="UTF-8"7>
<pdpPropertiesUpdate xmlns="http://authzforce.github.io/rest-api-model/xmlns/authz/5">

<feature type="urn:ow2:authzforce:feature-type:pdp:core" enabled="true"
>urn:ow?2:authzforce:feature:pdp:core:xpath-eval</feature>

<feature type="urn:ow2:authzforce:feature-type:pdp:data-type" enabled="true"
>urn:ogc:def:dataType:geoxacml:1.0:geometry</feature>

<feature type="urn:ow2:authzforce:feature-type:pdp:function" enabled="true"
>urn:ogc:def:function:geoxacml:1.0:geometry-intersects</feature>

<feature type="urn:ow2:authzforce:feature-type:pdp:function" enabled="true"
>urn:ogc:def:function:geoxacml:1.0:geometry-one-and-only</feature>

<feature type="urn:ow2:authzforce:feature-type:pdp:function" enabled="true"
>urn:ogc:def:function:geoxacml:1.0:geometry-disjoint</feature>

<feature type="urn:ow2:authzforce:feature-type:pdp:function" enabled="true"
>urn:ogc:def:function:geoxacml:1.0:geometry-is-within-distance</feature>

<feature type="urn:ow2:authzforce:feature-type:pdp:function" enabled="true"
>urn:ogc:def:function:geoxacml:1.0:geometry-is-simple</feature>

<feature type="urn:ow2:authzforce:feature-type:pdp:function" enabled="true"
>urn:ogc:def:function:geoxacml:1.0:geometry-touches</feature>

<feature type="urn:ow2:authzforce:feature-type:pdp:function" enabled="true"
>urn:ogc:def:function:geoxacml:1.0:geometry-contains</feature>

<feature type="urn:ow2:authzforce:feature-type:pdp:function" enabled="true"
>urn:ogc:def:function:geoxacml:1.0:qgeometry-sym-difference</feature>

<feature type="urn:ow2:authzforce:feature-type:pdp:function" enabled="true"
>urn:ogc:def:function:geoxacml:1.0:geometry-crosses</feature>

<feature type="urn:ow2:authzforce:feature-type:pdp:function" enabled="true"
>urn:ogc:def:function:geoxacml:1.0:geometry-bag-intersection</feature>

<feature type="urn:ow2:authzforce:feature-type:pdp:function" enabled="true"
>urn:ogc:def:function:geoxacml:1.0:geometry-bag-at-least-one-member-of</feature>

<feature type="urn:ow2:authzforce:feature-type:pdp:function" enabled="true"
>urn:ogc:def:function:geoxacml:1.0:geometry-within</feature>

<feature type="urn:ow2:authzforce:feature-type:pdp:function" enabled="true"
>urn:ogc:def:function:geoxacml:1.0:geometry-is-rectangle</feature>
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<feature type="urn:ow2:authzforce:feature-type:pdp:function” enabled="true"
>urn:ogc:def:function:geoxacml:1.0:geometry-is-empty</feature>

<feature type="urn:ow2:authzforce:feature-type:pdp:function" enabled="true"
>urn:ogc:def:function:geoxacml:1.0:geometry-is-closed</feature>

<feature type="urn:ow2:authzforce:feature-type:pdp:function" enabled="true"
>urn:ogc:def:function:geoxacml:1.0:geometry-union</feature>

<feature type="urn:ow2:authzforce:feature-type:pdp:function" enabled="true"
>urn:ogc:def:function:geoxacml:1.0:geometry-bag-size</feature>

<feature type="urn:ow2:authzforce:feature-type:pdp:function" enabled="true"
>urn:ogc:def:function:geoxacml:1.0:geometry-is-in</feature>

<feature type="urn:ow2:authzforce:feature-type:pdp:function" enabled="true"
>urn:ogc:def:function:geoxacml:1.0:geometry-boundary</feature>

<feature type="urn:ow2:authzforce:feature-type:pdp:function" enabled="true"
>urn:ogc:def:function:geoxacml:1.0:geometry-equals</feature>

<feature type="urn:ow2:authzforce:feature-type:pdp:function" enabled="true"
>urn:ogc:def:function:geoxacml:1.0:geometry-intersection</feature>

<feature type="urn:ow2:authzforce:feature-type:pdp:function" enabled="true"
>urn:ogc:def:function:geoxacml:1.0:geometry-set-equals</feature>

<feature type="urn:ow2:authzforce:feature-type:pdp:function" enabled="true"
>urn:ogc:def:function:geoxacml:1.0:geometry-buffer</feature>

<feature type="urn:ow2:authzforce:feature-type:pdp:function" enabled="true"
>urn:ogc:def:function:geoxacml:1.0:geometry-bag</feature>

<feature type="urn:ow2:authzforce:feature-type:pdp:function" enabled="true"
>urn:ogc:def:function:geoxacml:1.0:geometry-length</feature>

<feature type="urn:ow2:authzforce:feature-type:pdp:function” enabled="true"
>urn:ogc:def:function:geoxacml:1.0:geometry-area</feature>

<feature type="urn:ow2:authzforce:feature-type:pdp:function" enabled="true"
>urn:ogc:def:function:geoxacml:1.0:geometry-centroid</feature>

<feature type="urn:ow2:authzforce:feature-type:pdp:function" enabled="true"
>urn:ogc:def:function:geoxacml:1.0:geometry-is-valid</feature>

<feature type="urn:ow2:authzforce:feature-type:pdp:function" enabled="true"
>urn:ogc:def:function:geoxacml:1.0:geometry-difference</feature>

<feature type="urn:ow2:authzforce:feature-type:pdp:function" enabled="true"
>urn:ogc:def:function:geoxacml:1.0:geometry-bag-union</feature>
<feature type="urn:ow2:authzforce:feature-type:pdp:function" enabled="true"
>urn:ogc:def:function:geoxacml:1.0:geometry-bag-subset</feature>

<feature type="urn:ow2:authzforce:feature-type:pdp:function" enabled="true"
>urn:ogc:def:function:geoxacml:1.0:geometry-overlaps</feature>

<feature type="urn:ow2:authzforce:feature-type:pdp:function" enabled="true"
>urn:ogc:def:function:geoxacml:1.0:geometry-distance</feature>

<feature type="urn:ow2:authzforce:feature-type:pdp:function" enabled="true"
>urn:ogc:def:function:geoxacml:1.0:convert-to-metre</feature>

<feature type="urn:ow2:authzforce:feature-type:pdp:function" enabled="true"
>urn:ogc:def:function:geoxacml:1.0:convert-to-square-metre</feature>

<feature type="urn:ow2:authzforce:feature-type:pdp:function" enabled="true"
>urn:ogc:def:function:geoxacml:1.0:geometry-convex-hull</feature>

<rootPolicyRefExpression>urn:secd:policyset:tb15:helyx</rootPolicyRefExpression>

</pdpPropertiesUpdate>

The XML above, shows the update of the policy with the id urn:secd:policyset:tb15:helyx.
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Users
Same users and clearance as created for alternative one.

Table 12. Users

User Clearance
jane top_secret
bob secret

alice classified
joe unclassified

Once obtained an access token for a user, e.g. "joe"

curl -k -i -X POST -H "Authorization:Basic
ZmEwMGVmNGYtMTQzZCTkYTUZLWMAMTQtYWMxODY2ZDU5MmM1Q6InYy5zZWN1emUtZG1tZW5zaW9ucy5jb206Y
BkZWMOZjg1MzI3Yz1hZjgwZjk2Nj1mMGM4Z jk2NmViYzNmZmFhMGY1YzU2YzIONGIhYzc20DAyZDZiYT11Zg==
" -H "Content-Type:application/x-www-form-urlencoded" -d "grant_type=password" -d
"username=jane" -d "password=secret" -d "scope=openid saml tb15" -d
"response_type=token" 'https://ogc.secure-dimensions.com/oauth/token’

the DCS WFS3 can be executed to fetch landsat8 features: https://ogc.secure-
dimensions.com/features/collections/tripledes/landsat8__B3_index/items?mode=geowise&access_to
ken=<access_token>

The following is a complete response for the user "joe":

<?xml version="1.0"?>

<wfs:FeatureCollection xmlns:wfs="http://www.opengis.net/wfs/3.0" xmlns:gml=
"http://www.opengis.net/gml" xmlns:mb="urn:nato:stanag:4778:bindinginformation:1:0"
xmlns:dcs="urn:tb15:dcs:1:0" xmlns:enc="http://www.w3.0rg/2001/04/xmlenc#Element"”
xmlns:slab="urn:nato:stanag:4774:confidentialitymetadatalabel:1:0"><gml:boundedBy><gml
:Null>missing</gml:Null></gml:boundedBy><wfs:member><dcs:dcs_object xml:id="feature_1"
des:encoding_type="stanag4778"><mb:BindingInformation><mb:MetadataBindingContainer><mb
:MetadataBinding><mb:Metadata><EncryptedData xmlns="http://www.w3.0rg/2001/04/xmlenc#"
Type="http://www.w3.0rg/2001/04/xmlenc#Element" >

<EncryptionMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#tripledes-cbc"/>
<KeyInfo xmlns="http://www.w3.0rg/2000/09/xmldsig#">

<EncryptedKey xmlns="http://www.w3.0rg/2001/04/xmlenc#">

<EncryptionMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#rsa-1_5"/>

<KeyInfo xmlns="http://www.w3.0rg/2000/09/xmldsig#">
<KeyName>138af896-3487-32d6-8171-c4a51c416424</KeyName>

</KeyInfo>

<CipherData>
<CipherValue>k1fLcibV4QOu1gZRL3HsbCmv3Uu/cApMfu@9F1DENIBOCBACV4Y4X10gqmdb2p7uo
OuJQeLJWwhMLPg3vnIghlo5LESQpkWGHIdwOrzamd58283IgUQUoT@4yLmTi654m
+IZncYHyz57ulYcV1FsEoTUOLOfCMufbVX6rpbp+ZoIcoxK4RfpYWTPxBLwkEfhe
qzcN61meSQ50UkHUP5033fqDe fFTDAMGtPdWkn/YY2djwSe8/1ZQDZ9B6tcXgUm
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ajMMup5rFnavkjdI6@NwTM/FHT3fpex2HCUgsyzePB4fdN@3wGN2WdjxrF/x4Wde
4C90MP2duUfzDeuHyZ6Axw==</CipherValue>

</CipherData>

</EncryptedKey>

</KeyInfo>

<CipherData>
<CipherValue>p7v1lvSGvbzpgR71y5AmTi3TdsrudznhFA8kFb6KpyCnX28WDyUEQ7+7bSR2Z1A7B
6vpuzFQoIrvgqVAhxrunPVXzU1Rq6QCfvoHN4+0orP2qDzm01CnZ3C1b4ju8yEQOr
xeJN21x4IMqPSTFBr6zjAVyT3HORP1zZK1zeU2CeVe4B0+FgBBfFcIKB1C/M3IL]
8W2ytQBjGFTdTRC/BJyJfotGd7zpRQIPISIvLr+u2UiJEnAOadV50zMmvu+M2xk8
fAIeh33qoVBkzLbSUjWVWuU/18cstSESEjBPWx96hj1go@CWIyY7gDTihP2mwki
nbXLEPS9tZ3W4V00jWVMisx90LGPYRCs10mn7FkfRZtrWM11E10qJ4Bwm4eUmMvu
2jFA8AGUNq9S+@7YqCONMN/dXNUDSLxZWOqUPyU6IoWuD@19Nv+Mg==</CipherValue>

</CipherData>
</EncryptedData></mb:Metadata><mb:Data><enc:EncryptedData><enc:EncryptionMethod
Algorithm="http://www.w3.0rg/2001/04/xmlenc#aes128"/><enc:EncryptionKeyInfo><enc:Encry
ptedKey><enc:SignatureMethod Algorithm="http://www.w3.0rqg/2001/04/xmldsig-more#rsa-
sha256"/><enc:KeyInfo><enc:KeyName>Jane Bond 128</enc:KeyName>
</enc:KeyInfo><enc:CipherData><enc:CipherValue>NpzsfRXr2/aH4jvmq90PhVpv4u4SqMBfqh2FRId
ME9feDYx5wqGOFTi0s13PVkPE6WSBELVAUi4mNYkyzyTmSF4AT8rhQfoNOa7F//3CTUjeKAeD3bEdwzZY6YIx0
wFFOgciR/eVCA+sctF+codqGBIhjgDRQqaNIXZDP6FZuhjvxy+TuvB8CIUIgkoNMg2Sx3F3fveycwOapOkF+qD
abQhHFtc8sRH61yW1A487up5evkR5mAIte9656zajxIdkEZ+ul jmdvcK@ZNgHG1uG2CTxiznBhIbHTATnvdo3M
vYDvSF/Nubszp/AVL/zmBrORjBH+DSOTrNEIYwlnSr9xw==</enc:CipherValue></enc:CipherData></en
c:EncryptedKey></enc:EncryptionKeyInfo><CipherData><CipherValue>++//jkiBKMi3Nvh6BCCSL1
B30MDpldke31xwotLT8/Qbob8h2GHgHO0A1]Qy1+ou8Aov/3SjSYyEwybTTquql67+m8jGI4UUzV3oNNkWeCguq
pb@njC71nNvgn30/T3mQH7 THDDmXFJJ0QxI1b/eqzUvCQV5DBGfujbjZSF1r1LUH/B6Z7vrLOf/vigYlpnJuea
2mKLwJS1BVCIqn3L943u@gDDM84hQeEpgFaSdnr@GDESWAAZXGTMFKIINIhMETV@9AONTESYN6VOboI9987ECS
2G0byMzbIMkvyYjXeeYJ3q21zsB86gidP2aSpWtxCqUpMQl+cgbuvFSqqOx4koPxJbQBlcZ8wUogk32EWR0Zpe
siufTYRoTW2Ts44x fsMWNTKYUk1bK+006gK2Ng2LR20zMFwT30650zh0oq2Fulgv7EMETNOIf7GuWb2BMxn+7c
++zauXCRun35RezdizK1szb84+nWCTp5X@j3yhbbG7kI0QDDjg20CS5V8LaVFBYtAHzphLTAJ6YphMaShZsFof
J/LN/RznrSr3QRFubZEbxBr32fCNaLxJ+Dhr2MvzvmnXN2txQEomwL s4w++1+wE92v1E5HgLVAudAUZy 14w0CX
mi4BeeSiLUTCvC3jLMrDaTdOCtNIcjeTj0u8GSTI9u2V80rA3NE6GDUATo+eyQ6QmYVEey@PzpPZB8mMfG3YTTm
+x1zazSsznPzyggQZyyKLSgr+qz+Lf57NcXuaxvj7gHcbqzGjm+x/COnWTbL+/kMc83L15B1JIvWRURVXp1Z7g
VfKuL/jNUZXA5hYIcxe16E10eEXTnhul/4dAcmIEI@biZzqVjVMSbXLF7Q@uyBvXLGR1dHFTdSnkmaTYynEvMi
3Kn+vV2NAPx29XPzpPMzx3qyy9P3kQVeMw4L j1Za61/YwpnI4gbVHxL1nQ4ULULpQkWwd+upkLCdqPp@s+p2En
671xhf07ToLmP2i0/0crDa+T0dK@fBq51dOWACUt61iRCcTy3vpbPNgMIMvg5Tpx/8C2A9BqcZYBEUVe3NWKwO4
eFV5XjgL16rbVAi+29WNEt9GHEqacuTiHv4VjqmWC2TxBPgFuz4L3L9BBUg905HpG1o64/Ko5FonpBS3g6CUHL
IhHc8I1RykwbyiWx3EAS4IQ7IHnuh94RFLpa21hYHs/KGjCjGpDrIvjvDImIZUCzxbYVIOZHs/BTGbRtIgJttl
HrtzWAgUhLdFmk9CFOGpqZZyzXXSUU3uQAeBLh6BYUJ3395YY0O0CWeu7es+1/YU+v1QiCt++c3TPTAIui3CqAt
Br@3I06A0S8XaQKgaB/Q11CateYECVGDNBrijo0wMQ4VZ5uyMet4ZBH64DniMgbh7ZrR/nNsNnARwG5UNfwehD
Z5VXzFrOngkhPZMcJgzRUyNCF3Trqia7d@eDZHqG6gnuG1711hgKf69rnVkLeu/qdAepzyL7Q50k4ZDVicldTR
4N9PFQrE9qrazdg1EysAxXeyzwyAlmISONTaQjpuRtCuYxVvE4V+CSk55KnmQ9ADVSOd17ESvIbBEKIDpvjh7w
rcCUvV/tQTcj931VqUAN+Q3si1k263X0@+zayir+/1qwvbEGQkTpl/YPQwmoPzby6IexGpV8mIIg7prgjtVATalo
bv]J6FSIfOR2/uM//jFYk13pY4zb84/MAhA1SIOhroXLS20w]0opF6+p5HboY1pEQyevinrOUqA70SImG4z1+1
S5rk/5IKokvhjNkubZx5WRz30Rp/x/RHb+4z/+MViTXeljjNvzBhIIKO3RugjOhNtKD1K6pfo@B8xrecE4xjiw
kL21j+8kpz980z7UjzyHA+MWdZcsB6xJIbxbc8dk0ePjubSuGBo3ZY/cj3Ypxusg819fBOBOXvdqY22Pe0aR/aT
rE211H3LBgR8DzIEerpB3wYVZIIiSWGgmo5negF1y3tyb7oneS7PItDTPg8rv+U850119GqWHVECSZ1FsZd2rm
IMVmDtpOUfohvq4bnbfvoVpILewcfZyUyANemUSTIWSHASj3nyMDV4I7Ld7Mew]jQnaX@ZVyKcQFKwFPcL5GyVA
MDkrVTvP91ydzgSBmBZ6k4ZXJIZhau@CtURKA7UCZAT1xGF2F1/1Y6LkxGbnD+P9Z1BGnvvtatgniFosgSDVCKi
/yDNmdAA7gAAc4wx+uF7WWv41qP/Sn4nv5bE8+ulmsfvzTx8yvYJaEWtyBYUYPuyQnOymUz6r@IvYUv01j212K
t/TFfalq9qo5NfZzVC64+jhmRW7WIEwWR+fjdBPkJ4aHIYaz+bb96C6e1+bg55cpZNofryC(BPI27G26MXqz5¢/v



cwva/7tVgCDY9HAk+18UzyzzIRryfbkHEY5K8/LrSBnGrqB6CxGo/ fk49fR/YIquOitI/8x+VuCNUwLy6SQMyp
CM58qEZb+HPzzevuRfGomJkyuyvWZy1g1qn0z1IpxFQpE1GvI9uQcRjkrz8utIGeauE3GNIkr fROVYfdoMFwBe
oT8mNHPdQPYCQpRF364dCNFj1]s7KAXHAejAa7yTGbmCo7BKxRDIzOW/CqF IAw8d3zBCbPVw1Hdv8rhpDL6TQS
nw3uwx3VvPIR8zLvKunUi0LUuyV6s7e9BvY8UYRhtc3eTxXNkEvnGKLZGB559NW3gWalmuvsvGSBhm4Qi Twp93
keBrGgQmb6GT+hIICf4x/kRCkpZcgj/OWBMIdbMta5MulX98q2GaHso@snF+ju9diHgAev3I9khdE1prFzDWGHz
vNwSaV7XKkr51XuDy7sRSmigYDd@2/9dVyQh7WBqoD/qPqgqAC46pdsY6bdvATr3Nr /uTWAINj@OfiT6XxTPLPOH
jZ34bv933ajAIv81Yp4hdvYxn2IaxJA2X1IGrF9khr1XVyqU7D0p7rocDiKPp/ulT36s8950uZqSBrLQuwbYw+9
2LGv+hgrvIpSFZmtBBuZDujDALARJH5EYvVI7Nayctbus8NiQ7I1x9f3zytQsj1XHfrgFmlYrV6NekRIG8heN6
2RYhQKx09BC1@NmePmLN3zsfjn2U2XJu/p2IV1IM/zQazIxhBPj3A6QqiIKbeBRzBG4gH1KsKk47dzIpz4kyQ/
3tx0pLbRQvTdwCJJEGtidr1tkTNkmLOE@BdAHODc5tiAULWITGZ10Fc3ZE6d09CDX41wbabqG+ebakKTXCBSTTM
v1CnUtgAlbICYaL5qT8mNHPdQPYCQpRF364dCNFj1]s7KAXHAejAa7yTGbmCo7BKxRDIzOW/CqF IAw8d3zBCbP
VwlHdv8rhpDL6TQSnw3uwx3VvPIR8zLvKunUi0LUuyV6s7e9BvY8UYRhtc3eTxXNkEvnGKLZGB559NW3qWalmu
vsvGSBhm4Qi Twp93keBrGgQmboGT+hIICf4x/ugzqM+QhBT1Ewp8SxNwf2Fnv23FAjf/pgn3aQLiHcj1lpHgAev3
I9khdE1prFzDWGHA25QEYZq0V5zRscZ3B+VEimigYDd@2/9dVyQh7WBqoDHymrm7hAuqdzkj YKz j+wuuDu3/tE
njsQE76E36qZulcBOPCwe9sLH7wkF6jEIVkjasqlvXCBOpgRm44odjsfePa+comkvhKONENI+UC3updGGwaSTK
0Qb7LI8QM57+qXDBONvSr10sQ+H4ve7kTrcFalS/EquR2Eg95v2cPhaymd2E/gE17PT20A0habBqzpo3VeZXPa
uU/yppoCjlrjPZgRuDfCfIczNs955PbI2Wqu7mDddcDquHXwsAgt10yTdYr6QINSFtfoyE@bxs1TjGiUbo5bre
aSC911XNQZgouCxHs28SFms3hl7e2svRjrOmIPb+0FXeH+5reT6B/0VhwA7+UejwrBGgXXw5fT7gB11vpDU3wW
1/rITRvGyVOM3IhFK+R5wzD1TdGFOLN2D6+F10WCiDNuMeOalDW4L3XzWmHasV0JGW6HoJ4AjBNKL fUENwWHaX
e5rP3TOFhzYVfireFH78enBHNzYtFBPwOb1y7uwPbKq@bmeD/WNLKgIDFkQS/X45HG1AdQq7grRwPP38119b0t
Mb4k6qBKAbA+@@nWfRbK2VBUYw6FzNa+aWiT87C04UyErXqdmHOMDAvFcdjgjZKkZPT9w7DiDdz81Rms5Zn3tC
mLbn/4IhyY1Ps4YS4Ir1RhZxQncPO+PvrLt21+Dzsz7FA06/Tcs4uXgQRyI+zWwmVOXIdmWLVHbPrYIRu28Kgx
LZHToHJsBq7uYN11w0q4dfCwCC3XTIN70qBYvvPbd60I2vX2Hkvqy431NzhugnC991KIza9mUPvv/451gSjItz
bdegQgki7k11beuFmEqB5RP3efWrFcPmiXRoZ4S70pNVaR8GKxs0UzYoMRDAX6PFeYP1W7mmHKxVqqXI811CNB
dHn34U6eX0u786spTe2TTB8rnImffLES3pRIMk fuZFi1G35BBFRoK1/4SVg+KTLvgNRgkJGrYeWV1kYWOg4+Epm
13Xu2TZSnS8Eqkw55C5epFy9vI1FcpGh1x62MObMEHHT j9h3NY1s9YRHLM5In9ESFp3GQindtbulhRm541bat1
bN9QEsJI5ZXWRhY6Dj4SmaXde7ZN1E1QSSqIw5vqz1VsTuBwQI+zRs/bshWY9bd/NimroxCu5kMkUewpr9CvQng
hA4UWIxREWxX7dvMS+VInm5LznWMRjp8P4sGF1sTwtye@ide3ZP6qFIsgg0giallmh6e/mhy7IXjXc@n8THVFPf
nzP1nbMTqjAVKX5tn514c8TRypwXGf153+9AA/GSDun+sIoD0+BWfXesHFGecenH5AGrX+1/r8cGBXgelV3VpKb
Zi1zLmOFPvddpIRPKdJIpCM3tX63ahtLd940cobenQ@IdUG321X1e0r31GN6X]CYSv4vocl+agKZORIkgTvsnmO
WG0zp3QK1ngQ98xB2+AUmzZAfwgl /hIWD4pMu+01GqQkatgKicCqF2jp1GaliGCIMeuRISxNwvNnWCW+24Cfgo
ECbLsvSq38uqewd+L3gmgcG929k TnW1I5YmI5qnLvkIT1cv123EDSAEDyYrT2koAuHb3UBKNOViu389KgSqSAQZf
miZUgVyoFkQaJEx2x+zRe@WYT6QL741dXHn/Y15anHjYpZZSmFQ7AbyTuGSY2ubkOKjjwDwd7I2T9k@ySOv/p8
ApXBRNWDcFRItgMocnKqjVwgvzZhdAa/XRIQOMDjL5TD/CstWnuA1gD6D/5ehvT3B3jPIRIIFLx02XrdFNoBwg
WUrh3KHJ+AZ@pbrex/3/xFT8TpJVuQcykHOSYOm1gkQA+zz2/eemm@N8TBwTzi4LcD8mNHPAQPYCQpRF364dCN
Fj1Js7KAXHAejAa7yTGbmCo7BKxRDIzOW/CqFIAw8d3zBCbPVwlHdv8rhpDL6TQSnw3uwx3VvPIR8zLvKunUi0
LUuyVbs7e9BvY8BUYRhtc3eTxXNkEvnGKLZGB559NW3gWalmuvsvGSBhm4Qi Twp93keBrGgQmboGT+hIICT4x/1
ygRLSdzw8z7U1j+)5881jha3pyg9P4k/0GQqWo5sphHgAev3I9khdE1prFzDWGHzgQoQid3nkdc4be2j+0700m
19YDd02/9dVyQh7WBqoDsJQGpaibuTIwduXVzoerD6Z9XtokRx8aD//4KU/ fboEEcMQwONgG8FHWSqNXx3P03R4
SAX3EWSIrENQYf2jKAQ6P/Sn4nv5bE8+ulmsfvzTx8yvYJaEWtyBYUYPuyQnOy1wXt1tZ6T+bRvj4x8EnHAVfa
1q9qo5NfZzVC64+jhmRW7WIEwR+fjdBPkJ4aHIYaz+bb96Cbe1+bg55cpZNofsvtFA/h@ArWPVEEXKnrjBIMyp
FCkbUABO63bR1YbyP+L6+6ezyb6hAhSTRcIBP5SmPW5K4S2UCTcfGd15Kkz13HzbF8EQ9iwRFS8KkBx3JoWz tLEX
NNfAHOFL1e+W99a29hA/ucC40ZzNmoXOFmwORTkvr7p7PLQECFINFwkE/mY9yiXwy3cYFBGW2vka30U+Bz8mNH
PdQPYCQpRF364dCNFj1Js7KAXHAejAa7yTGbmCo7BKxRDIzOW/CqF IAw8d3zBCbPVw1Hdv8rhpDL6TQSnw3uwx
3VvPIR8zLvKunUi0LUuyVbs7e9BvY8UYRhtc3eTxXNkEvnGKLZGB559NW3gWaLlmuvsvGSBhm4QiTwp93keBrag
Qmb6GT+hIICf4x/qo24XDX22+qfzNkTR1kkpfv23FAjf/pgn3aQLiHcj1pHgAev3I9khdE1prFzDWGHO25QEYZ
q0V5zRscZ3B+VEimigYDd@2/9dVyQh7WBqoDHQO6j tXiRoMbK2yjLgUf10zKkUKRtQAE7rdtGIhvI/5e1MRgjK
GvpfD8EnaiETE/s001dPaHb83ThCMCgEw/WQOXEx fXhQ3pmh1KP9UZ3y9/U8FVjUVt2zNiEetri6RX11Rm55nk
aG3PEkj22e//sYIS1qsy18Ixg5nn+vofIDoBqn+hyjOrQYEJf24mKY26aMtj+0t1QL5zhxjuoZ]G7wauA78/ZH
FnBAF//4Zc6roNs342LPXPZZu3+1kCeKbybw2ts1gHYtK84tE/acbquj1qDc1GZxiT2PTgAjULprZvewmDNgL4
haBm3jW7yFs9R/sGArvSWYT1Pum3wr@vt166V7dmFtIKgRzLMI04YuCWfnsQrR2YQRAngRfBAmVoBIrGF1m7VCQ
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+1SMHtr/74Y7ZoF5yAWrRedQjUhuyxJKFG9ZsJuXeGfolGg5tRK/RakK7IJHAGQ6AT4h@8rY2/QdHV8yqYuRt8yV
AGgroQqjGPG2nfu/XTV+WF1a1xm+MU2zGrbERODgOhfXkUjHI6GYaPULsPDQqnS1WpPVT/wbbr+0gLK1108ecs
wmaQd4HTWthDK5PYvpTQpoT1zot1uz40iqBayTUbaK1GxYgHLE2Hj4+dqymEev3hWNsFeB1+87BFhdaFtadPTm
9Poy1rN73adb7Y+yxI8BVkuf2h8ACrGAX+Tk3zdK8tL7xcQCFYZwDZuzgooQPyKdut jNImOwWHNHS5fFFZedTGh
BkXE6Rer690jJud/UWMjbo@ScE3B3jAiUSCkMTh4hqEK14Eu1tU9t8NuoNmL+ILX9hG62VI0dh54yHIG16fd]jb
AkFPQIvp2M@S/YPE6XOTVC+1aXQffIjMLmLf1Xs5bIT+GmlvFKoB/bRrZvQ3T9E2cFgPWGXY4KtyB7Ys0QnSaD
7MQKNayelP3N6YTKWYGrIMD5h10F270HV1E2xcOk71GVI1TsGO7 r FWGpHkh1I55DRrz150cR91+255YK345¢czC
RDONBT3mhsvMt89qx7z3an11Gzz1IB6ICW/qake32G7e78MN3HYIsjDKf1ciw5Ui68A8Q8kW13v7WIficIEQep
F/MIL2M/eZYpPAUden1SQUINU2Y+RNgF@1/BihvMPh4BW8gcLFgvaG/hXIQRf9aU/5mpohUSUbwbpcXfmjvB6I
A1Tg7DALCFSZvMWmEKsXMEmH/bbJIYN7n9geoM5pd0OVO1t1oUF9zhKAEfM5KxRuZceP7xEBuEqaISCuI0ZSU90
VzXFB2cS3uPimeh/pv5Xm1BDIX7T/YEOTV3cEA9ZbUaiTbG2fVxLNvDvDepQnb5LtDdckUwVSTUcasudoBhMiG
n2E8Co5yPxbBDHIUG 1 +mkkK3syuyRwBkOgNeIdPK2Nv@OHR1fMgmLkbfM1QBoK6EIIxjxtp37v101flhdWtcZv]j
FNsxq2xETg4DoX15FIxy00GGj1C7DwoKp@pVqT1U/80mb/jqiypZdPHnLMImkHeBO1rYQyuT2L6UAKaE9IcbLdb
s+DoqgWsk10mitRsWIB5RNh44e1R/aX9aMot7210hJRpssPemukX2arrJkSNOoojzQyONIVQAt616XAsVhgBny
HB8Yc+XSMYLO9OXFZYLZZE1ub4Lbz50g9k@Ls7duzoyH55vDa2zWAdi0rzi@T9pxuqb00L5vAvrsw32FSIw1yB]
86ZWMV1RYiEJYdfOXFYx4e6ZBUW5VDN5i0LCE9/X+bC30IBCncbHdc5viN4jRZagyFLIKQFXWVL7nIxNcQy8Gj
NB4Qu648fD4Ror2mNezuoilgWkKRGIyR8sG/imnDao94nPgjhtqF7yJ]+IR8Tb5bWwDIb8d9wzR8y+0b3hZFGHr
67eqe7Qbi32M+QDKPKwtVIkdKGReu5TrzBSF31dTeyEHFcluf8+93QZwHQnWI4EPcTWbzSrq3YpfICRZSKCDaF
Ss2EGtg904Kaw9+ImLTNOmWYybIHhhEx4VCDQNQRQ3Z6bz/vk7h1csVSNjj79k/E2Su3d06efedjazKS4xGUT5
oghBpu+XL1IyqJQzkC@zPG/QUR15tvU24ubG3WQv5Mkhg3uf2Bogzm105U6W2Wgt Iyx+eE1429W020HiEdpHYM
qxs3QhahYPhql jwtfuf4ixCvm9ukCvyS4Kzd9iHaMaz/@jUyVMRkqT2q9kT17xDSreSyYCSW81a3ISVETNj8XR
qxTsxK61tJJ6UWda1fRUywgBtdNurkkXn21VeJ9jv7udEatUqKiKoCSDSPoqxrp3+MT1VVhiHT1lan/Xbrzble4
GmCbDSC2h0Z0s8xy3glbtdadQhCEMgm3kskqloKWukzLur6bWMb7KyhodSJ0sveULGBjgLYuT2vmUFFdVhsUPh
0jb7YjsCxSTmMVLTyfKF3JgJeUPoNC195P6prcIa7HZ1myYINrYkPBZNddEZ49Woac911+LAI30FmCyrNu2kE]
MIBtzsIiT3beRWKWALA8tIpGQp55N1GD7mucNy218CY7860L5j90Z0HMTmk fXA/cIVHZ25fBenfeiilsTROuXx
RWXnUx0QZFx0kXq+odWyNORGIPFSSsP1ab+6wP2R3MXYu5U5tIJeWfzjmXfIulsyuImdD1TVsIXATf7R90GDb6
MxkLgj17gGG+yN24L1FSyRGwukKNV6R51rg7N/whm7U91tiGnmT0a7Ec]7ZmkGKRF+e1FTLemGBDTFXYXU1MeCm
JXMN5SjvIdBmhbocb8mzSYztsudhge8asFi/sS2CjyhHV8A4WAVVIdUZ7d99/08mrBHDUhNjXCAEgbHUSrnbCO5
kqEXkz7fnfSsbeGmNDFHCwgWaWOuOcRPzCrpWVfSS6LbAKIZ1IZs7bjalOEZmCeH9aVPLYKNNIn1QV8shQsilLA
/w4mXR1vzHS1pCEzYy1ijvbDdPNLCT5) rbOm1NjynPoeRG/DkuzUZWLMc9cDIwhUdnb18F6d96KImxNHS5FFFZe
dTGhBkXEb6Rer690jJud/UWMjbo@ScE3B3j8F3RLfkhyYt9ywUIv4Br1L2U47pyBNY81k1j71j0qcnGkF4PYKyq
IIBddwtXRMJIU+bU135dq6xF9DnLmDe@hcnQh1pMn4j/HeCmr4DWc03AcVdFVadxRwWtAPIAQOZIKQwdtTGI+3M
1s0C3THYf1leXBUat0+N4Kin53up311wqS5XbkMbpTaEnc+8fyBD8nmLUIUHqPDWIDT7i6bar99gr@qQIguAHfH
220k0T5K9EJUONwAIzqKo9Xyg+g0SIMeIxbaZN72PHAPT7ZxHUcpVge1IkpRkFImbaYKOXRKIZXtU2ZA25/NTz
FJo/zRcM1Tr5A1Cd/vDvsEGOPE+r rVmwBv1lmj1h3p1lnQakMsQpFjifnsQrR2YQRAngRfBAmVoB5Ki7]jmnesrQ
WtQI+yCxw7B165ZQfGYtYrgfidrwljq70HV1E2xc@k71GVI1TsGO7r FWGpHkh1I55DRrz150cR91+2j5YK345¢
zCRDONBT3mhsvMt89qx7z3an11Gzz1IB6ICW/qaKe32G7e78MN3HYIsjDKf1ciw5U168A8Q8kW13v7WIficIEQ
epF/MIL2M/eZYpPAUden1SQUIhU2Y+RNgF@1/BihvMPh4BW8gcLavAlc51/z99f6z]TFynv/e10YDggTn+vncz
4Trz8GKJIxmfIMEGb12D0S0qp2s3AyZx0bBadMjt0jZHvmkVMLZWSyIw8f2GEmE iMu8wfICdB5QwbjouleqIQOa
qAZ1kY2809DfqRV7hSIV4sVKAPDRAMmMOSz]/abkvFpYEnmuOFwrLB1Uwsn2S7siLlwbixIXib/sbyJY5FIh+68x
fnOknnCoy3PdbDhNf313QWHKMbdKpBU+kweLxPdx9r9t/ETHjQsFqUey80j57cNb1Ng/p6XfSbIH/nfu72HovY
JVIMIs1h51F911/54rN/fD8XFj73s5wal TxkTyfhL4YV8)jBamlq856)6RIA8q5czEe5bk8khg3uf2BbgzmlesU
oW2WgtIyx+eE1429W020HiEdpHyMgxs3QhahYPhql jwt fuf70+GEuOWKYKMSPYbEpxGUKpI4e1lL60IN3XkKTST
METnkMOTOKy@wqraUGGWGLeMB7607RfDoJYgQxu1LpE1Ewauok4k3aH26xkx+118g5+RBICqEzD6LIATXURQCT
RCDxuXAgcs1001GcAg9EOGDICTnsQrR2YQRANgRTBAmVoBxBXEaYkVwL6@@zo5chnnCy6YgOIKwLB1VdKOxmXV
/epludqhhEPwsrf6FYxV57ruBkF3NKFHUPJ1bbex6WyfXHzPRLmim3sxgNnyK1xZ/Z31PcWqiV@vmQblkJ2LAD
+yxfA/P6Tx1SCVKTs1YdzmNCYFpCkRickfLBv4ppw2qPelz4I4bahe8ifiUfE2+W1sA/W/HfcMOfMvjmI4WRRh
6+u3qnu@G4t9jPkAyjysLVSZHShkXruUb8wUhdyXU3shBxXJIbn/PoN@GcBOI1veBD3NVm80q6t2KXyAkWU1igg2
hUrNhBrYPTuCmsPf1J10zdJ1mMmyB4YRMeFQg@DUEUNSM7k2Pms4f+oY39e/vAXTrI67eK9rxT5X5P3SfyanQz
bvXam24T7qX3+sa0rrNJJjmvqlKvGKpGjK9COGYRpIY;jCBzCHVESujJaAat1IKOnQinvkhELzr3u2T1NyKTuqq
bdKcBOgPPrvWOMErkxWFx fgksPw7Vh3rvHG6tV74b+CD842TQc/H3BcBXwSgpde9KAIRAkpSuj5kfTPNT54R2V



6sQJpOPyPBHNFqyhVHMd@AdL18UV151MaEGRcTpFbvr2iMm539RYyNujRIwTcHePmZ7FgimIn8ZDQjNbX6uEsFX
30pLtpIg+L9Y1i2L1gzN8epWnL8sq3+fGLrKpIz6Q7jShirVtQtjF74FtImLTYsoOLjxDTi0Ec+kvpReSyG5EQ
s60dtpRbwlcfolb66fxybf24t+0vIu3HsK11iZFca8dCHWkyfiP8d4KavgNZw7cBxVOVVrTFHBaOASjRDRkkpDB2
1MYj7cyWw4LdMdh+V5cFRq07439qKfnebnfXXCpL1duQxulNoSdz7x/IEPyeYtQhQeo8Nb@NPuLptqv32CvSpA
1C4Ad8fbY6Q5Pkr0Q1Q43Dgj00qj1fKD6ASIkx4nFtpk3vY8dA9PtnEdRY TWN+N+Tnw9H31q9ZVcISo9spL/2w
6nA2E6WI+Q29EWTq71Z57AZZ1TTkDkSIRSGi10BhZap1goE1yLRMIBVhEWT j4MPgGowCy10GDafYaCmtt15iv01
gxNHBZPhIGe2jzWY12q/DCSOYVXqDKv9SecBomI2uTFeC/iksifqT2y5vfK2ELubloPZ]7XBBptuVoNL2MOS/Y
PE6XOTVC+1aXQf fAWbsTspDxamXzNn65LhpWaW8nQ+8iq5hjHKzcci1kbesUyHC/n1M7GYNFwbMiPq4LzTON+p
FXuFIhXixUoASNEAYY5LMn9puS8W1gSead4XCssGVTCyfZLuyIvBuLEheJv+xvI1jkUmH7rzF+c6SecKjLc91s
OE1/eXdBYcoxt@gkFT6TBwvE93H2v238TUeNCwWpR7LyiPntwluU2r+npd9Jskf+d+7vYei9iNUgz2yWHnV/3U
j/nis398Pxd+PtV55ktP0O0hRIZ5xt5yra+87aQ05j051fDVbc4vQxiLPChTBqP4MVNZMtV3zeRgV1yCCYk4GtO
ELriYv6FMu1dJAvaZUNv2+9wMfURk+nj@pzIPR1gkoV5UMbByV@ACuCCHIxX116FFhRFk/sRRUWMtX18KUzbTzH
L9S4vvwPrdcdSY4+3z95rxqJ+16mmAsS3Nbmkdu10Vuizn7xWBk@y27ycRRtTdHPrvHGj02cJ4r27upeyU8dMm
wte+x4NC03De@0VeYHPh5Cdi5+hzwEv0ieSgBwXITwZLDQILHp3wPkdOk4wtKTmOAvUVXg7jdmewEhGjWrekrQ
SMiXmcCP59MFcsRV6A5Qz++LoFCtTowLiz61Lk4z1R4aw+Nkwr9/mDjwB/EglcjcynzmasVGODtx 1AMONVmABK
enkQznERvfu/krMd3WHcE jhBpRw2ATWUZmM7TcW5kSnG+B/0bsQnovyr+0kuWbItZShf4qGe148WFyMpN31Ejv
irvV+KyGeWaJxg3uRxVHGI+1LwHSYmx1s+b1Lo1GXFL1aGamBkLMI5wnBywVIHCz0BxL1qe fMxkIB4++ete9Xz
ZYNDxzcpP2Id/QNC4br1dgpIaSEVMNsmQ3izK2nIEKIk7CDSbkF8riQxXVIzN8/jCVI6UES2AeQIWLhK@O3hhWT
DOtCQTgfG/Is@mM7bLuIYHPGrBYv7Etgo8oR1fAOFgFVSXVGe3fffoPIqwRw1IZ41wgBIGx7kq52wjuZKhF5M+
3530rG3hpjQxRwsIFmLjrjnET8wq6V1X0kui2wCiWZSWb02421te3xjtWQP20h8rYB5+66tjEfQK6XrMohWSDK
wPCfNagJxxYS6QsHMspmsXGjYEHdzIPR1igkoV5UMbByV@CuCCHIxX116FFhRFk/sRRUWMtX18KUzbTzHLIS4vv
wPrdcd9pbVepul/Pw@/5yEsmHG+hkIB4++ete9XzZYNDxzcpP21d/QNC4br1dgpIaSEVMNTz6m2YAkrcC18Lx8
B9IL9kQoPTLdcQgQ+DYZq5TUkk1IFeoMES16UxdNiTQFO80oNKLripe/MXMOLzGWDyw5IDdHuyVeeGTDgsr7LxSr
2aEiQeelzIpfAMGzOTWkpcrmgm5EL11vbL5NWKVUTmIaxsC0ip9qrZpoIXy@EYDmiB54Md42]cqgtQabX5y8QC
X9/2V9+j0S4SNxYutGWwIe40i0kaRQxMSAivOsF6MWzIr1/uuC28+alINC703bsbMh+e+21wtk/ROKPTISPVPY
DZd12wpWAkbZMWdqLXNT4341PzmFJIX0t2WjWgc1CI4E13yGQkHj756171fN1g@PHNyk482FoENAoCgRdidLFb4
nRSdOyeOn9QAm1iCTw+Bm4hbI5¢cID+1jUw3vewECyDd4HgrLB1Uwsn2S7silwbixIXib/sbyJY5FJh+68xfn0k
nnCoy3PdbDhNf313QWHKMbdKpBU+kweLxPdx9r9t/E1HjQsFqUey80j57¢cNb1Ng/pbXfSbIH/nfu72HovYjVIM
9tAQnJj206tsv4fssbjkboHkFymhoNeuUvfInzi1ZySPgpNHDRFPbaLW/dtgAmraeQ==</CipherValue></Ci
pherData></enc:EncryptedData></mb:Data></mb:MetadataBinding></mb:MetadataBindingContai
ner></mb:BindingInformation></dcs:dcs_object></wfs:member><ds:Signature xmlns:ds=
"http://www.w3.0rg/2000/09/xmldsig#">

<ds:SignedInfo>

<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/TR/2001/REC-xm1-c14n-20010315
"/>

<ds:SignatureMethod Algorithm="http://www.w3.0rq/2000/09/xmldsig#rsa-shal"/>
<ds:Reference Id="id" URI="#feature_1">

<ds:Transforms>

<ds:Transform Algorithm="http://www.w3.0rq/2000/09/xmldsig#enveloped-signature"/>
</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<ds:DigestValue>WApjIBfE4PBiaEeQvgQRglLeN4CQ=</ds:DigestValue>

</ds:Reference>

</ds:SignedInfo>
<ds:SignatureValue>di8sRC1ASEWh9YRIsict4bHCCF1SPGVy5g9/mhBzcS/oUqt4ix3qxTAFUIALoBCLQ
QEGY60IKAKBQ7m47mIhOE jWwrfiY7fI0Dwue9Ze90zs]Ivv1UMv8x2rAngdbZodhU
4CztFrV9i1AR8yNnD9IhnOfSnweG260wIEq74PqmEDOWIBNTGU7/3QmoglinCUvCsQ
wGagndTyPKSM2ABVEnMM10wDYNyXEgDEbtN7eLw17B7unlyQc3CY91UCNIu9Xg2y

E6Q5BWj TdHC1S24aF1B60qF@zc2rqnjQkgVonWdtIujgGNct0+c2/g136VOvVidx
P7uVarSDtNd3XVVZLZa/9g==</ds:SignatureValue>

<ds:KeyInfo>
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<ds:KeyName>Dr. No</ds:KeyName>
<ds:X509Data>

<ds:X509Certificate>MIIDuTCCAqGgAWIBAQIEYpLIdjANBgkqhkiGIw@BAQsFADCBjDELMAKGATUEBhMC
REUxEDAOBgNVBAgTB@JIhdmFyaWExDzANBgNVBAcTBk11bm1jaDEfMBAGATUEChMW
U2VjdXJ1IERpbWVuc21vbnMgR211SDEfMBAGATUECXMWU2VjdXI1IERpbWVuc21v
bnMgR211SDEYMBYGATUEAXMPQWSkemVheyBNYXRoZXVzMBAXDTETMTAYNTE@NDEwW
MVoXDTE2MDEyMzE@ONDEwMVowgYwxCzAIBgNVBAYTAKRFMRAwDGYDVQQIEwdCYXZh
cm1hMQ8wDQYDVQQHEwWZNdW5pY2gxHzAdBgNVBAOTFIN1Y3VyZSBEaW11bnNpb25z
IEdtYkgxHzAdBgNVBASTFIN1Y3VyZSBEaW11bnNpb25zIEdtYkgxGDAWBgNVBAMT
DOFuZHI1YXMgTWF@aGV1czCCASIwDQYIKoZIhvecNAQEBBQADgGEPADCCAQoCggEB
AJBxrjwhMmOGnSKT4DLsOx+R+c4dN3gA74/03NdsxUdy2r6QB65AVF8Rm3YF5p]y
Hzdr1f4310bjOHK2yRn6p@tXpc5yYwBad3tZMGTkyj4qhqqy/ugdLxYy4HYfCXE/
ec9UOTCDu7vfkbvmEfg8VOM2DfT6t5XnvFZmkUkSA14L4vQIPIthsFLyIXg2nN1h
tOMQeBWxc0zbogbEBAB7qalyumlrrIojksHd9Tb40m/BIp+JIxcocRjGmSq7XoKZ1
GuXmWXSnrc877AnET/+KbeadzqH+0044zP2G0XdCCMiKtL7nxqIAfwucp3SEGtqH
XGNv61RGsqihQbt1bhRkprcCAwEAAaMhMB8wHQYDVRAOBBYEFIVLBZDvNUo/OX9F
MKRLz70FaUXXMA@GCSqGSIb3DQEBCWUAA4IBAQCA7FkGIOEOkIPrdyjCT8HxJvAd
1zNW539t1/SVYe4ducBm41523G6P0Kvz6kVHbS30J2Hi1Nd2FoQL9s2DMPN2ag9Q3
myzI8E9x8dowNKhaupmTJI/Edneqnp7pr/8/0612qBXTf00T4;8QPImZxUreqC+x
TCV9GCO0XuIVpBM6SGbEiFfjg0xLs3H07kBH1a78WAb8EYZGvIaoHCsqoIE+A/L9
e++xrYO9TN/wjIKrv665iRF3XG+WHj@1rUvz1PZzNHbLykqS048DhDc/ImaadiqZ
cNFF8NBHOLz1icsSo+GpeEnSIBKNCYwxStWI+dFWoHQxwyHrkn+0m+EiQ6/2w</ds:X509Certificate>
<ds:X509SubjectName>CN=Andreas Matheus,0U=Secure Dimensions GmbH,0=Secure Dimensions
GmbH, L=Munich,ST=Bavaria,C=DE</ds:X509SubjectName>

</ds:X509Data>

</ds:KeyInfo>

</ds:Signature></wfs:FeatureCollection>

For user "jane", the FeatureCollection is empty:
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<?xml version="1.0"?>

<wfs:FeatureCollection xmlns:wfs="http://www.opengis.net/wfs/3.0" xmlns:gml=
"http://www.opengis.net/gml" xmlns:mb="urn:nato:stanag:4778:bindinginformation:1:0"
xmlns:dcs="urn:tb15:dcs:1:0" xmlns:enc="http://www.w3.0rg/2001/04/xmlenc#Element"
xmlns:slab="urn:nato:stanag:4774:confidentialitymetadatalabel:1:0"><gml:boundedBy><gml
:Null>missing</gml:Null></gml:boundedBy><ds:Signature xmlns:ds=
"http://www.w3.0rqg/2000/09/xmldsig#">

<ds:SignedInfo>

<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/TR/2001/REC-xml-c14n-20010315
"

<ds:SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-shal"/>
<ds:Reference Id="id" URI="#feature_1">

<ds:Transforms>

<ds:Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature"/>
</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<ds:DigestValue/>

</ds:Reference>

</ds:SignedInfo>

<ds:SignatureValue/>

<ds:KeyInfo>

<ds:KeyName/>

<ds:X509Data>

<ds:X509SubjectName/>

<ds:X509Certificate/>

</ds:X509Data>

</ds:KeyInfo>

</ds:Signature></wfs:FeatureCollection>

Invalid FeatureCollection Issue

As illustrated in the example for user "joe", the <ds:Signature> element is included in the XML as
last child of root, aka the <wfs:FeatureCollection> element. According to the current OGC WFS
schema, this is invalid.
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