OGC Testbed-13

Security ER



Table of Contents

. Summary
1.1. Requirements
1.2. Prior-After Comparison
1.3. What does this ER mean for the Working Group and OGC in general
1.4. Document contributor contact points
1.5. Future Work
1.6. Foreword
. References
. Terms and definitions
3.1. Authorization Server
3.2. Resource Server
3.3. Access Token
3.4. QGIS

4. Abbreviated terms

5. Overview

. Overview to Standards leveraged in this ER
6.1. SAML (Security Assertion Markup Language)
6.2. OAuth2
6.2.1. Example - Email Alert Application
6.3. OpenID Connect
6.3.1. Example - Email Alert Application Plus
6.3.2. OIDC UserInfo endpiont
. OAuth2 Plugin
7.1. The Trust Principle for OAuth2
7.1.1. OAuth2 Trust for public clients
7.1.2. OAuth2 Trust for confidential clients
7.2. OAuth2 Trust for QGIS
7.3. Registration of the OAuth2 Plugin
7.4. Dynamic Client Registration (RFC 7591)
7.5. Registration of the OAuth2 Plugin in TB13
7.5.1. Software Statement for Download
7.5.2. Software Statement built into Binary Bundle
7.5.3. Manual registration
7.6. Software Statements for Testbed 13

7.6.1. Software Statement for the Authorization Code Grant (display code)
7.6.2. Software Statement for the Authorization Code Grant (localhost redirect)

7.6.3. Registration for the Resource Owner Password Credentials Grant
7.7. The QGIS Authentication Framework

© 00 00 00 00 00 N U 1 U1 U1 B = b

DN DN NN DN DN DN NN R R R R Rl ) ) ) ) e s
© 00 J U1 P N =, O O ©W 0 00 N N N9 9 b 0N =B ==, o



8. SAML2 Plugin
8.1. The Trust Principle for SAML2
8.2. The SAML2 Plugin Implementation
8.2.1. Identity Provider Discovery
8.2.2. Possible Authentication Methods
8.2.3. ECP Implications to IdPs
8.2.4. Single-Sign-On
8.2.5. Session Lifetime
9. OAuth-enabled Web Processing Service
9.1. WPS as OAuth Client
9.1.1. Authorization Code Flow vs. Client Credentials Flow
9.2. WPS as OAuth Resource Server
9.3. Implementation
10. Security in Workflows
10.1. Overview
10.2. Dominating Privileges
10.3. Tunneling Proxies
10.4. Identity Mediation
10.5. Implementation
10.6. OAuth scopes
11. Technology Integration Experiments
11.1. Workflow Security
11.2. Security Enabled Client
11.3. QGIS Plugin
11.4. Summary
12. Conclusions and Future Work
12.1. Conclusions
12.2. Implications to OGC Standardization Efforts
12.3. Future Work
12.3.1. QGIS plugin to parse security annotations in Capabilities
12.3.2. OGC Web Services Security Standard
12.3.3. OGC WFS/FES SWG
12.3.4. Federated Identity Management and Secure Access to OGC Web Services
12.3.5. Integrity on XML Encoded Documents
Appendix A: Technology Integration Tests
1.1. QGIS OAuth2 Plugin TIE
1.1.1. TIE with SECD RS and AS using Authorization Code Grant
1.1.2. TIE With SECD RS and AS using Authorization Code Grant with manual finish
1.1.3. TIE with SECD RS and AS using ROPC
1.1.4. TIE with Dutch Kadaster RS and AS
1.1.5. TIE with 52North WFS and AuthO.com AS

31
31
31
33
34
34
34
35
36
38
40
43
43
45
45
45
47
48
49
52
54
54
54
54
35
56
56
57
57
57
57
58
58
58
60
60
62
69
76
80
85



Appendix B: How to use the QGIS Plugin for OAuth2
1.1. Installation
1.2. Compile from Sources
1.3. The QGIS OAuth2 plugin Development
1.4. The QGIS Plugin for OAuth2
1.4.1. The Dutch Kadaster Resource Server
1.4.2. The Plugin Registration Process
1.4.3. The Actual Use
Appendix C: How to use the QGIS Plugin for SAML2
1.1. Installation
1.2. Compile from Sources
1.3. The QGIS Plugin for SAML2
Appendix D: Revision History
Appendix E: Bibliography

91
91
91
93
94
94
94
98
100
100
100
102
105
106



Publication Date: 2018-01-11

Approval Date: 2017-12-07

Posted Date: 2017-11-13

Reference number of this document: OGC 17-021

Reference URL for this document: http://www.opengis.net/doc/PER/t13-AB002
Category: Public Engineering Report

Editor: Andreas Matheus

Title: OGC Testbed-13: Security ER

OGC Engineering Report
COPYRIGHT

Copyright © 2018 Open Geospatial Consortium. To obtain additional rights of use, visit
http://www.opengeospatial.org/

WARNING

This document is not an OGC Standard. This document is an OGC Public Engineering Report created
as a deliverable in an OGC Interoperability Initiative and is not an official position of the OGC
membership. It is distributed for review and comment. It is subject to change without notice and
may not be referred to as an OGC Standard. Further, any OGC Engineering Report should not be
referenced as required or mandatory technology in procurements. However, the discussions in this
document could very well lead to the definition of an OGC Standard.


http://www.opengis.net/doc/PER/t13-AB002
http://www.opengeospatial.org/

LICENSE AGREEMENT

Permission is hereby granted by the Open Geospatial Consortium, ("Licensor"), free of charge and
subject to the terms set forth below, to any person obtaining a copy of this Intellectual Property and
any associated documentation, to deal in the Intellectual Property without restriction (except as set
forth below), including without limitation the rights to implement, use, copy, modify, merge,
publish, distribute, and/or sublicense copies of the Intellectual Property, and to permit persons to
whom the Intellectual Property is furnished to do so, provided that all copyright notices on the
intellectual property are retained intact and that each person to whom the Intellectual Property is
furnished agrees to the terms of this Agreement.

If you modify the Intellectual Property, all copies of the modified Intellectual Property must include,
in addition to the above copyright notice, a notice that the Intellectual Property includes
modifications that have not been approved or adopted by LICENSOR.

THIS LICENSE IS A COPYRIGHT LICENSE ONLY, AND DOES NOT CONVEY ANY RIGHTS UNDER ANY
PATENTS THAT MAY BE IN FORCE ANYWHERE IN THE WORLD. THE INTELLECTUAL PROPERTY IS
PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING BUT
NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR
PURPOSE, AND NONINFRINGEMENT OF THIRD PARTY RIGHTS. THE COPYRIGHT HOLDER OR
HOLDERS INCLUDED IN THIS NOTICE DO NOT WARRANT THAT THE FUNCTIONS CONTAINED IN
THE INTELLECTUAL PROPERTY WILL MEET YOUR REQUIREMENTS OR THAT THE OPERATION OF
THE INTELLECTUAL PROPERTY WILL BE UNINTERRUPTED OR ERROR FREE. ANY USE OF THE
INTELLECTUAL PROPERTY SHALL BE MADE ENTIRELY AT THE USER’S OWN RISK. IN NO EVENT
SHALL THE COPYRIGHT HOLDER OR ANY CONTRIBUTOR OF INTELLECTUAL PROPERTY RIGHTS
TO THE INTELLECTUAL PROPERTY BE LIABLE FOR ANY CLAIM, OR ANY DIRECT, SPECIAL,
INDIRECT OR CONSEQUENTIAL DAMAGES, OR ANY DAMAGES WHATSOEVER RESULTING FROM
ANY ALLEGED INFRINGEMENT OR ANY LOSS OF USE, DATA OR PROFITS, WHETHER IN AN ACTION
OF CONTRACT, NEGLIGENCE OR UNDER ANY OTHER LEGAL THEORY, ARISING OUT OF OR IN
CONNECTION WITH THE IMPLEMENTATION, USE, COMMERCIALIZATION OR PERFORMANCE OF
THIS INTELLECTUAL PROPERTY.

This license is effective until terminated. You may terminate it at any time by destroying the
Intellectual Property together with all copies in any form. The license will also terminate if you fail
to comply with any term or condition of this Agreement. Except as provided in the following
sentence, no such termination of this license shall require the termination of any third party end-
user sublicense to the Intellectual Property which is in force as of the date of notice of such
termination. In addition, should the Intellectual Property, or the operation of the Intellectual
Property, infringe, or in LICENSOR’s sole opinion be likely to infringe, any patent, copyright,
trademark or other right of a third party, you agree that LICENSOR, in its sole discretion, may
terminate this license without any compensation or liability to you, your licensees or any other
party. You agree upon termination of any kind to destroy or cause to be destroyed the Intellectual
Property together with all copies in any form, whether held by you or by any third party.

Except as contained in this notice, the name of LICENSOR or of any other holder of a copyright in all
or part of the Intellectual Property shall not be used in advertising or otherwise to promote the sale,
use or other dealings in this Intellectual Property without prior written authorization of LICENSOR
or such copyright holder. LICENSOR is and shall at all times be the sole entity that may authorize
you or any third party to use certification marks, trademarks or other special designations to



indicate compliance with any LICENSOR standards or specifications.

This Agreement is governed by the laws of the Commonwealth of Massachusetts. The application to
this Agreement of the United Nations Convention on Contracts for the International Sale of Goods is
hereby expressly excluded. In the event any provision of this Agreement shall be deemed
unenforceable, void or invalid, such provision shall be modified so as to make it valid and
enforceable, and as so modified the entire Agreement shall remain in full force and effect. No
decision, action or inaction by LICENSOR shall be construed to be a waiver of any rights or
remedies available to it.

None of the Intellectual Property or underlying information or technology may be downloaded or
otherwise exported or reexported in violation of U.S. export laws and regulations. In addition, you
are responsible for complying with any local laws in your jurisdiction which may impact your right
to import, export or use the Intellectual Property, and you represent that you have complied with
any regulations or registration procedures required by applicable law to make this license
enforceable.



Chapter 1. Summary

The Security Engineering Report (ER) covers two Testbed 13 topics:

* The implementation of authentication and authorization plugins for the QGIS open source
desktop GIS client and

* the implementation of secured workflow.

The authentication plugins implement the SAML2 ECP with PAOS binding and IdP discovery from
the SAML2 federation metadata URL. The access right delegation plugin implements applicable
OAuth2 grant types.

Regarding the first topic, this ER discusses the "fit for purpose" aspects for the OAuth2 and SAML2
in the context of an open source desktop application. It also covers the QGIS development as well as
building and deployment aspects. Most of the work related to this topic was provided by Secure
Dimensions.

Regarding the second topic, this ER outlines the architecture approach and the implications to
implementations for security in OGC service workflows as well as the implementation approach
itself. Most of the work related to this topic was provided by 52°North.

1.1. Requirements

The requirements addressed by this ER are the implementation of access right delegation (OAuth2)
plugin for QGIS as an extension to version 2.18.4. These are able to use OAuth2 protected services
WMS and WMTS provided by Dutch Cadaster.

The requirement for workflow security is also to document the following use cases, as implemented
by 52°North:

» Use Case 1: Dominating Privileges

* Use Case 2: Tunneling Proxies

» Use Case 3: Identity Mediation

1.2. Prior-After Comparison

The security state before the Testbed 13 was that the QGIS Open Source desktop GIS was capable to
connect to OAuth2 protected OGC Web Services, but a manual registration with Authorization
Servers was required.

QGIS was not able to connect to OGC Web Services (OWS) protected with version 2 of the Security
Assertion Markup Language (SAML). It was also not possible to construct workflows of protected
OGC Web Services.

After Testbed 13, the Open Source desktop GIS QGIS can be used to connect to protected services
leveraging OAuth2 and the plugin registration is simplified by the use of digitally signed software
statements and Dynamic Client Registration. Now, it is also possible to connect to SAML2 protected



OGC Web Services that support the SAML2 Enhanced Client Proxy Protocol (ECP). In workflows,
different security recommendations (in addition to those exposed in Testbed 12) will enable the
construction and execution of workflows comprised of secured OGC services.

1.3. What does this ER mean for the Working Group
and OGC in general

This ER has security applicability (implications) to different OGC working groups, as security is a
crosscutting theme across the entire OGC domain.

For the OGC Security Domain Working Group (DWG), this ER provides results towards the use of
"modern” security solutions like OAuth2 and SAML2 which expands the generally simple
authentication, such as HTTP BASIC authentication. It should thereby stimulate the use of modern
security in infrastructures to make protected data sets available via OGC Web Services. Beside the
technical merit, this should provide new security based business opportunities.

For the OWS Common Security Standards Working Group (SWG), the implementation of the
security extension to QGIS will enable testing the described approach of annotated capabilities
regarding aspects like 'fit for purpose'. The feedback will be valuable to the SWG in the process of
standardizing the interoperability aspects.

The aspects of workflow security may introduce novel approaches to develop and execute
workflows of secured services. It should stimulate discussions in the Workflow DWG and the
Security DWG regarding the 'fit for purpose' and interoperability aspects.

1.4. Document contributor contact points

All questions regarding this document should be directed to the editor or the contributors:

Table 1. Contacts

Name Organization

Andreas Matheus University of the Bundeswehr
Benjamin Pross 52°North GmbH

Christoph Stasch 52°North GmbH

1.5. Future Work

It is expected that this ER stimulates future work regarding the OGC to standardize requirements
for client applications to work on modern security aspects and the work being standardized by the
OWS Common SWG. More details can be found in section "Conclusions and Future Work".

1.6. Foreword

Attention is drawn to the possibility that some of the elements of this document may be the subject
of patent rights. The Open Geospatial Consortium shall not be held responsible for identifying any



or all such patent rights.

Recipients of this document are requested to submit, with their comments, notification of any
relevant patent claims or other intellectual property rights of which they may be aware that might
be infringed by any implementation of the standard set forth in this document, and to provide
supporting documentation.
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Chapter 3. Terms and definitions

For the purposes of this report, the definitions specified in Clause 4 of the OWS Common
Implementation Standard OGC 06-121r9 [https://portal.opengeospatial.org/files/?artifact_id=38867&version=2]
shall apply. In addition, the following terms and definitions apply.

3.1. Authorization Server

The server issuing access tokens to the client after successfully authenticating the resource owner
and obtaining authorization.[RFC 6749]

3.2. Resource Server

The server hosting the protected resources, capable of accepting and responding to protected
resource requests using access tokens.[RFC 6749]

3.3. Access Token

Access tokens are credentials used to access protected resources.[RFC 6749]

3.4. QGIS

A Free and Open Source Geographic Information System[http://qgis.org]


https://portal.opengeospatial.org/files/?artifact_id=38867&version=2
http://qgis.org

Chapter 4. Abbreviated terms

NOTE: The abbreviated terms clause gives a list of the abbreviated terms and the symbols necessary for
understanding this document. All symbols should be listed in alphabetical order.Some more frequently
used abbreviated terms are provided below as examples.

» API Application Programming Interface
* AS Authorization Server

» ECP Enhanced Client Proxy Profile

* RS Resource Server

* OAuth OAuth

e OIDC OpenID Connect

* RFC Request For Comments

* OP OpenID Connect Identity Provider

* OWS OGC Web Service

* SAML Security Assertion Markup Language
* SSO Single-Sign-On



Chapter 5. Overview

This public engineering report is being produced during the OGC Testbed 13, executed from April to
December 2017. Even though the title is broad, this document focuses on specific security topics
that were worked on during Testbed 13.

This document contains the following information:
* Introduction / Overview to the OAuth2 / OpenID Connect and SAML2 standards as they are key
to the activities covered by the ER.

* Detailed discussion on the use of OAuth2 with Open Source desktop applications, such as QGIS

* The use of the QGIS plugin for OAuth2 and the options to register the plugin with OAuth2
Authorization Servers

* The use of the QGIS plugin for SAML2
* How to compile and install the QGIS plugins for OAuth2 and SAML2

* Introduction and details on implementation of security in workflows based on the OGC Web
Processing Service (WPS)

* Technology Integration tests regarding the QGIS plugin for OAuth2

This document was reviewed and approved by the OGC Security DWG on November xx, 2017

Note

Please note that URL provided in this document will not last forever. It is the
responsibility of the participant to keep the URL active until 6 months after the end
of Testbed 13; which is 1st July 2018.

NOTE

10



Chapter 6. Overview to Standards leveraged
in this ER

Note

This section provides a brief overview to security standards used in the testbed. For

NOTE any detail not presented, the interested reader should become familiar with the
standard itself by downloading a copy from the standardization organization. The
URLs can be found in the References section.

6.1. SAML (Security Assertion Markup Language)

The Security Assertion Markup Language (SAML) is a standard of the Organization for the
Advancement of Structured Information Standards (OASIS), an alliance partner of the OGC. SAML is
concerned with authentication and assertion exchange in trusted distributed systems to support
Single-Sign-On and Federated Identity Management.

Many years ago, the OGC Shibboleth Interoperability Experiment conducted a study and prototype
implementation of SAML with OGC Web Services. For more information on SAML and how to apply
it to OGC Web services, please follow the link to the Public Engineering Report provided in the
Bibliography chapter.

6.2. OAuth2

First, one should stress what OAuth2 is not about: It is not about authentication and it is also not
about authorization.

Instead, the OAuth2 specification describes a framework that enables users to delegate a
(controlled) set of rights to an application so that it can access the users' resources. The cool thing
about the delegation is that the users must not share their original login credentials with an
application. Instead, the users approve the release of a - so called - access token to the application
that "carries" the approved set of rights. The application can then present the access token with the
actual request to access the user’s resources. The user is the actor in OAuth2 called Resource
Owner.

The most dominant use cases concentrate around social platforms like Facebook, Twitter, etc.
where the users grant a particular application access to user profile, emails, blogs, etc. It is not
relevant who created the application, but it is important that the user trusts the application. As the
user cannot establish bi-lateral trust, the OAuth2 specification introduces a 3rd party called
Authorization Server.

The Authorization Server is the actor that allows application developers to register and manage
their applications. Once registered, the Authorization Server is capable of releasing access tokens to
the application once granted by the user. But before the user can approve the release of an access
token (which keeps a certain set of rights), the user must authenticate with the Authorization
Server. How this authentication takes place is outside the OAuth2 specification. But it is mandatory
that the authentication provides the Authorization Server with sufficient information about the

11



user.

The third actor in the OAuth2 framework is the Resource Server. This actor is responsible for
authorizing requests from applications to user resources. Basically, the Resource Server must first
check if the access token is valid; and if it is, check whether the requested action on the resource
was previously approved by the user. OAuth2 manages the associations between different rights
and access tokens via scopes. If the request to the resource is involving a scope that is carried by the
attached access token, then the resource is returned. In case that the application does ask for an
action on the resource which is not covered by the scopes associated with the access token, then the
Resource Server returns an error.

From a business perspective, OAuth2 enables a market place where developers can build and
register applications that can be run by users to do "cool" things with their resources like pictures,
emails, messages etc. Business takes place if a user decides to run an application and either pays
money for the use or the application displays advertisements. Either way, it is attractive for
developers to register applications with an Authorization Server to make business. The OAuth2
trust model is exactly built for that: Individual developers register applications that can be trusted
and run by users to do cool things with their data.

This ER would not be about security if it did not mention the dark side of the things: If the user
trusts a malicious application, all kinds of attacks can be thought of that span from remote control
to the user’s data to forged (money) transactions in particular in scenarios with one-click-payments
enabled.

6.2.1. Example - Email Alert Application

The Email Alert Application can be used to illustrate the OAuth2 framework in more detail and to
show the limitations of OAuth2.

The Email Alert Application shall be an application that runs on a mobile device that processes user
emails and generates alerts when certain conditions on emails occur. For example, the user could
configure an alert that if receiving emails on the OGC TB13 from the initiative director after
business hours (which quite often happens for European users) to initiate an automatic reply
stating that it is off-hours. To bring the Email Alert Application to live, we need a developer for the
application and an Authorization Server. Say that Secure Dimensions implemented the application
and registered it with the Google Play Store. Once the user has installed and started the application,
it will ask for setting up trigger conditions. Once the user has done that, the application will ask the
user for permission to access the emails stored at GMail: "Please delegate access rights to read your
emails stored at GMail and send emails under your name". Once the user has approved this
delegation, the application can start fetching emails and check for the alert condition.

12
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Figure 1. Email Alert Application

This version of the application has one important shortcoming caused by the nature of OAuth2: The
application has no information about the user. The access token approved by the user just carries
the rights for the application to access the emails of the user but there is no information about the
user! Therefore, it is for example not possible for the application - unless it received the
information from the user itself - to respond with proper greetings at the end such as "regards
Andreas". In other words, with the information from OAuth2, the application could only send a
generic message "Your email was received during off-hours. I will start processing my emails
tomorrow starting 8 o’clock UTC". Please note that at this point we are stressing the lack of user
information, making it difficult to motivate the OAuth2 upgrade to OpenID Connect.

6.3. OpenID Connect

The OpenID Connect specification is an extension to the OAuth2 framework that enables an
Authorization Server to also release user information to the application. For the sake of
differentiation, an OpenID Connect compliant Authorization Server is called an OpenID Connect
Provider or OIDC Provider (OP). The compliance requires that three requirements are
implemented: (i) The OP releases the so-called ID Token, which is a JSON Web Token that contains
information about the user that delegates access rights to the application; (ii) the ID Token follows
the structure defined in the specification; and (iii) the OP operates the UserInfo endpoint. Without
going into details, OIDC also introduces additional flows for how the OP can release tokens to the
applications. The default is that the OP releases the ID token with the access token or authentication
code. This enables the application to establish a user session from the start of the flow, which can
be quite handy as we will see with the example Email Alert Service.

Even though OIDC introduces authentication to the OAuth2 flow, one must keep in mind that it is
just an extension and therefore is restricted to the OAuth2 framework and the specified flow.
However, the introduction of the hybrid flows provides more flexibility and control to the
application when requesting tokens.
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An OP can basically release three different types of tokens:

* id_token: OIDC specific token that contains claims (information) about the current user
 access_token: OAuth2 token that carries the delegated rights

* refresh_token: An OAuth2 token that technically enables the application to request new (fresh)
access tokens from the OP (AS respectfully) once the issued access token is expired.

6.3.1. Example - Email Alert Application Plus

The Email Alert Application is now split into two parts: The client part installed on the user’s
mobile device and a service back-end that can store conditions and process emails to raise alerts.
This application is now registered with an OIDC compliant Authorization Server - hence an OP.

With the user’s consent that the application can process the user’s emails, the OP releases an access
token (as before) but now as the duty to OIDC, it also releases an ID token. The ID token can then be
used by the application to establish a user session with the backend service as well as sending
emails with proper greetings (assuming that the ID token contained the user’s name).

raw emails
of the user

Resource Owner
(RO)

alerts for
the user \D and 3

OIDC Provider
- (OP)
- Client Application
(Email Alert App Plus)

session +| |User ID + config +
alert ails

.
.

Service to provide alerts

based on user emails Resou(rce)se“’er
RS

Email Alert Service
Figure 2. Email Alert Application Plus
6.3.2. OIDC UserInfo endpiont

In OAuth2, the access (and the refresh) tokens by default are opaque to the application and the
Resource Server. That means that it always requires the Authorization Server to validate the access
token or to obtain any more information associated with the token.

In that respect, RFC 7662 "OAuth 2.0 Token Introspection” introduces an Authorization Server
endpoint that allows the Resource Server to fetch token specific metadata. Some information

14



provided might also be about the user. But it is important to note that this endpoint was not
introduced to return user information such as profile information, emails, pictures, messages, etc.
The OpenID Connect specification introduces the UserInfo endpoint for exactly that purpose.

> e DA raw emails

. of theuser ...

Resource Owner
(RO)

alerts for

the user. OIDC Provider

(OP)

access token user

claim(s)

based on user emails @l

Email Alert Service Resource Server
(RS)

2017 Secure Dimensions OAuth2 - OIDC - In a Nutshell 6

Client Application

(Email Alert App Plus) %
session +| |User|D+ config + %
alert ails

-
.
.

Service to provide alerts

Figure 3. Email Alert Application Plus

Because an ID token can contain sensitive or personal information about the user, great care must
be taken when issuing a token. On the other hand, the receiving party must be able to trust the
information provided. In that sense, the OpenID connect specification introduces the concept of a
JSON Web Token (JWT) which is digitally signed by the releasing OP. And in order to ensure that the
delivery of the user information is caused to the right application, the ID token gets released with
the access token (or with the authorization code leveraging the hybrid flow) in the same HTTP
message.

Now, the application has user information, but the Resource Server does not as only the access
token gets submitted to the Resource Server. With an OIDC compliant Authorization Server, the
Resource Server can now request user information via the UserInfo endpoint. Important with this
option is to note that the access token is a Bearer token per definition. That means it is like cash. If
one "finds" a valid access token, the Resource Server will accept it (assuming that the request fits
the delegated rights). The use of a "found" token with the UserInfo endpoint would mean disclosure
of the user’s information to potentially phishing parties.

The detail of user information, that a registered Resource Server can obtain from the OP depends
on the scopes approved by the user; the scopes are linked with the access token. For example, the
OpenID Connect specification defines different scopes that release different level of detail
regarding the user information:

* profile: public profile information
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* email: the user’s email address
* phone: The user’s phone number
* address: The user’s address
Each scope is then linked with a defined set of claims that the UserInfo endpoint is going to return.

Please consult the OpenID Connect Specification for more details [1: http://openid.net/developers/
specs/].

The Resource Server can process the user information to fulfill a defined need. This can vary from
logging of access information, to user based access control or invoicing.
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Chapter 7. OAuth2 Plugin

Note

NOTE This section contains the contributions from Secure Dimensions regarding the QGIS
plugin for OAuth2.

This section provides a fit for purpose discussion of OAuth2 to be used for open source desktop
applications.

7.1. The Trust Principle for OAuth2

OAuth2 as standardized by RFC 6749 is a (access rights) delegation framework that enables a
resource owner to grant (restricted) access rights to the own resources for trusted applications
without providing the original access credentials, e.g. username and password to the application.
As outlined in the overview section, the user’s trust in the application is essential. As OAuth2 is
originally designed for online applications (either running inside the user-agent - aka the web
browser - or hosted on a web server), the question arrives whether the OAuth2 framework can be
applied to open source desktop applications.

The essential part is how the application and the Authorization Server establish trust. As defined in
RFC 6749, this is different for public and confidential clients. The question now is whether QGIS and
the OAuth2 plugin qualifies for either the public client or confidential client type.

7.1.1. OAuth2 Trust for public clients

For a public client - aka a user-agent hosted application typically implemented in JavaScript - the
application does not have a client_secret as it is unable to securely store it. For a public client, the
Authorization Server establishes trust via the application’s client_id and the redirect_uri. To be
precise, this type of application can only receive an access token by leveraging one of the redirect
URIs, registered with the Authorization Server. The supported grant types are the Authorization
Code or Implicit. As standardized in RFC 6749, the implicit flow returns the access token via the
redirect_uri whereas the authorization code flow returns the authorization code via the
redirect_uri.

7.1.2. OAuth2 Trust for confidential clients

Compared to public clients, a confidential client has the ability to keep its authentication
credentials safely. Therefore, this type of client application qualifies for any OAuth2 Grant Type that
relies on this feature.

For a desktop application, a type of encrypted storage could be used to keep the application
credentials. The keystore could keep the client_id, the client_secret and optionally the redirect_uri
for a given Authorization Server. It could also store the refresh token to remember the user
decision to grant access rights to the application.

As a confidential client application, the implementation of the Resource Owner Password
Credentials Grant and Authorization Code Grant via a trusted online redirect URL can be
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considered fit for purpose.

7.2. OAuth2 Trust for QGIS

But what about QGIS as an open source desktop application? What about the redirect URI for the
QGIS OAuth2 plugin? Clearly, QGIS does not have an online redirect URL where the Authorization
Server can redirect to in order to deliver the authorization code (Authorization Code Flow) or the
access token (Implicit Flow). The only similar option would be that QGIS establishes a localhost port
to listen on for the redirect. But, this would turn the client machine in a web server type of
machine, as it has open port(s) listening to HTTP traffic.

The other option regarding the redirect URI would be that for the QGIS application, a redirect URI
based on a custom scheme gets registered with the Operating System. So for example, QGIS could
register the scheme "qgis:" with the operating system and then register the redirect_uri to start with
this scheme. So for example 'qgis:callback’, where the scheme qgis would trigger to start the QGIS
application and call the function 'callback' that would then read the authorization code or the
access token from the redirect URL.

Assuming even this approach would work on any operating system, it would reset the QGIS
application state as it re-starts the application. This is certainly not ideal if the user has multiple
services connected and is enjoying a particular view when trying to add an OAuth2 enabled service.
Then losing the entire application state would require to "start from scratch".

An alternative approach would be using a generic online URL that can only be used with the
Authorization Code Flow to display the authorization code issued by the Authorization Server. With
this approach, the user must copy and paste the authorization code from the Web Browser window
into the QGIS plugin. This approach would ensure that the QGIS application state can be
maintained as the authentication code could be pasted into the configuration window currently
used by the user to setup the service connection. This approach also does not require that the client
computer must open a listening port. But on the other hand, this is a manual step for the user,
requiring a copy and paste action.

It is very important to note that this approach shall not be used for the Implicit Grant as the
Authorization Server would return an access token to the generic URL. Also, the Implicit Grant is
not fit for purpose, as the Authorization Server does not release a refresh token with the Implicit
Grant. Therefore, the plugin would need to initiate a Web Browser interaction each time the access
token expires. This is - despite the fact that the access token is exposed in the clear - not user
friendly.

7.3. Registration of the OAuth2 Plugin

Regardless which grant type the OAuth2 plugin is going to be using, the plugin must be registered
with the Authorization Server in charge for the Resource Server, before it can obtain token(s). In
principle, there are two different options: (i) manual registration and (ii) API based registration.

The normal process is to register the application manually with the Authorization Server. This is
typically done by the developer of the application and requires an out-of-band communication with
the administrator of the Authorization Server or an admin login. For Web Applications, the
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developer typically has a login into the Authorization Server that allows the registration of the
application. Once the application is online, any user can interact.

But this procedure is not fit for purpose for QGIS as the OAuth2 plugin as each user would have to
register the plugin with all the Authorization Servers out there (and that seems to be impractical).
Therefore, each user would have to register their own copy of the QGIS AOuth2 plugin with each
Authorization Server that is in charge of the protected services hosted at a Resource Server. Given
the number of QGIS users and installations, that seem to be an overwhelming number of client
registrations for each Authorization Server.

When configuring an OGC Web Service connector to use OAuth2 based authorization, then the
OAuth2 plugin should be able to register itself with the involved Authorization Server. At this point,
the plugin no longer exists as Open Source but as compiled and executable code. This has an
implication to the design of the OAuth2 plugin: It must be able to add this plugin as a compiled
module to QGIS, like Apache Web Server modules. Using this approach, the plugin can be compiled
independent from the QGIS main application. This is important as the trust with the Authorization
Server can be established with the compiling entity of the plugin.

With this trust in place, the QGIS Oauth2 plugin can be registered via an API based registration
mechanism, based on digitally signed client metadata - the QGIS OAuth2 plugin software statement.
Each entity that compiles the OAuth2 plugin can include into the binary a software statement, that
is digitally signed with the entity’s private key. And the associated public key can be made available
on the entity’s web server. It is also possible that the entity is using a X.509 code signing certificate
that can be used by any Authorization Server to validate the software statement used for automatic
registration.

An alternative to the described registration process based on a software statement compiled into
the plugin is to import a provided software statement. If the plugin supports the import
functionality, a trusted software statement would not have to be compiled into the plugin, but the
user could load the trusted software statement instead. Because the software statement is digitally
signed, this process is equivalent to using a built-in software statement.

7.4. Dynamic Client Registration (RFC 7591)

The ability of an OAuth2 Authorization Server or OIDC Provider to support dynamic client
registration via an API is defined in RFC 7591. Basically, three options exist to use the API:

* The client leverages a bearer token, previously released by the AS/OP for the purpose of
dynamic client registration (how the client can obtain the token is out of scope);

» The client leverages a digitally signed software statement (a JWT) to register the application

* The AS/OP operate the registration endpoint with no authentication or token requirement, but

might enforce rate limiting or throttling to prevent DoS attacks.

For Testbed 13, it was recommended implementing the AS/OP supports dynamic client registration
via an open API (rate limit enforced) based on a digitally signed software statement. The AS/OP
MUST only accept registration requests based on a valid digital signature on the software
statement.
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The feature "Dynamic Client Registration" can be implemented by any OAuth2 Authorization Server
(and therefore any OIDC Provider) by implementing the RFC 7591.

e {A)- Initial Access Token (OPTIONAL)

|  4=-=={B)- Software Statement (OPTIONAL)

v v
o —————— + S —
| |=={C)= Client Registration Reguest -->| Client |
| client or | | Registration |
| Developer |<-(D)- Client Information Response -—--| Endpoint |
| | or Client Error Response e e e
o —————— +

Figure l: Abstract Dynamic Client Registration Flow

Figure 4. Dynamic Client Registration

The actual request for client registration is labeled "C" and includes the client metadata. Two pieces
of optional information can be used by the client to commence the registration step: (i) an initial
Access Token (obtained from the Authorization Server) and (ii) a Software Statement (the client
metadata). If the use of an initial access token is required or whether its possible to use a software
statement depends on the actual implementation of the API for dynamic client registration,
provided by a particular Authorization Server.

7.5. Registration of the OAuth2 Plugin in TB13

As discussed earlier, open source software prevents that the developer can implement any trust in
the OAuth2 plugin itself. For TB13, assume that the Authorization Server accepts a client
registration based on a digitally signed software statement. The Authorization Server is able to
verify the digital signature on the software statement before accepting the registration request.
Following good practice, it is recommended that the public key is bundled to a code signing
certificate that enables the Authorization Server to verify the digital signature on the software
statement and identify the signing entity. Based on a white listing, the Authorization Server can
accept a registration for any trusted entities.

For Testbed 13, the Authorization Server must accept the OAuth2 plugin registration based on a
software statement, signed by Secure Dimensions GmbH. Two options exist how to make the
software statement available: The first option is to provide it for download from the entity’s web
site and the second is to bundle the software statement with the binary build.

7.5.1. Software Statement for Download

Basically, the user must download the software statement in the first step and then store it locally. It
is recommended but not required to verify the digital signature to make sure that the software
statement is not corrupted.

The following figure illustrates the sequence of interactions between the QGIS application, the
plugin as well as the user and the Authorization Server when using a software statement for
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Figure 5. OAuth2 plugin registration for TB13

7.5.2. Software Statement built into Binary Bundle

The entity that builds the plugin binary, for TB13 that is Secure Dimensions, can include the
software statement into the plugin binary. The user must then download and install the plugin as
usual, but must not download the software statement in a separate step. For registration of the
plugin with the different OAuth2 Authorization Server, the plugin will simply send the built-in
software statement. It is recommended but not required that the user validates the hash value from
the binary with the published hash value after downloading to make sure the plugin is not corrupt.
For TB13, Secure Dimensions provided the QGIS OAuth2 plugin binary for download and published
the correct hash value.

Note

The URL for downloading the plugin binary is https://as.tb13.secure-dimensions.de

The following figure illustrates the cause of interactions to use the build in software statement for
registration of the plugin with an OAuth2 Authorization Server.
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Figure 6. OAuth2 plugin registration for TB13

7.5.3. Manual registration

In cases where the OAuth2 Authorization Server does not support the Dynamic Client Registration
via a digitally signed software statement, it must still be possible to register the plugin. The
implementation supports this by asking the user to input the client_id and client_secret that was
received from registering the plugin manually. The manual registration must follow the guidance
from the Authorization Server that will be used. The following URLs are starting points for the
Google and Facebook registration:

* Google: https://console.developers.google.com

» Facebook: https://developers.facebook.com

The following figure (Figure 7) displays the result from the Google registration:
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Adressen sind nicht zuldssig.

http://localhost/qgis
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Figure 7. OAuth2 plugin manual registration with Google

The QGIS user must copy and paste the value of the "Client-ID" (client id) and the value of the
"Clientschliissel" (client secret) into the OAuth2 plugin configuration.

The following figure (Figure 8) displays the result from the Facebook registration:

Dashboard

QGIS Plugin o

This app is in development mode and can only be used by app admins, developers and testers [7]

API Version [7] App ID

v2.9 1868939630003994
App Secret

LAl 2R 2] ]

Show

Figure 8. OAuth2 plugin manual registration with Facebook
The following sequence diagram in Figure 9 illustrates the functioning of the plugin and QGIS when

selecting the manual configuration of the plugin to work with an Authorization Server, where the
client credentials were received manually.
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Figure 9. OAuth2 plugin configuration after manual registration for TB13

The user selects "Options/Authentication” from the QGIS menue. Then, QGIS opens the selected
plugin via the init() method. When selecting OAuth2, the plugin opens a GUI asking the user to
provide different details, depending on which grant type is selected by the user. Two major types of
input are the client id and the client secret. How to get these application credentials was illustrated
for different Authorization Servers in the figures Figure 7 and Figure 8.

7.6. Software Statements for Testhed 13

For Testbed 13, the QGIS OAuth2 Plugin can leverage the OAuth2 Authorization Code Grant and the
Resource Owner Password Credentials Grant. In order to honor each grant type, different software
statements are provided.

For the Authorization Code Grant, it is required that the authorization code is returned to the
application via a redirect URI. As explained before, this is typically achieved by leveraging an open
port on localhost. However, some computing environments may not allow this.

The Authorization Code flow can be split into two sequences to prevent the use of the open port and
redirect to localhost. In this case, the Authorization Server does return the authorization code in the
user-agent and the user must copy and paste the code into the QGIS plugin. In order to achieve that,
the Authorization Server must provide a dedicated URL for just displaying the authorization code.
For Testbed 13, the Secure Dimensions Authorization Server provides the following redirect URI for
this purpose: https://as.tb13.secure-dimensions.de/oauth/display_code.php

Google’s Authorization Server provides two specific redirect URIs that define a particular way of
how the authorization code shall be returned to the user-agent and how the user-agent shall display
the code (https://developers.google.com/api-client-library/python/auth/installed-app):
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» urn:ietf:wg:oauth:2.0:00b: The code is returned in an html document where the title is equal to
the authorization code. The page itself shall also display the code and ask the user to copy and
paste the code.

» urn:ietf:wg:oauth:2.0:00b:auto: Like urn:ietf:wg:oauth:2.0:00b but close the window after
display.

Note

The Google specific redirect URIs are not supported by the Authorization Server
provided by Secure Dimensions.

7.6.1. Software Statement for the Authorization Code Grant (display code)

For Testbed 13, the registration of the QGIS OAuth2 plugin for the Authorization Code Grant with no
redirect to localhost is based on the following software statement:

"iss": "www.secure-dimensions.de",

"aud": "as.tb13.secure-dimensions.de",

"software_id": "@e3eff22-5690-4306-aafb-8d4d0f5b967b",
"software_version": "2.18.4x",

"client_name": "QGIS OAuth2 Plugin",

“client_uri": "https://qgis.org",

"redirect_uris": ["https://as.tb13.secure-dimensions.de/oauth/display_code.php"],
"token_endpoint_auth_method": "client_secret_post",

"grant_types": ["authorization_code"],

"response_types": ["code"],

"logo_uri": "https://hub.qqgis.org/attachments/4003/QGis_Logo.png",
"scope": "openid beeld",

"contacts": ["mailto:am@secure-dimensions.de"],

"tos_uri": "https://as.tb13.secure-dimensions.de/qqgis-tos.html",
“policy_uri": "https://as.tb13.secure-dimensions.de/qgis-policy.html",
"jwks_uri": "https://as.tb13.secure-dimensions.de/.well-known/jwks.json",
"kid": "SDPublicKey"

This software statement can be used for dynamic client registration after converted to a signed
JWT:
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eyJhbGci01JSUzIINiIsInR5¢cCI6IkpXUyJ9.eyIpe3MiOil3d3cuc2VjdXITLWRpbWVuc21vbnMuzGUiLCIhd
WQi01Jhcy50YjEzLnN1Y3VyZS1kaW11bnNpb25zLmR1Iiwic29mdHdhemVfaWQi0iIwZTN1ZmYyMi@1NjkwLTQ
ZMDYtYWFmY104ZDRkMGY1Yjk2N2I1LCIzb270d2FyZV927X]zaW9uIljoiMi4x0C40eCIsImNsaWVudFIuYW11I
joiUUdJUyBPQXV@aDIgUGx1Z21uliwiY2xpZW50X3VyaSI6Imh@dHBz018vcWdpcy5vemeilCIyZWRpemVjdF9
TemlzIjpbImh@dHBz018vYXMudGIxMy5zZWN1emUtZGLtZW5zaW9ucy5kZS9vYXVOaCIkaXNwbGF5X2NvZGUuc
GhwI1@sInRva2VuX2VuZHBvaW50X2F1dGhfbWV@aGIkIjoiY2xpZW50X3N1Y3I1dFIwb3N@IiwiZz3IhbnRfdH1
wZXMi101s1YXV0aG9yaXphdGlvb19jb2R1I10sInJ1c3BvbnN1X3R5¢GVzIjpbImNvZGU1XSwibGInb1971cmki0
iJodHRwczovL2h1Y15xZ21zLm9yZy9hdHRhY2htZW50cy86MDAZL1FHaXNfTGInby5wbmeiLCIzY29wZSI6Im9
wZW5pZCBiZWVsZCIsImNvbnRhY3RzIjpbImThaWx@bzphbUBzZWNTcmUtZG1tZW5zaW9ucy5kZSIdLCIAb3NTd
XJpIjoiaHRAcHM6LY9hcy50YjEzLnNT1Y3VyZSTkaW11bnNpb25zLmR1L3FnaXMtdG9zLmh@bWwilCIwb2xpY31
fdXJpIjoiaHRAcHM6LY9hcy50YjEZzLnNT1Y3VyZSTkaW11bnNpb25zLmR1L3FnaXMtcGIsaWN5Lmh@bWwiLlCIqd
2tzX3VyaSI6Imh@dHBz018vYXMudGIxMy5zZWNT1emUtZG1tZW5zaW9ucy5kZS8ud2VsbC1rbm93bi9qd2tzLmp
zb24iLCJIraWQi0iJTRFB1YmxpY0t1eSIsImlhdCI6MTQ50TETMDY3M30 . M4abIN_BfmHjVPYZo_uVr(CDYLsaal
hF_aRsS-
hppT9AId8DAGZn_xYrsq8FIaKjZhivjKHtjbR8zyFee@HjUb1MPIKgCON_jPn305L2n8IE170RI5ZWIV-
v25qBdaXffm7TBx7v8KQ2J4uaoARYWgAkBcVVxKZWX9kLgQfaaoSu2Zk-
aoMNgzNU8u2UTADpoCwGj0d101k0ZdQ6VC2czfAfYEmfYg4UYPQDafKjWWEXUhO9PXzD@piv_NJ9020Ddc34KB
j8brZRDbDfuvIP5dxpaDh8PWhVE4Dd7dESAzPXEFdXnLTGzQ_5zDj_CcUQqJ@SzkohALGhpPgy51Bjwsw

The actual request would look like this
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POST /oauth/register.php HTTP/1.1
Content-Type: application/json
Accept: application/json

Host: as.tbl13.secure-dimensions.de

{

"software_statement":
"eyJhbGci0iISUzITNiIsInR5cCI6IkpXUyJ9.eylpc3MiOil3d3cuc2VjdXIJ1LWRpbWVuc21vbnMuZGUiLCIh
dWQi0iJhcy50YjEzLnN1Y3VyZS1kaW11bnNpb25zLmR1Iiwic29mdHdhemVfaWQi0iIwZTNTZmYyMi@INjkwLT
QzMDYtYWFmY104ZDRkMGY1Yjk2N2I1LCIzb270d2FyZV927XIzaW9uljoiMi4x0C4@eCIsImNsaWVudFIuYW1l
IjoiUUdIUyBPQXV@aDIgUGx1Z21uliwiY2xpZW50X3VyaSI6Imh@dHBz018vcWdpcy5vemeilCIyZWRpemVjdF
91cmlzIjpbImh@dHBz018vYXMudGIxMy5zZWNTemUtZG1tZW5zaW9ucy5kZSIvYXVAaCIkaXNwbGF5X2NvZGUu
cGhwI1@sInRva2VuX2VuZHBvaW50X2F1dGhfbWV@aG9kIjoiY2xpZW50X3N1Y3I1dFIwb3N@IiwiZ3JIhbnRfdH
1wZXMi01siYXV@aG9yaXphdGlvb19jb2R1I10sInJ1c3BvbnN1X3R5¢GVzIjpbImNvZGUiXSwibGInb191cmki
01JodHRwczovL2h1Yi5xZ21zLm9yZy9hdHRhY2htZW50cy80MDAZL1FHaXNfTGInby5wbmeiLCIzY29wZSI6Im
9wZW5pZCBiZWVsZCIsImNvbnRhY3RzIjpbImThaWx@bzphbUBzZWN1emUtZG1tZW5zaW9ucy5kZSIdLCIOb3NT
dXJpIjoiaHR@cHM6LY9hcy50YjEzLnN1Y3VyZSTkaW11bnNpb25zLmR1L3FnaXMtdG9zLmh@bWwilLCIwb2xpY3
1fdXJpIjoiaHRAcHM6LY9hcy50YjEZzLnN1Y3VyZSTkaW11bnNpb25zLmR1L3FnaXMtcGIsaWN5Lmh@bWwilClq
d2tzX3VyaSI6Imh@dHBz0i8vYXMudGIxMy5zZWN1emUtZG1tZW5zaW9ucy5kZS8ud2VsbC1rbm93bi9qd2tzLm
pzb24iLCIraWQiOiJTRFB1YmxpYQt1eSIsImlhdCI6MTQ50TETMDY3M30.M4ab1N_BfmHjVPYZo_uVrCDYLsaa
1hF_aRsS-
hppT9AJd8DAGZn_xYrsq8FIaKjZhivjKHtjbR8zyFee@HjUb1MPIKgCON_jPn305L2n8IE170RI5ZWIV-
v25qBdaXffm7TBx7v8KQ2J4uaoARYWgAkBcVVxKZWX9kLgQfaaoSu2Zk-
aoMNgzNU8u2UTADpoCwGj0d101k0ZdQ6VC2czfAfYEmfYg4UYPQDafKjWWEXUhO9PXzD@piv_NJ9020Ddc34KB
j8brZRDbDfuvIP5dxpaDh8PWhVE4Dd7dEsAzPXEFdXnLTGzQ_5zDj_CcUQqJ@SzkohALGhpPgy51Bjwsw"

}



As the result of the registration process, the plugin receives the client_id, client_secret which is
saved with the redirect_uri inside the encrypted storage.

{
"client_id": "fd@ec452-bc2d-4786-8ed9-7befedb6716c@www.secure-dimensions.de",

"client_secret": "c1b8d9d5dd2f1133e360164884ac55d7bad1649dc2a2ce7c4a2d060e6t9252¢0"
}

7.6.2. Software Statement for the Authorization Code Grant (localhost
redirect)

For Testbed 13, the registration of the QGIS OAuth2 plugin for the Authorization Code Grant with
redirect to localhost is based on the following software statement:

"iss": "www.secure-dimensions.de",

"aud": "as.tb13.secure-dimensions.de",

"software_id": "fd@ec452-bc2d-4786-8ed9-7befedb6716c",
"software_version": "2.18.4x",

"client_name": "QGIS OAuth2 Plugin",

“client_uri": "https://qgis.org",

"redirect_uris": ["http://127.0.0.1/qqis", "http://[::1]1/qqis"],
"token_endpoint_auth_method": "client_secret_post",

"grant_types": ["authorization_code"],

"response_types": ["code"],

"logo_uri": "https://hub.qgis.org/attachments/4003/QGis_Logo.png",
"scope": "openid beeld",

"contacts": ["mailto:am@secure-dimensions.de"],

"tos_uri": "https://as.tb13.secure-dimensions.de/qgis-tos.html",
“policy_uri": "https://as.tb13.secure-dimensions.de/qgis-policy.html",
"jwks_uri": "https://as.tb13.secure-dimensions.de/.well-known/jwks.json",
"kid": "SDPublicKey"

This software statement can be used for dynamic client registration after converted to a signed
JWT:
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eyJhbGci01JSUzIINiIsInR5¢cCI6IkpXUyJ9.eyIpe3MiOil3d3cuc2VjdXITLWRpbWVuc21vbnMuzGUiLCIhd
WQi01Jhcy50YjEzLnN1Y3VyZS1kaW11bnNpb25zLmR1Iiwic29mdHdhemVfaWQi0iImZDB1YzQ1Mi1i1YzJkLTQ
30DYt0GVkOS@3YmVmZT1iNjcxNmMiLCJzb2Z0d2FyZV92ZXJzaW9uIjoiMi4x0C40eCIsImNsaWVudFIuYW11I
joiUUdJUyBPQXV@aDIgUGx1Z21uliwiY2xpZW50X3VyaSI6Imh@dHBz018vcWdpcy5vemeilCIyZWRpemVjdF9
TemlzIjpbImh@dHAGLY8xMjcuMC4wL jEveWdpeyIsImh@dHA6LY9b0joxXS9xZ21z110sInRva2VuX2VuZHBva
W50X2F1dGhfbWV@aG9IkIjoiY2xpZW50X3N1Y3I1dFIwb3N@IiwiZ3IhbnRfdH1wZXMi01s1YXV@aGIyaXphdGl
vb19jb2R1I10sInJ1c3BvbnN1X3R5¢GVzIjpbImNvZGUiXSwibGInb191cemki0iJodHRwezovLl2h1Yi5xZ21zL
m9yZy9hdHRhY2htZW50cy80MDAzL1FHaXNfTGInby5wbmeiLCIZzY29wZSI6ImIwZW5pZCBiZWVsZCIsImNvbnR
hY3RzIjpbIm1haWx@bzphbUBzZWN1cmUtZG1tZW5zaW9ucy5kZSIdLCIOb3NTdXIpIjoiaHRACHMOLYIhcy50Y
jEzLnN1Y3VyZS1kaW11bnNpb25zLmR1L3FnaXMtdG9zLmh@bWwilLCIwb2xpY31fdXJpIjoiaHRAcHM6LY9hcy5
OYjEzLnN1Y3VyZSTkaW11bnNpb25zLmR1L3FnaXMtcG9saWN5Lmh@bWwiLCIlqd2tzX3VyaSI6Imh@dHBz018vY
XMudGIxMy5zZWN1emUtZG1tZW5zaW9ucy5kZS8ud2VsbC1rbm9I3bi9qd2tzLmpzb24iLCIraWQi0iJTRFB1Ymx
pYOt1leSIsImlhdCIGMTQ50TETMDY30X0.K1vFNTpQWDgfPzpH5z_C3GRPSNszIUuh1v5n4_wM7PX8ypx4qvsxe
OADkHkosG3W@TtnMYL-
HHCVEEPvzf8Tzx11Ql_OptLu8wBzWb8efrVUzALyGG14n5211VHh7d@aIVGkPcseSbHEgWrg51jnRnz@osBU66
dsKKhe3joDJLrwkcuIhusJyTSeBMxj1-5W-
68L66dg8VMONjsbYRIpx5805TLyoVpv21iSBitx@yyRnNqBefAQYPqLcAMt303B1ziH1r7EYiHppi-
Tyk07wh7Q2Ut0Q4X08MuWz089cXLQQhgmIpTwHHHU_aZm@DDr PUNFShfPGDcXBim-LCFziw

7.6.3. Registration for the Resource Owner Password Credentials Grant

For Testbed 13, the registration of the QGIS OAuth2 plugin for the Resource Owner Password
Credentials Flow is based on the following software statement:

"iss": "www.secure-dimensions.de",

"aud": "as.tb13.secure-dimensions.de",

"software_id": "5fffa83e-33de-ab93-ef34-44938dde",

"software_version": "2.18.4x",

"client_name": "QGIS OAuth2 Plugin",

"client_uri": "https://qgis.org",

"redirect_uris": [""],

"token_endpoint_auth_method": "client_secret_basic",

"grant_types": ["password"],

"response_types": ["token"],

"logo_uri": "https://hub.qqgis.org/attachments/4003/QGis_Logo.png",
"scope": "openid beeld",

"contacts": ["mailto:am@secure-dimensions.de"],

"tos_uri": "https://as.tb13.secure-dimensions.de/qgis-tos.html",
"policy_uri": "https://as.tb13.secure-dimensions.de/qgis-policy.html",
"jwks_uri": "https://as.tb13.secure-dimensions.de/.well-known/jwks.json",
"kid": "SDPublicKey"

This software statement can be used for dynamic client registration after converted to a signed
JWT:
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eyJhbGci01JSUzIINiIsInR5¢cCI6IkpXUyJ9.eyIpe3MiOil3d3cuc2VjdXITLWRpbWVuc21vbnMuzGUiLCIhd
WQi0iJhcy50YjEzLnN1Y3VyZSTkaW11bnNpb25zLmR1Iiwic29mdHdhemVfaWQiOiI1ZmZmYTgzZS@zM2R1LWF
10TMtZWYzNCOONDkzOGRkZSIsInNvZnR3YXJ1X3Z1cnNpb24i0iIyLjE4LjRATIiwiY2xpZW50X25hbWUi01JRR
O1TIE9BdXRoMiBQbHVnaW4iLCJIjbG11bnRfdXIpIjoiaHRAcHMOLYIxZ21zLm9yZyIsInI1ZG1yZWNOX3VyaXM
101s1I10sInRva2VuX2VuZHBvaW50X2F1dGhfbWV0aGIkIjoiY2xpZW50X3N1Y3I1dF9iYXNpYyIsImdyYW50X
3R5¢GVzIjpbInBhc3N3b3JkI10sInI1c3BvbnN1X3R5¢GVzIjpbInRva2Vull@sImxvZ29fdXIpIjoiaHROcHM
6Ly9odWIucWdpcy5vemevYXROYWNobWVudHMyNDAwMy9RR21zX0xvZ28ucG5nIiwic2NveGUi0iveGVuallQgY
mV1bGQiLCIjb250YWNAcyIoWyItYW1sdG86YW1Ac2VjdXITLWRpbWVuc21vbnMuZGUiXSwidG9zX3VyaSI6Imh
0dHBz018vYXMudGIxMy5zZWNTemUtZG1tZW5zaW9ucy5kZS9xZ21zLXRvey50dGT1sTiwicGIsalWN5X3VyaSI6I
mh@dHBz018vYXMudGIxMy5zZWNT1ecmUtZG1tZW5zaW9ucy5kZS9xZ21zLXBvbG1jeS50dGT1sIiwiandrc191cemk
101JodHRwczovL2FzLnRiMTMuc2VjdXJ1LWRpbWVuc21vbnMuZGUvLnd1bGwta25vd24vandrey5qc29uliwia
21kIjoiUORQdWIsaWNLZXkiLCIpYXQi0jE@OTkxNTA2NzZ9.Z47HNZ4Pvr30KQGATBMBOQTQswot0qQsIb3ijn
_p81RjWiu7mCk _3c-
YKSrhfheeMiYLXBN@SJZaxGwUjTOTGIv_YD6Y6raYxDy@mgWYFhDvAaofFmGsgC161hEJrYcHTHaGMgbPMulLL
GZvpASpNVbKhYfrze7hGXC1GevLkLF9pEJ4_wB9sqSVy6QISFTCvRGZGwddgXFhHzauOBcrVSDtCAKwGY1VIhf
af132Nreizk8-ZyRVGm_09171wPhtnpK62WOGhubMbtWpcbmiPqfRgHQ7UzyV020L-80A7Hgu-e2jTrGxLM-
VzZLK5kK7n-nydrpMiKbVi@giclhstg

As the result of the registration process, the plugin receives the client_id and the client_secret which
is stored with the redirect_uri inside the encrypted keystore.

The Authorization Server can use the following public key that is hosted at the jwks_uri
https://as.tb13.secure-dimensions.de/jwks.json:

MIIBIjANBgkghkiG9w@BAQEFAAOCAQSAMIIBCgKCAQEAY795]BHdeyI65zALG2rA
14JRcCnWpued87fRoIxTknAnTqj/veFi/rz1EGAnbmUj@4UndG5ILu+An95mZPNj
j280qJ4UKUEUIxq5fAV120A@mUYdjZqAb1M/sbCFZ7Fp1Eebh98DRG4/sxwwTbas
cVPvH/XNjyBjve7iUqUnlIT81ZTI1cQBszciwa/C+MZwlHwvL jCN6CGBPQ2rzFs]
ZPmJIWtmibvTL863sRdj1CTjN5WfctaiijIfoolDgCYmuYB6UYfoMOBebKTaif+Zq
G+aaNYTriVinBXkaBW6THE56aKNfZM2e2+09C+42qqCqF7GvMwSsFxK29Y1iaoGeb
zwIDAQAB

7.7. The QGIS Authentication Framework

Since QGIS version 2.14, an authentication framework provides an API to configure authentication
options for OGC Web Services connectors. This framework already provides authentication
methods like BASIC and DIGEST as well as X.509 client certificate authentication.

For the purpose of implementing plugins for additional authentication methods, it is important to
understand the class structure. The following figure illustrates in a simplified way the relevant
classes and their relationships.
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Providers/Wms

instance() authMethodList() retrieveServerCapabilities()
init() pluginList() createRequestUrlWMS()
createConfigTables()

createCertTables()
storeAuthenticationConfig() QgsWmsCapabilitiesDownload

downloadCapabilities()
QgsAuthMethod
QGSWMSAuthorization
updateNetworRequest()

updateNetworkReply()
f setAuthtorization()

|

Oauth2Plugin

QgsAuthOAuth2Method

updateNetworRequest()
updateNetworkReply()

Figure 10. QGIS Authentication Framework Class Diagram

The following figure (Figure 11) illustrates, in a simplified way, the interactions of the
authentication framework within the OGC Web Service adapters implemented in the QGIS core.
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Figure 11. QGIS Authentication Framework Sequence Diagram
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Chapter 8. SAML2 Plugin

Note

NOTE This section contains the contributions from Secure Dimensions regarding the QGIS
plugin for SAML2.

This section documents the implementation of the SAML2 plugin for QGIS and the fit for purpose
discussion of SAML2 profiles to be used for open source desktop applications.

8.1. The Trust Principle for SAML2

The trust in SAML is established between entities using SAML metadata. It is therefore not required
that the actual application - the QGIS plugin - is trusted. The plugin must implement the SAML2
handshake to broker communication between the trusted entities (i) Service Provider and (ii)
Identity Provider.

8.2. The SAML2 Plugin Implementation

The actual implementation of the plugin to support SAML2 based authentication is quite straight
forward. The plugin must implement the SAML2 Profile "Enhanced Client Proxy" as described in
the OASIS standard "Profiles for the OASIS Security Assertion Markup Language (SAML) V2.0".
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Figure 12. SAML2 ECP

In addition to supporting the ECP protocol, the plugin must also ensure that any subsequent request
of QGIS providers (WMS, WFES, etc.) send the session cookie that was created as a result of a
successful ECP interaction. This can be implemented by providing hooks into the OGC Web Service

Providers as supported by the QGIS Authentication Framework implemented since v 2.14.

The following sequence diagram illustrates the basic interactions between the QGIS application

(OWS Provider), the Authentication Plugin and the protected OWS service.
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Figure 13. Basic interactions for SAML2 ECP

8.2.1. Identity Provider Discovery

The SAML2 ECP protocol does exclude the IdP discovery. Basically, two options exist how to
implement this function:

* The first option would be that the user can load a list of IdPs as a kind of a custom configuration
file. In this scenario, the developer must define a structure of the configuration file.

* The second option could be based on the list of IdPs returned by the Service Provider. But it is
optional for the SP to return such a "hint".

* The third option would be that the plugin loads the SAML2 federation metadata that includes
the IdP, which is to be used for login.

We implement the second option as it is based on parsing already existing information - each IdP
must provide SAML2 metadata. And the structure is defined in the SAML2 Metadata specification.

The following pseudo code can be used for resolving IdPs and required information by parsing the
SAML2 Metadata:

» Find “IdPSSODescriptor” element
¢ Find “Extensions” element

e Find “AuthnContextClassRef” element
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o Check values to contain an authentication class referring to Basic Authentication or X.509
Client Certificate

* Find “SingleSignOnService” element
* Find attribute “Binding” and check value to be “urn:oasis:names:tc:SAML:2.0:bindings:SOAP”

* Use URL value where to send AuthnResponse

Create entry in the internal IdP list for each qualifying IdP and keep the select IdP as required by
the SAML2 ECP protocol.

8.2.2. Possible Authentication Methods

According to the SAML2 ECP protocol, the duty of the client implementing the profile is to relay
XML SOAP messages between the SP and the IdP. At the point, where the client sends the
AuthnResponse received from the SP to the IdP (4. in figure "SAML2 ECP") or during an extra
instruction (5. in figure "SAML2 ECP"), the IdP might request the user to login. According to the ECP
protocol, the actual authentication step(s) required are outside the scope of the ECP protocol.

Which authentication methods can be implemented in the client highly depend on the options
provided by the programming language of the client. For the QGIS plugin, it would be possible to
leverage a QTWebView to handle HTML page based login methods like username/password POST as
it is the standard login with the Shibboleth IdP.

The authentication method that can always be implemented is HTTP Basic Authentication, as it does
not require any additional HTML processing capabilities in the client. But this limitation in the
implementation introduces implications to the IdP, as described in the section below.

8.2.3. ECP Implications to IdPs

The implementation of the ECP in the client requires that also IdPs support the profile. This is done
via an IdP specific endpoint with SOAP binding. Therefore the part of the client implementation
concerned with the IdP selection must verify that the IdP exposes something like the following
profile element: <SingleSignOnService Binding="urn:oasis:names:tc:SAML:2.0:bindings:SOAP"
Location="https://idp.tb13.secure-dimensions.de/idp/profile/SAML2/SOAP/ECP"/> in its SAML
metadata.

To support most client implementations, it is strongly recommended to protect this endpoint with
HTTP Basic Authentication only. This guarantees maximum interoperability with all clients,
including scripts and other programs that have no or a limited GUIL

8.2.4. Single-Sign-On

Unlike other SAML2 profiles, the SAML2 ECP does not guarantee Single-Sign-On (SSO) by default
based on the protocol itself. It is up to the developer of the plugin to support SSO. Basically, the SSO
support requires that the user must only select an IdP for the first connection to a protected
endpoint at any Service Provider; the execution of protected services hosted by other Service
Providers would resolve into an automatic session creation. In order to achieve this, the SAML2
plugin must "remember" the user’s IdP selection and leverage that when creating new sessions
with Service Providers.
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With the QGIS plugin, this can be supported quite easily, because the Authentication Framework
supports configuration of an authentication method for each OGC Web Service. With this
configuration, the IdP can be saved.

8.2.5. Session Lifetime

With SAML2, the session is managed and stored at the server side. It is therefore possible, that a
request to a protected endpoint "all of a sudden" behaves different, because the session is expired.

What happens when the session is expired depends on the default behavior of the SAML Service
Provider. Typically, it initiates the SAML2 Web Browser Profile which causes incompatibility with
the plugin, as it does not support this profile. It is therefore important to ensure that the Service
Provider always leverages the ECP protocol. This can be guaranteed by the plugin only if all
requests to a protected endpoint carry the HTTP headers that indicate the use of ECP. The client can
verify an expired session by the content-type returned by the Service Provider. In case the session
is inactive, it will return content type "application/vnd.paos+xml". If the session is active, the Service
Provider will return the content type as requested. For expired sessions as well as for active
sessions, the HTTP status code is always 200.
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Chapter 9. OAuth-enabled Web Processing
Service

Note

This section contains the contributions from 52°North regarding the OAuth enabled
WPS. Some general introductions about OAuth may be moved to the standards
section that also contains an introduction to OAuth.

NOTE

As illustrated above, the OAuth2 specification standardizes a framework for delegating access
rights from users to applications. As such it is in particular useful for Web Processing Services that
usually need to retrieve input datasets that may be access restricted.

In general, the WPS may take two OAuth roles:

« WPS as OAuth client: In this scenario, the WPS acts as an OAuth client that needs to retrieve
resources owned by a user from an OAuth resource server. By means of OAuth, the user is able
to authorize the WPS to access his resources without passing the credentials to the WPS.

* WPS as OAuth resource server: Being a resource server, the WPS processes are the resources
owned by the user and other clients may request access to the protected process resources.

The core idea of OAuth is that authorization for an application to access a user’s resource is
realized by passing an access token that is issued by an OAuth authorization server. The server is
mediating between the user and the client application requesting access. The abstract flow is shown
in the figure below.
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Figure 14. Abstract OAuth authorization flow.

At first the client application needs to request authorization from the user. As will be shown later,
this request is usually done through redirects between the user agent (usually a Web browser),
client application and the authorization server, where the authorization server authenticates the
user and issues the authorization grant. Once the user permits access by providing his credentials
in a Web form, an authorization grant is issued. This authorization grant is used by the client
application to retrieve the actual access token from the authorization server that is needed to
retrieve the protected resource from the resource server.

Different variations of this authorization flow are specified in the OAuth 2 specification depending
on the client’s capabilities for storing confidential information and the time when the actual
authorization through the user happens:

* Authorization Code Grant Flow: This is the complete flow as described above, where the
authorization server acts as an intermediary between the client and resource owner. The client
directs the resource owner to an authorization server, which in turn directs the resource owner
back to the client with the authorization code. Thereby, the resource owner only authenticates
with the authorization server. The user credentials are never shared with the client. This flow is
needed for implementing a WPS as OAuth client.

* Implicit Grant Flow: This is a simplified version of the authorization code flow optimized for
clients running in a browser with scripting languages like Java script. Since the client cannot
store confidential information, the client is issued an access token directly instead of an
authorization grant. The grant type is called implicit, since no intermediate credentials are
issued. The drawback of this method is that the authorization server does not authenticate the
client, though the client’s identity may be verified via the redirect URL that is used for delivery
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of the access token and needs to be registered at the authorization server with the client
beforehand. Since the WPS is able to store the authorization grant, consider the authorization
code grant flow as a better option for implementing the WPS as OAuth client.

* Resource Owner Password Credentials Flow: In this case, the resource owner’s password
credentials are directly used as authorization grant to obtain an access token. This would
require a high degree of trust between the client and the resource owner.

e Client Credentials Flow: In this case, the client is either also a resource owner or, as we
consider for the WPS as OAuth client, the authorization has been previously arranged with the
authorization server. For this purpose, some authorization server provider, offer for example
the option to arrange such authorizations on a dashboard running in a browser.

To summarize, we consider two flows as options for implementing the WPS as OAuth client: The
Authorization Code Flow and, in case authorization has been arranged beforehand, the Client
Credentials Flow.

9.1. WPS as OAuth Client

Acting as an OAuth client, the WPS needs access to resources that are provided by OGC W*S
services like the WCS. The interaction between the components is shown in the figure below.

38



sd OAuth Workflow /

WPS Client WPS (OAuth WCS (OAuth Authorization
. Client) Resource Server (auth0.com)

User (Resource Owner) Server/API)

CreateExecuteRequest() - Scopes and

-1 Authorization Endpoint
) will be advertised in
StartExecution() i Capabilities

N

/ | The authorization
Execute(Request) / § request is a GET request

el 3 to the authorization
GetCapabilities() server that is passed to
the user by a redirect in
the user agent (which is
a web browser in this
case). For simplicity, we
show this simplified
version in this diagram.
A more detailed

- diagram illustrating the

> AuthorizationRequest(ClientlD,scope) authorization is given
(T below.

:Capabilities

:UserCredentiaIs,AuthorizationPermission

:AuthorizationCode

GetAccessToken(AuthorizationCode)

y

:Access Token

GetCoverage(AccessToken)
—»—:

Verify Token
L

i 0

:Protected ﬁ:| CheckScopes()

B Resource
<

Figure 15. Sequence diagram illustrating the WPS as OAuth Client.

Both, the WPS and the WCS need to be registered at the authorization server beforehand. The
mapping to access constraints is defined by so called scopes in OAuth. These are previously defined
by the user when registering the WCS as resource server at the authorization server. In the Testbed
13 workflow scenario, where the OAuth WPS is utilized, AuthO (https://authO.com/) is used as
authorization server. AuthO also provides a powerful Web-based user interface for registering
components as clients or resource servers, for defining scopes and also for granting authorization
before running WPS processes in the Client Credentials Flow.

To trigger the execution of a WPS process, the WPS client sends an Execute request to the WPS
containing inputs that reference coverage data provided by a WCS. The WCS acts as resource
server, the owner of the referenced datasets is the user that executes the WPS process. Once the
WPS retrieves the Capabilities from the WCS, it encounters that the GetCoverage operation is
secured by OAuth. Therefore, a link to the scope listing and the URL of the authorization server are
given in the Capabilities as constraints in the operations metadata following the proposal of the
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currently developed OWS Common Security Extension. With this information, the WPS is able to
compose an authorization request, i.e. a URL that is redirected to the user agent (usually a Web
browser) containing the client ID and scopes for the requested resource. If the user invokes the
request, the authorization server generates a form for providing the user credentials and
authorizing the requesting WPS to access the resources. Once the user has authenticated and
confirmed authorization the authorization code is redirected back to the WPS and the WPS is then
able to retrieve an access token from the authorization server that allows to retrieve the coverage
dataset. Since the WCS is acting as a resource server, it needs to verify the access token and check
the scopes before returning the protected resources.

9.1.1. Authorization Code Flow vs. Client Credentials Flow

Since the WPS client is not tightly coupled with the WPS, how can the user be redirected to the
authorization server for granting authorization? It is proposed to utilize the asynchronous
execution mode of the WPS for this purpose as shown in the figure below.
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Figure 16. Sequence diagram illustrating the WPS OAuth client implementation of the Authorization Code
Flow.

The user that executes the WPS process is also resource owner of the coverage datasets that are
passed as inputs to the WPS. The WPS needs to be authorized to access the coverage datasets from
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the WCS. The WPS Client is implemented as a JavaScript application running in the user agent
(browser). The WPS provides a redirect-URL to which the authorization grant needs to be sent.
When executing a WPS process in asynchronous mode, the WPS at first returns a job ID to the WPS
client. This job ID is used for continuously polling the status from the WPS. Now, if the WPS needs to
redirect the user to the authorization server for the authorization request, it can utilize the status
response. Instead of returning the status information, it returns a redirect to the authorization
server, whereas the URL to the authorization server represents the authorization request. The
authorization server returns a GUI, i.e. an HTML form for providing the user credentials and
confirming the authorization. The credentials and authorization is posted back to the authorization
server that in turn redirects the authorization grant back to the redirect-URL of the WPS. The
advantage of this approach is that we are relying upon the well-standardized asynchronous
communication pattern for WPS, though it has to be noted that, in a strict sense, return of an HTTP
302 instead of a status response also does not conform with the current WPS specification and this
behavior would need to be specified in an extension.

As can be seen above, the Authorization Code Flow allows for an ad-hoc authorization when
executing a WPS process. As an alternative the Client credentials flow may be used in case
authorization can be granted a priori by using external functionality of the authorization server
like the dashboard provide by AuthO. The interaction between the different components is shown
in the diagram below.

sd OAuth Client Credentials Workflow
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Figure 17. Sequence diagram illustrating the WPS OAuth client implementation of the Authorization Code
Flow.

As can be seen the Client Credentials is much simpler and requires less communication between
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the different components. The only step needed is that the WPS retrieves the access token by
passing his client credentials to the authorization server. In case the user knows which WPS is used
this would be the preferred option to implement, since both communication as well as
implementation overhead is much smaller than utilizing the Authorization Code Flow. However, in
case the WPS is not known to the user and a priori authorization is not possible, the authorization
code flow would be needed. It is important to note that -as a pre-requisite- it is still assumed that
the WPS is registered with a redirect-URL at the authorization server beforehand.

9.2. WPS as OAuth Resource Server

If the WPS is an OAuth Resource Server, it is offering its service operations and processes as
resources that are owned by users who may provide access for clients or not.

sd OAuth WPS Resource Server /
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CreateExecuteRequest()

StartExecution() »_
Execute(Request,
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C ;
rundob()
:ProcessOutputs L
ettt S

Figure 18. Sequence diagram illustrating the WPS as OAuth resource server.

In this case, the WPS needs to check, whether an access token arrives with an Execute request
(provided in the HTTP header). Afterwards it will verify the access token and check whether the
scopes allows it to execute a process.

9.3. Implementation

Note

NOTE More details on the implementation, screenshots of registration at Auth0, the user
authorization form, etc. can be found in the OGC Testbed 13 Workflow Engineering
Report OGC #17-029, Annex C.
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The OAuth enabled WPS is implemented as an extension to the 52°North Web Processing Service
(52N WPS) implementation. The 52N WPS is implemented in Java and supports both, the WPS 1.0
and 2.0 standard. For implementing the 52N WPS as OAuth resource server, a Security Proxy is
implemented that implements the token verification as well as the check of the scopes. In addition,
it injects the OAuth-related information needed by clients in the constraints element in the
operations metadata. Since AuthO is used as authorization server and AuthO is returning JSON Web
Tokens (JWT), the tokens can be verified on the client side and scopes are also provided with the
tokens. The Java libraries provided by AuthO are used to implement the token verification and
extraction of scopes. The scope check is then implemented in the Policy Enforcement Point (PEP)
and can be configured by a configuration file. The Security Proxy is also used for implementing the
X.509 certificate authentication and authorization based on access control list in the workflow
security use cases. Hence, the proxy is described in more detail in the implementation details of the
workflow security (next chapter).

The implementation of the 52N WPS as OAuth client was done by an AbstractOAuthClientAlgorithm
that provides an additional endpoint that is used as redirect-URL for receiving authorization grants
and access tokens from the authorization server and in turn passing the access token when
resolving input references pointing to OAuth Resource servers.
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Chapter 10. Security in Workflows

Instructions

NOTE This section contains the contributions from 52°North regarding security for
workflows.

The workflow security use cases and concepts developed in Testbed 13 are also described in the
OGC Testbed-13 Workflows ER (OGC 17-029).

10.1. Overview

The workflow package in Testbed 13 developed a consistent, flexible, adaptable workflow that will
run behind the scenes, is described in the Business Process Model and Notation (BPMN) standard,
and can be shared with and executed by other users. In a nutshell, the workflow aims to automate
conflation of road datasets and pre-processing steps (coordinate transformation, data quality
checks). The processing steps are implemented as WPS processes and the data is passed by
reference to data servers (WFS and WCS) between the different processing steps. A detailed
description of the workflow scenario and the corresponding implementing components is given in
the Testbed 13 - Workflow Engineering Report (OGC 17-029).

When executing geoprocessing workflows consisting of WPS processes and intermediate
transactional W*S data services, it must be ensured that differing access rights and security levels
can be dealt with. More specific, three major use cases are considered that need to be addressed in
the TB13 workflow scenario.

Dominating Privileges: This use case describes the situation when a user has more privileges than
the computer system being used. Access control based solely on the computer’s system privileges
will result in a security violation.

Tunneling Proxies: If a service runs behind a proxy/firewall, certain security attributes that were
sent by the client might not reach the service. As an example, a mutual TLS Authentication between
client and service will not work, since the proxy is creating a new connection between the service
and the proxy and the client certificate will hence not reach the service.

Identity mediation: Many different forms of Identification and Authorization (I&A) are available.
This is of importance for service-based workflows where the I&As used may differ between the
workflow services. In this case, a mediation between identity and the different models used for
access control needs to be implemented.

The solutions developed to address these use cases are described in the following subsection.

10.2. Dominating Privileges

The problem of dominating privileges occurs in the workflow scenario, if the WPS needs to access a
protected resource provided by a data server, e.g. a road dataset provided in a WFS. Though the
WPS may be authenticated by the data server and may have general access, operations for
retrieving resources of a user may still be protected and may require authorization by the owning

45



user. OAuth addresses this issue, since it is made for delegating authorization from the user to
applications to access the user’s resources.
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Figure 19. Sequence diagram illustrating the concept for dominating privileges use case in Testbed 13
workflow scenario.

In the Testbed 13 workflow, a WPS needs to retrieve a road dataset from a WFS. The road dataset is
passed as reference to the WPS. The WPS hence at first queries the WFS providing the dataset. The
WPS is authenticated by a X.509 certificate that allows the WPS to retrieve the Capabilities
document (managed by an Access Control List), but not to retrieve the actual feature data, which is
owned by the user running the whole workflow. In this case, authorization needs to be granted
form the user owning resources in the WFS to the WPS. This can either be done beforehand using
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the Client Credentials flow of OAuth (as shown in the diagram above), where the user has
authorized the WPS beforehand to access the roads in the WFS and the WPS can directly use its
client credentials to retrieve access tokens. Another option is to utilize the Authorization Code Flow
to request the authorization using the authorization server and the user agent. This is described in
detail in the section on the OAuth-enabled Web Processing Service above.

10.3. Tunneling Proxies

To address the issue that a service behind a proxy will not retrieve all client security information,
consider the case when the client is authenticated by an X.509 certificate that would be not
transferred through the proxy on the protocol level. Instead, the certificate needs to be provided on
the application level as illustrated in the diagram below.
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Figure 20. Sequence diagram illustrating the concept for the tunneling proxies use case in Testbed 13
workflow scenario.
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The client holds an X.509 user client certificate and sends Execute Request to the WPS. The Execute
requests reaches the Proxy at first. The Proxy requires the client to provide its certificate. The Proxy
holds two certificates, a X.509 server certificate and a X.509 client certificate that is used to
communicate with services behind proxy. After the secured session between client and proxy is
established, the client can send an Execute request again. The execute request is now forwarded to
the WPS. Again, the WPS asks for a client certificate. On the protocol level, the secured session
between Proxy and WPS is established with the Proxy Client Certificate and WPS Service Certificate.
But for authenticating the actual client and providing access checking the ACL, the WPS needs the
user client certificate.

The solution to the problem is to transfer the client certificate on the application level. A standard
that can be utilized is the Web Services Security X.509 Certificate Token Profile that describes how
to embed X.509 certificates in SOAPMessageHeaders. Hence, if the proxy client certificate is not
allowed to run the actual process execution, the WPS can check, whether a certificate is contained
in the SOAPMessageHeader and can then check, whether this client has permission to run the
execution. In this case, the execution can be done and the process outputs are then returned.

10.4. Identity Mediation

In this workflow, we consider the requirement that there needs to be a mediation between X.509
certificate authentication with ACL and a road dataset that is available in a WFS running in the
amazon cloud. The solution to the problem is to deploy a PEP that translates the identities and maps
the attributes to roles for access control as shown in the diagram below.
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Figure 21. Sequence diagram illustrating the concept for the identity mediation use case in Testbed 13
workflow scenario.

The user connects to the workflow client and starts the workflow. The client triggers the workflow
engine. At some point during the workflow execution, the data quality of road features is checked.
A service offering the road data (WFS) is protected by AWS security. The data quality WPS holds a
X.509 certificate. A PEP is used as proxy in front of the WFS. A GetFeature request is sent directly to
the PEP, along with the certificate. The PEP mediates between the certificate and AWS security.
Attribute based access control is mapped to role based access control. The PEP then requests AWS
Authorization server for a token. Once it has received the access token, the PEP forwards
GetFeature request together with the access token to the WFS and the road dataset is returned. The
PEP forwards the features to the WPS. The WPS can then run the data quality check.

10.5. Implementation

For implementing the OAuth Resource Servers and W™*S that use X.509 certificates for
authentication and access control lists for authorization, 52°North implements a security proxy. The
security proxy is implemented as a Java Web Service that can be deployed with OGC Web Services
(52°North is providing WPS and WFS for the Testbed 13 workflow subthread).
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Figure 22. Overview on the 52N security proxy implementation.

An overview on the security proxy implementation is given in the figure above. The 52N security
proxy acts as a proxy that receives requests for OGC web services, executes security checks, and, if
permission is granted, forwards the requests to the OGC web services and forwards the responses
back to the clients. As illustrated in the subsections above, OAuth resource servers as well as
servers supporting X.509 certificate authentication and access control lists are needed to address
the issues in the workflow security use cases. Thus, the security proxy implements two handlers,
the OAuth handler and the Certificate/ACL handler.

The OAuth handler has two major tasks:

» Token Verification: It verifies the access token that is sent by the client with the service request.

» Scope Verification: The proxy also needs to verify the list of scopes associated with the access
token. If the scope to perform the requested service operation is not included, the proxy denies
the request and returns an HTTP 401 "Unauthorized" response with an WWW-Authenticate
header indicating that a bearer token is required. If the scope is sufficient, the service request is
forwarded to the actual service.

Since authO [2: https://authO.com] is used as authorization server and JSON Web Tokens (JWT) are
provided as access tokens, the verification is implemented in the proxy using a token verification
Java library provided by authO. This library is also used to extract the scopes and implement the
scope checks. The scope itself can be configured in a configuration file.

The Certificate/ACL handler handles requests that include a X.509 certificate for authentication.
For authorization, it implements an access control list that defines the rights of the user to access
operations and/or resources in the secured service. For the implementation of the X.509 certificate
authentication, we are using the Spring Security framework. The access control list can be defined
in a configuration file that is read when starting the proxy.
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https://auth0.com

Example of a SimplePermissions policy:

<SimplePermissions xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns="http://www.52north.org/security/simple-permission/1.0">
<PermissionSet name="AWS1 Permission">
<ResourceDomain value="https://s3-eu-west-1.amazonaws.com/testbed13-osm/" />
<ActionDomain value="https://s3-eu-west-1.amazonaws.com/testbed13-osm/" />
<SubjectDomain value="urn:n52:security:subject:role" />
<Permission name="e.h.juerrens_GetObject">
<Resource value="manhattan/osm-manhattan-roads.osm" />
<Action value="GetObject" />
<Subject value="e.h.juerrens" />
</Permission>
</PermissionSet>
</SimplePermissions>

In both cases, the Capabilities injector is used to add the security constraints for the service in the
constraints element of the OperationsMetadata section in the Capabilities (see OGC OGC 16-048r1).

Excerpt from a WFS capabilities document describing the access constraints:

<ows:Operation name="GetFeature">
<ows:DCP>
<ows:HTTP>
<ows:Get xlink:href="https://tb12.dev.52north.org/security-
proxy/service/wfs" />
<ows:Post xlink:href="https://tb12.dev.52north.org/security-
proxy/service/wfs" />
</ows:HTTP>
</ows:DCP>
<ows:Parameter name="resultType">
<ows:AllowedValues>
<ows:Value>results</ows:Value>
<ows:Value>hits</ows:Value>
</ows:AllowedValues>
</ows:Parameter>
<ows:Parameter name="outputFormat">
<ows:AllowedValues>
<ows:Value>text/xml; subtype=gml/3.2</ows:Value>
<ows:Value>GML2</ows:Value>

<ows:Value>KML</ows:Value>

</ows:AllowedValues>

</ows:Parameter>

<ows:Constraint name="PagingIsTransactionSafe">
<ows:NoValues />
<ows:DefaultValue>FALSE</ows:DefaultValue>

</ows:Constraint>

<ows:Constraint name="CountDefault">
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<ows:NoValues />
<ows:DefaultValue>1000000</ows:DefaultValue>
</ows:Constraint>
<ows:Constraint>
<ows:ValuesReference
ows:reference="https://www.tb13.secure-
dimensions.de/authnCodelist#0AUTH2 BEARER_TOKEN">
urn:ogc:def:security:authentication:ietf:6750:Bearer
</ows:ValuesReference>
<ows:Metadata xlink:role="AuthorizationServer"
xlink:href="https://bpross-52n.eu.auth@.com/authorize" />
</ows:Constraint>
<ows:Constraint name="urn:ogc:def:security:oauth2:scopes">
<ows:AllowedValues>
<ows:Value>GetFeature</ows:Value>
</ows:AllowedValues>
<ows:AllowedValues>
<ows:Value>
GetFeature/TypeName=tb13:manhattan-streets-reference
</ows:Value>
</ows:AllowedValues>
<ows:AllowedValues>
<ows:Value>GetFeature/TypeName=tb13:tnm-manhattan-streets</ows:Value>
</ows:AllowedValues>
<ows:AllowedValues>
<ows:Value>GetFeature/TypeName=tb13:0sm-manhattan-streets</ows:Value>
</ows:AllowedValues>
<ows:AllowedValues>
<ows:Value>GetFeature/TypeName=tb13:1ion-manhattan-streets</ows:Value>
</ows:AllowedValues>
<ows:AllowedValues>
<ows:Value>GetFeature/TypeName=tb13:un-zataari-roads</ows:Value>
</ows:AllowedValues>
<ows:AllowedValues>
<ows:Value>
GetFeature/TypeName=tb13:tnm-manhattan-streets-wgs84
</ows:Value>
</ows:AllowedValues>
</ows:Constraint>
</ows:Operation>

10.6. OAuth scopes

Scopes were defined on two levels: (1) operation and (2) feature type/process level. On the
operation level, scopes were defined as Execute, DescribeProcess or GetFeature. If a client is
authorized for the respective scope, it can call the operation with no limitation, e.g. call Execute on
all processes or get all feature types. To allow more fine-grained access control, we defined scopes
on feature type/process level. The scheme for these scopes is:
Operation/AttributeName=AttributeValue, e.g. Execute/ProcessID=my.process or
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DescribeFeatureType/TypeName=my.feature.

The first level of scopes works well, as the available operations of a OGC Web services instance
rarely change. The second level of scopes works well for a fixed set of feature types/processes.
However, adding new feature types or processes (resulting in new scopes) is quite common and this
can cause a problem. The client initially requests authorization for a given set of scopes. If new
scopes are added within the authorization server, the client will not be authorized to access
resources connected to these scopes. It would need to make a new authorization request for each
additional scope.
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Chapter 11. Technology Integration
Experiments

Note
NOTE . . . . .
This section provides a summary on the TIEs done in Testbed 13 related to Security.

In Testbed 13, different participants are tasked to run a Technology Integration Experiment (TIE) to
demonstrate interoperability between the implementation deliverable.

11.1. Workflow Security

For results on TIEs in Workflow Security, please see ER OGC #17-029 "OGC Testbed 13 - Workflows
ER".

11.2. Security Enabled Client

For results of TIEs regarding the Secured Client (AB105), please see ER OGC #17-078 "OGC Testbed
13 - Concepts of Data and Standards for Mass Migration ER".

11.3. QGIS Plugin

The following table provides an overview about the different TIEs and the components involved.

Table 2. TIE components

Abbreviation Component name Deliverable

QGIS-PlgIn QGIS OAuth2 Plugin GE101

52N-RS 52°North Resource Server with NG132
WFS

AuthO.com OAuth2 Authorization Server linked with NG132

DC-AS Dutch Kadaster Authorization linked with GE101
Server

DC-RS Dutch Kadaster Resource Server linked with GE101

SECD-AS Secure Dimensions linked with GE101
Authorization Server

SECD-RS Secure Dimensions Resource linked with GE101
Server

The following table lists all the conducted TIEs.

Table 3. TIE Pairings

TIE between Security Use Case Success
QGIS-PlgIn / 52N-RS OAuth2 - Authorization Show conflation result Y
Code Grant provided by WES
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TIE between
QGIS-PlgIn / DC-RS

QGIS-PlgIn / DC-RS

QGIS-PlgIn / SECD-RS

QGIS-PlgIn / SECD-RS

QGIS-PlgIn / SECD-RS

Security

OAuth2 - Resource
Owner Password
Credentials

OAuth2 - Authorization
Code Grant (localhost
redirect_uri)

OAuth2 - Authorization
Code Grant (localhost
redirect_uri)

OAuth2 - Authorization
Code Grant (manual
finish)

OAuth2 - Resource

Owner Password
Credentials

11.4. Summary

Use Case

Show orthophoto
provided by Dutch
Kadaster WMS

Show orthophoto
provided by Dutch
Kadaster WMS

Show WMS layer from
Geoserver

Show WMS layer from
Geoserver

Show WCS coverage
from Geoserver

The TIEs for the QGIS OAuth2 plugin are all successful.

The TIE results for Workflow can be found in OGC #17-029 "OGC Testbed 13 - Workflows ER".

Success
Y
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Chapter 12. Conclusions and Future Work

Note

This section provides a conclusion on the topics addressed in this ER. It also
introduces next step options for future work in OGC Testbed initiatives and the
standardization work.

NOTE

12.1. Conclusions

This ER shows that OGC Web Services can be protected with main stream IT security mechanisms to
be consumed with a QGIS plugin but also participate in a secured workflow. For more conclusions
on the workflow part, please take a look at that Engineering Report (OGC #17-029).

The work item GE101 was completed successfully. It did not only conclude in a "straight-forward"
implementation but raised ground truth questions (and triggered answers) on the legitimate,
appropriate and secure use of OAuth2 with open source desktop applications; aka the QGIS plugin
for OAuth2. One of the fundamental recommendations of this ER is that the OAuth2 plugin should
be registered with Authorization Servers via digitally signed software statements. One obvious
reason is to ease the registration part for the user. The standard compliant software statements
would be crafted by an admin of the Resource Server - perhaps in conjunction with the
Authorization Server - and then published on the website. The publication of different software
statements could reflect different access scopes but also require certain OAuth2 flows that are
sanitized.

Regarding the applicability of the different OAuth2 grant types with the QGIS plugin, it seems to be
best practice not to use the Implicit grant as the plugin cannot request new access tokens, because
the flow does not issue refresh tokens. Also, the use of Authorization Code Grant with manual finish
was implemented which can be recommended for computing environments where the plugin
cannot create a localhost socket. This might be very relevant for restricted computing
environments.

OAuth enabled WPS: Using the OAuth2 Client Credentials Flow worked well with the WPS interface
standard. Enabling the WPS to access OAuth2 protected resources worked directly and the standard
doesn’t need to be changed. Just some work "under the hood" was needed to resolve OAuth2
protected referenced data, e.g. request tokens from an Authorization Server and adding HTTP
headers to data-requests. However, access needed to be granted beforehand. The more dynamic
Authorization Code Flow also worked with WPS, but some extensions were needed. The redirect-
URL (see Authorization Code Flow vs. Client Credentials Flow for details) needs to be made
available to the WPS-client. This could be done by extending the GetStatus document or by
returning HTTP status code 302 (Found) and HTTP header Location. Both approaches would require
changes to the WPS interface standard and their feasibility needs to be discussed in the SWG.
Another future work item would be the definition of OAuth2 scopes and the granularity of access
control that they should be used for.
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12.2. Implications to OGC Standardization Efforts

Results from the documented work regarding security in OGC Testbed 13 indicates that OGC and
main stream IT security approaches work well together. The topics addressed will further stimulate
sustainable discussions and uptake in the Security DWG.

Standardization activities in the OWS Common - Security SWG benefit from the results as it is now
clearer which annotations to do for an OAuth2 protected service and in how far that would further
improve (ease) the plugin registration activity. Furthermore, the results from Testbed 13 indicate
that the OWS Common - Security SWG approach on defining a backwards compatible approach is
good practice. However, for future work it is very important that security gets built into the
standardization effort as early as possible. The new upcoming standardization work with WFS/FES
as API provides opportunities that should be followed.

12.3. Future Work

Based upon the results from Testbed 13 but also current standardization activities in the OGC, this
ER defines the following different future work topics.

12.3.1. QGIS plugin to parse security annotations in Capabilities

Based on the result to secure OWS Web Services with modern IT security standards such as OAuth2
and SAML2, a direct follow up could be to implement parsing and processing of the proposed
security annotations for Capabilities documents as identified by the OGC OWS Common - Security
SWG. Based on the OAuth2 and SAML2 (but potentially other authentication methods) supported by
the QGIS application, a challenge could be to implement for a WMS / WES provider the ability to
parse the security annotations in the capabilities response and execute the authentication plugin to
trigger authentication configuration. Based on the parsing and processing, it should be possible to
provide already certain information based on the security annotations. For example, the OWS
Common - Security SWG proposes to use a SAML2 constraint that contains the URL of the associated
SAML2 Federation Metadata. With this input, the SAML2 plugin configuration could already present
the user a list of available IdPs to choose from. It would not be necessary to ask the user to provide
the Federation Metadata URL as manual input as illustrated in figure "SAML2 Plugin configuration
example".

12.3.2. OGC Web Services Security Standard

Note
NOTE ' ' ,
OGC Web Services Security Standard is currently available as SWG working draft.

The OGC Web Services Security standard describes tests for validation of the Conformance Classes
and the associated Requirements Classes. In essence, the standard requires a test harness to
validate a client and a service implementation. Future work in an OGC Testbed could be to
implement such a test harness; one for testing client compliance and one for testing service
compliance. Before implementing such a test harness from scratch, it would be ideal to evaluate the
existing OGC CITE harness. But potentially this test harness is not suitable for testing security
requirements, as the objective is not to test conformance with other OGC Implementation
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Specifications but compliance with main stream IT security standards. For example, the security
test harness for the service would check whether an OAuth2 protected service would return the
HTTP status 401 and a HTTP header WWW-Authenticate compliant to RFC 6750. For testing clients,
it would mainly be important to verify that missing security annotations (and thereby lack of
support for a required functionality in security) in the capabilities will cause a client failure. For
example, if the client is a Web-App implemented in JavaScript, then the service must support Cross-
Origin Resource Sharing (CORS) to guarantee that application request issued by the JavaScript
library can pass through the Web Browser.

12.3.3. OGC WFS/FES SWG

Note
The OGC WES/FES SWG is work in progress.

NOTE

The OGC WFS/FES SWG is about to apply main stream IT concepts for describing APIs to Web
Feature Service. The main idea behind the approach is to base the interface description on an open
standard: OpenAPI 3.0. The use of OpenAPI allows also to specify security requirements by
leveraging so called security schemes. OpenAPI 3.0 has a set of pre-defined security schemes that
allow a compliant description for Basic Authentication, Bearer Authentication, OAuth2 etc. It could
be a future work item in an OGC Testbed to verify if additional security schemes would need to be
defined. Also, a prototype implementation of the OpenAPI based description for a WFS including
security schemes could be interesting. The SWG would benefit from these activities to validate their
concepts and integrate security right from the start.

12.3.4. Federated Identity Management and Secure Access to OGC Web
Services

In Testbed 13, modern security standards like OAuth2 and SAML2 were used to protect OGC Web
Services. It could be a challenging work item to combine SAML2 authentication and OAuth2 Access
Tokens to build a Spatial Data Infrastructure with protected services to support federated identity
management.

12.3.5. Integrity on XML Encoded Documents

Another future topic, disconnected from the current testbed activities but linked with the security
considerations currently being produced by the OWS Common - Security SWG, could be to evaluate
/ study the options to introduce a W3C Digital Signature on OGC encoding standards. This would
provide the ability to protect a Capabilities instance document, a FeatureCollection, a WMS Context
document independent from the underlying communication protocol. The XML instance
documents could be sent via e-mail or put on shred drives as digital signature on the documents
would protected them for undetected tampering. It would further be possible to liaise an issuer
with those offline instance documents.

From a technical perspective, it would be quite simple to support a digital signature on the
Encoding documents by introducing an optional element called Signature in the W3C DSID
namespace to the appropriate XML schemas maintained by OGC. Because the Signature element is
optional, it must not be used which guarantees backwards compatibility.
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Even though the technical solution is quite simple and straight- forward, activities in future
testbeds should evaluate which schemas to change and look into the exact implications to existing
implementations, before recommending this "simple" change.
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Appendix A: Technology Integration
Tests

This section describes the TIEs in Testbed 13 for the QGIS Authentication plugin supporting the
OAuth2 access delegation (authorization) framework.

1.1. QGIS OAuth2 Plugin TIE
For the QGIS 2.18.4 OAuth2 Plugin, the following TIEs exist:

Table 4. Secure Dimensions OAuth2 Resource Server
RS URL https://rs.tb13.secure-dimensions.de/geoserver/tiger/wms?version=1.1.0
AS https://as.tb13.secure-dimensions.de
Test purpose: Confirm that access is possible with access tokens from the AS
Test method: Use the QGIS OAuth2 plugin with configuration for TB13 Secure Dimensions
Authorization Server
* Use the QGIS OAuth2 plugin to configure a setup for the SECD
Authorization Server with Authorization Code Grant

* Configure the WMS endpoint in QGIS

¢ Add the Authentication via the SECD Authorization Server to the WMS
configuration

* Request Capabilities from the SECD RS
» Select any layer (e.g. Manhattan Roads) and request the map

« Verify if a map is received and displayed

Test type: OAuth2 Plugin Authentication with WMS and Authorization Code Grant

The TIE as described in table 1.1 is between the OAuth2 QGIS plugin and a WMS secured via an
OAuth2 RS where the associated Authorization Server supports the Authorization Code Grant.

Table 5. Secure Dimensions OAuth2 Resource Server

RS URL https://rs.tb13.secure-dimensions.de/geoserver/wcs
AS https://as.tb13.secure-dimensions.de

Test purpose: Confirm that access is possible with access tokens from the AS
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Test method: Use the QGIS OAuth2 plugin with configuration for TB13 Secure Dimensions
Authorization Server

* Use the QGIS OAuth2 plugin to configure a setup for the SECD
Authorization Server
* Configure the WCS endpoint in QGIS

¢ Add the Authentication via the SECD Authorization Server to the WCS
configuration

* Request Capabilities from the SECD RS
* Select any layer (e.g. nurc:mosaic) and request the map

« Verify if a map is received and displayed

Test type: OAuth2 Plugin Authentication with WCS and ROPC

The TIE as described in table 1.2 is between the OAuth2 QGIS plugin and a WCS secured via an
OAuth2 RS where the associated Authorization Server supports the Resource Owner Password
Credentials.

Table 6. Dutch Kadaster OAuth2 Resource Server

RS URL https://test.secure.geodataZ.nationaalgeoregister.nl/lv-beeldmateriaal-poc/
2016/wms?version=1.1.1

AS https://authorization.test.kadaster.nl
Test purpose: Confirm that access is possible with access tokens from the AS
Test method: Use the QGiS OAuth2 plugin with configuration for TB13 Dutch Kadaster
Authorization Server
» Use the QGIS OAuth2 plugin to configure a setup for the Dutch Kadaster
Authorization Server using ROPC

* Configure the WMS endpoint in QGIS

e Add the Authentication via the Dutch Kasdaster Authorization Server to
the WMS configuration

* Request Capabilities from the Dutch Kadaster RS

* Select any layer (e.g. LV_Beeldmateriaal_2016_Ortho10) and request the
map

« Verify if a map is received and displayed

Test type: OAuth2 Plugin Authentication with WMS and ROPC

The TIE as described in table 1.3 is between the OAuth2 QGIS plugin and a WMS secured via an
OAuth2 RS where the associated Authorization Server supports the Resource Owner Password
Credentials.

Table 7. 52North OAuth2 Resource Server
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RS URL http://tb12.dev.52north.org/security-proxy/service/wfs
AS https://bpross-52n.eu.auth0.com
Test purpose: Confirm that access is possible with access tokens from the AS
Test method: Use the QGiS OAuth2 plugin with configuration for TB13 AuthO.com
Authorization Server
* Use the QGIS OAuth2 plugin to configure a setup for the AuthO.com
Authorization Server using Authorization Code Grant
* Configure the WFS endpoint in QGIS

e Add the Authentication via the AuthO.com Authorization Server to the
WMS configuration

* Request Capabilities from the 52North RS
* Select the layer th13:0sm-manhattan-streets and request the features

« Verify if a feature collection is received and displayed

Test type: OAuth2 Plugin Authentication with WFS and Authorization Code Grant

The TIE as described in table 1.4 is between the OAuth2 QGIS plugin and a WFS secured via an
OAuth2 RS where the associated Authorization Server supports the Authorization Code Grant.

For all tests, a Windows 10, 32bit executable for the QGIS QGIS 2.18.4 and the OAuth2 plugin are
used. The built "Munich" is provided by Secure Dimensions specifically for the OGC Testbed 13 but
based on the Github master for version 2.18.4. This ensures compatibility with the plugin as that is
installed as a DLL. The QGIS splash screen reflects that:

Figure 23. QGIS 2.18.4 build for TB13

1.1.1. TIE with SECD RS and AS using Authorization Code Grant

Once the QGIS plugin is registered with the AS, the required parameters must be provided into the
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plugin GUL.

Token Session |:| Persist between launches
Arcess Method Header
Request Timeout | 30 seconds =

P Extra initial request parameters

Mote: Saving writes directly to authentication database

/' Authentication ? >
MName |TI'!13 - huthorlzatlon Code Grant (localhost) Id| OnG69L17 |:
Resource |D|:-ti|:~nal LEL resource
OAuth2 authentication *| Clear
Configure Defined Software Statement @ Tokens
Grant Flow | Authorization Code - | | & _L
Description |
Request URL |hl:tpe:.-’.-’as.thl3.5ecure-dimensiuns.de.-’aauth,fauthorize.php
Token LIRL |https:,n’,n’as.tbl3.5Ecure-dim@nsInns.de,ﬂnauthﬁnk&n.php
Refresh Token URL |I'rttps:,n’,n’as.tb13.5Ecure—dirnensinns.de,n'ﬂauth,."tcken.php
Redirect URL hitp:(/127.0.0.1: 7070 =]/ agis
Client ID |fdl]@c452-hc2d—4?86-Bedg-?hm‘eghﬁ?lﬁc@uwm.semredlmenslnns.d@
uiEI‘ItSEI:FEt |‘lni‘lni‘lni‘lni‘lni‘lni‘lni‘lni‘lni‘lni‘lni‘lni‘lni‘lni“i“i“i“i“i“i“i‘ qﬁ
Stope |beeld '
APT Key |ﬁ|311' onal
Advanced

Figure 24. TB13 Secure Dimensions AS - Authorization Code Grant

Figure 24 illustrates the configuration of the plugin regarding the TIE as defined in table 1.1. The
configuration is saved under the title provided in the name field: "TB13 - Authorization Code Grant
(localhost)". In addition to the Authorization Server specific endpoints, the configuration indicates
that the plugin leverages the Authorization Code Grant and a Resource Server sepcific scope:
"beeld". Even though the Client Secret is not required for this configuration, it is provided as part of

the registration process.

Figure 24 also illustrates that the access token will be attached to the HTTP request leveraging the

HTTP header.
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¢ Create a new WMS connection

-

Connection details

Mame |TI313 Tiger Roads - Authorization Code (localhost)

LRL |htl'|'15 Jirs il 3 secure-dimenslons. defgeoserver ftigerwmis?version=1.1.0& |

Authentication Configurations
TB13 - Authorization Code Grant (localhost)

Methiod |'Z 1Aukh 2 authentication

Id |on69417
Referer |
DPI-Mode  all
Version

[ ] Tonore GetMap/GetTile URT reported in capabilities
|:| Ignore GetFeaturelnfo URI reported in capabilities
| | Tgnore axis crientation (WMS 1.3/WMTS)

[ ] Invert axis orientation

|:| Smooth pixmap transform

O

Edit

Cancel

- | Add

Femowe

Help

Figure 25. QGIS configuration

Figure 25 illustrates the use of the previous OAuth2 configuration for a particular service instance.

Note
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The use of the Authorization Code Grant with localhost redirect URI REQUIRES that the
plugin can open a port on the computer. For the example it is port 7070. The following
figure illustrates the Windows Firewall warning (in German). If the user is either
unable or unwilling to grant access ("Zugriff erlauben"), then this grant type cannot
be used. The user must process the Authorization Code Grant with manual finish as

described in a later section!



ﬂ' Nindows-5Sicherheitshinweis

Die Windows-Firewall hat einige Features dieses Programms

blockiert.

Einige Features von ggis.exe wurden in allen affentichen und privaten Netzwerken von der
Windows-Firewall blockiert.

ff' Name: qgis.exel
-2 Herausgeber: Unbekannt
Pfad: C:\program files\ggis-2. 18, 4'binYggis.exe

Kommunikation von ggis.exe in diesen Metzwerken zulassen:
Private Metzwerke, beispiglsweise Heim- oder Arbeitsplatznetzwerk

[ ] Offentliche Netzwerke, z. B. in Flugh&fen und Cafés (nicht empfohlen,
da diese Metzwerke oftmals gar nicht oder nur geringfiigiq geschiitzt sind)

Welche Risiken bestehen beim Zulassen einer App durch eine Firewall?

qugriFF zulassen Abbrechen

Figure 26. Windows Firewall Confirmation Dialog

For the Authroization Code Grant with localhost redirect_uri, the Windows user must approve the
changes to the firewall. If that is not possible, the user must use the Authorization Code Grant with

manual finish.

‘ Zugelassene Apps -

« v 4 o » Systemsteuerung » Systern und Sicherheit > Windows-Firewall » Zugelassene Apps v U | systemsteuerung durchsuchen @

Kommunikation von Apps durch die Windows-Firewall zulassen

Klicken Sie zum Hinzufiigen, Andern oder Entfernen zugelassener Apps und Ports auf “Einstellungen &ndem”.

Welche Risiken bestehen, wenn die Kommunikation einer App zugelassen % kinstellungen &ndern
wird?

Zugelassene Apps und Features:

Name Privat  Offentlich ~
ENiheungsfreigabe ] =4
ENetzwerkerkennung = u}
EOffice holen =}
EQneNote = B
EPaint 3D = =4
EPriifung =}
= (g5 = o
DORemotedesktop u] o
DRemaotedienstverwaltung [m} O
DRermote-Ereignisprotokollverwaltung [u] o
DRemoteereignisuberwachung 0 o
ORemoteheninterfahren m} [u] »J
Details... Entfernen

Andere App zulassen...

OK Abbrechen

] X

Figure 27. Windows Firewall Change
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Assuming the user has approaved the Windows Firewall to accept the QGIS executeable to create a
port on localhost, the OAuth2 flow can continue...

Detei Bearbeiten Ansicht Chronik Lesezeichen FExtras Hilfe - o x|
*) Neuer Tab x 4+

Suche oder Adresse eingeben

x Q Suchen w8 & @ =

Authentifizierung erforderlich ps
0 https://as.th13.secure-dimensions.de verlangt einen Benutzernamen und ein Passwort. Ausgabe der
y Website: "OGC TB13 Realm”

Benutzername: ’-ﬁ |

Passwort: ‘ sessee |

Abbrechen

Warten auf as.tb13.secure-dimensions.de...

Figure 28. TB13 Secure Dimensions AS - Login

After the user connects to the service, the OAuth2 protocol is executed. The first step is for the user
to login, as illustrated in Figure 28.

Datei Bearbeiten Ansicht Chronik Lesezeichen Extras Hilfe

- O EY
ﬂ:l Please Approve Application X 4
@ @  https;//as.th13.secure-dimensions.de/oauth/authorize. phpiresponse_type=codefdient_id=fd0e ¢ Q Suchen wBea ¥ & 9 =
. .
Secure Dimensions GmbH
Holistic Geosecurity
Do You Authorize Client with ID fd0ec452-bc2d-4786-8ed9-ThefeOb6716c@www.secure-dimensions.de for scope(s) beeld?
yes | no
Copyright 2017 Secure Dimensions GmbH Last updated 07/10/2017

Figure 29. TB13 Secure Dimensions AS - Approve plugin use

Before the Authorization Server issues an authorization code (and later an access token) to the
plugin, the user must approve this action. The request dialog is illustrated in figure Figure 29.

66



Datei Bearbeiten Ansicht Chronik Lesereichen Extras Hilfe — O w0

127.0.0.1:7070/qgis?code=1e5ab X | 4

€ | (D 127.0.0.1:7070/qgis?code=1e5ab7cb08d050afb35033 138c2be? 1 8af9401aalistate=734 @ Q Suchen wBe & &

QGIS OAuth2 verification has finished

If you have not been returned to QGIS, bring the application to the forefront.

Close window

Figure 30. Local browser - TB13 Secure Dimensions AS approval finished

Figure 30 indicates the Authorization Code Grant has successfully completed with the Authorization
Server. The user is informed to close the window (which might not work depending on the Web
Browser and other configuration parameters) or focus to the QGIS application.

# Add Layer(s) frem a WM(T)S Server ? *

Layers Layer Order Tlleseks Server Search

TB13 Tiger Roads - Authorization Code (localhost) -
Connect New Edit [elate Load Save Add default servers
D - Name Tide Abstract
~ 0 GeaServer ... A compliant implemnentation of WMS plus mast of the SLD extension {dynamic styling). Can also generate PDF, SVG, KML, ..
1 spearfish Spearflsh Spearfish Clty In Lawrence County, South Dakota The area covered by the data set Is In the vicinity of Spearfish and Includ...
2 tasmania Tasmanla Tasmania Australla from Digital Chart of the World.
3 tiger-ny TIGER Ne... Topologically Integrated Geographic Encoding and Referencing (TIGER) dataset for Mew York.
>4 glant_pohy:.. World redta... A simple redangular polygon covering maost of the world, it's anly used for the purpose of providing a background (WMS ..
> b pil Manhattan ... Points of Interest In New York, New York (on Manhattan). One of the attributes contalns the name of a file with 2 plcture o
>0 poly_land... Manhattan ... Manhattan landmarks, Identifles water, lakes, parks, Interesting bulldiings
» 15 figer_roads  Manhattan ... Highly simplified road layout of Manhattan In New York..

Image encoding
@ puG () PNGE () PNGs () IPEG () GIF () TIFF () svG () SVG

Coordinate Reference System (5852 available)

Tile size | |
Feature limit for GetFeaturelnfo |1[J |

WES 84 Change...
|_, Use contextual WHS Legend

Layer name |Manhal1an (NY) roads
Add Close Help
1 Layer(s) selected

Figure 31. TB13 Secure Dimensions RS - Capabilities Response
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Once the user returned to the QGIS application, the user must select a WMS layer. For this TIE
leveraging the scope "beeld", the layer tiger_rodas can be selected as illustrated in Figure 31.

7 qais21e4
Project Edit View Layer |

Pig o
IDERBRE LB 3 ~M-& -0 1Zm~ M~ B |
< - |

’

SBrR08ANNS
< bl

&

Coordinae] 7050 M06526 ® Scle 51| @ Meiher100% %] Roaion 00 3] Render D E5G:4320 @

Figure 32. QGIS displaying map from TB13 Secure Dimensions RS

After the user has added the layer to the QGIS application, it is loaded and displayed as illustrated
in Figure 32.

In case that the user executes the WMS and there is no valid access token attached to the request,
the service will return an OAuth2 compliant exception as illustrated in Figure 33. GetMap request:

https://rs.tb13.secure-
dimensions.de/geoserver/tiger/wms?service=WMS&version=1.1.0&request=GetMap&layers=tige
r:tiger_roads&styles=&bbox=-74.02722,40.684221, -
73.907005,40.878178&width=476&height=768&srs=EPSG:4326&format=1mage%2Fpng
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E3) 401 Unauthorized x

& | https://rs.th13.

Unauthorized

tiger) rvice=

¢ Q searcn

This server could not verify that you are authorized to access the document requested. Either you supplied the wrong credentials (e.g., bad password), or your browser doesn't understand how to supply the credentials required.

@ 3 Inspector

W N HTML CSS JS XHR Fonts Images Media Flash WS Other

Console [ Debugger {} Style Editor (3, Performance  {k Memory & Storage

Status Method File Domain Cause
GET wms?service=WMS& n=1.1.08req .. @ rso13. 15.08 € document
@ Onerequest | 381B/381Btransferred  Finish: 334 ms
T e@Net~ ®CSS~ ®JS~ @sSecurty - ©Logging ~ @ Server

x GET https://rs.tb13.secure-dimensions.de/geoserver/tiger/wms

Response headers

Access—Cantrol-Allow-Credentials
Access-Control-Allow-Headers
Access-Control-Allow-Hethods

Access-Control-Hax-Age
Connection
Content-Length
Content-Type

WWW-Authenticate Bearer reall

Headers Params Response Cookies Call Stack

true

Authorization, Content-Type
GET, POST, OPTIONS, HEAD
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Keep-Alive

381

text/html; charset=iso-8859-1

Date Tue, 19 Sep 2017 12:28:43 GMT
Keep-Alive timequt=5, max=100
Server

Apache/2.4.6 (Cent0S) OpenSSL/1.@.le-fips PHP/5.6.30 mod_gos/11.48 mod_apreq2-20898110/2.8.8 mod_perl/2.8.18 Perl/v5.16.3

="protected resources”, error_description="Access Token missing” |

Request headers

Accept-Encoding
Accept-Language
Cache—Control
Connection
Cookie

Host

Accept text/html,application/xhtmlexnl,application/xnl;q=0.9,%/%;

gzip, deflate, br

en, en-US; 4=0.5

rax-age=0

keep-alive

JSESSIONID=8553DD4CCB0BBE75A17025FEEISAOA68; _ga=GA1.2.070939121.1498158932
rs.tb13.secure-dimensions.de

-

Upgrade-Insecure-Requests

User-Agent Mozilla/5.8 (Macintosh; Intel Mac 05 X 10.12;

| * > GET https:/srs.th13. secure-dimensions.desaeoserver/tiger funs

rvi55.8) Gecko/28108181 Firefox/55.0

Type
hteml

Referer https://rs.tbl3.secure-dimensions.de/geoserver/web/wicket/booknarkable/arg. geoserver . web. demo. HapPreviewPage?2

Transferred

3818

Size

3818

HEE®OeE x
Filter URLs =

Filter output

[HTTP/1.1 481 Unauthorized 329ms]

[HTTP/1.1 481 Unauthorized 334ms]

Figure 33. Firefox displaying access token missing exception from TB13 Secure Dimensions RS

1.1.2. TIE With SECD RS and AS using Authorization Code Grant with

manual finish

Once the QGIS plugin is registered with the AS, the required parameters must be provided into the

plugin GUIL
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/ Authentication ? > ‘

Name  [TB13 - Authorization Code (manual ) 1d| 59cavis |

Resource |CI|:-ti-:-n al URL resource

OAuth2 authentication *| Clear
Configure  Defined  Software Statement & Tokens
Grant Flow  Authorization Code - | L _L
Description |
Request URL |hl:tps:Hars.th13.secure-dimenﬁiuns.defc:nauth,."autlmrize.php
Token URL |https:.n'.n'as.tb13.securE-dIm@nsinn;.de.n'uauthftﬂlcen.php

Refresh Token URL |Optional
Rediredt LURL |httnas:Ha:s.Ib13,SE{ur&dimensiunade;'aauthfdlsplay_mde,php

Local Port 7070 7|

Client ID | De3eff22-5690-4306-aalb-8d4d0f5b967b@as th13 secure-dimensions.de

Client Secret |Il-illlI-!Il-illllilI-illll!ll-illlI!Il-illllilI-illll!ll-illlI!Ilillll!ll-illll!ll-illll!ll-illl ()
Soope |n:npeni|:| beald

API Key |Optional

Advanced
Token Session [ | Persist between launches
Arcess Method Header =

Request Timeout | 30 seconds 5

P Extra initial request paramelers

Mote: Saving writes directly to authentication database

Figure 34. TB13 Secure Dimensions AS - Authorization Code Grant Manual

Figure 34 illustrates the configuration of the plugin regarding the TIE as defined in table 1.1. The
configuration is saved under the title provided in the name field: "TB13 - Authorization Code Grant
(manual)". In addition to the Authorization Server specific endpoints, the configuration indicates
that the plugin leverages the Authorization Code Grant with manual finish, as the redirect URI is
not localhost or 127.0.0.1.

Note

The Authorization Code Grant manual can be used when it is *not* possible that the
QGIS plugin can create a listen port on localhost. This flow does *not* require the
Windows Firewall to change! This can be important for some computing environments, for
example in the intelligence domain.

Figure 34 also illustrates that the access token will be attached to the HTTP request leveraging the
HTTP header.

70



# Create a new WMS connection 7 e

Connection details

Name |TI313 Tiger Roads - Authorization Code (manual) |

LIRL |hl'l'|'15 Jfrs bl 3 secure-dimensions. de/gecserveriger fwms Mversion= 1. 1. 08 |

Authentication Configurations
TB13 - Authorization Code (manual) -~ | Add

Method |OAuth2 authentication |

Id  |59cavis Edit  Remove
Referer |
DPL-Mode  all N
Verslon

|_| Ignore GetMap/GetTile URT reported In capabillities
|:| Ignore GetFeaturelnfo URI reported in capabilities
|| Ignore axis orientation (WMS 1.3/WMTS)

|_| Invert axis orentation

|:| Smooth pixmap transform

OK Cancel Help

Figure 35. QGIS configuration
Figure 35 illustrates the use of the previous OAuth2 configuration for a particular service instance.

After the user connects to the service, the plugin displays an input dialog that requires the user to
provide the Authorization Code obtained from the Authorization Server web page. The display of
the Authorization Code is the result of the OAuth2 approval the user does in the next steps.
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# Add Layer(s) from a WM(T)S Server f s

Layers Layer Crder Tilesets Server Search

TEB13 Tiger Roads - Authorization Code {manual) -
Connedt Mew Edit Delete Load Save Add default servers

(0] Mame Title Abstract

-

# Enterth... ? x ‘

Authorlation code

Yequired

o]l ome ,

Image encoding

Options

Tile size

Feature limit for GetFeaturelnfo 10

WGES 84 Change...
[] Use contextual WMS Legend

Layer name |
Add Close Help
Ready

Figure 36. QGIS Plugin - Authorization Code Input required

Also after the user connects to the service, the OAuth2 protocol is executed. The first step is for the
user to login, as illustrated in Figure 28.
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@a https://as.th13.secure-dimensions.de/oauth/authorize. php?response_type=codefdlient_id=0e3eff22-5690-4306-: ¢ Q Suchen T} B ¥+ @ 9—.‘

. .
Secure Dimensions GmbH
Holistic Geosecurity
Do You Authorize Client with ID Oe3eff22-5690-4306-aafb-8d4d0f5b967b@as.tbl3.secure-dimensions.de for scope(s) openid beeld?
yes | | no
Copyright 2017 Secure Dimensions GmbH Last updated 07/10/2017

Figure 37. TB13 Secure Dimensions AS - Approve plugin use

Before the Authorization Server issues an authorization code, the user must approve this action.
The request dialog is illustrated in figure Figure 37.
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@ Q Suchen wB ¥+ # F5d

€« ©a https://as.th13.secure-dimensions.de/oauth/display_code php?code=8c4f46a86d78fb8670cdcdddec79a6e0f321ba

Secure Dimensions GmbH
Holistic Geosecurity

OGC Testbed 13 Authorization Server

This 1s your Authorization Code:

[8cafs6assdrsmesTocscadtecTace0p21bant |

Copyright 2017 Secure Dimensions GmbH Last updated 07/10/2017

Figure 38. TB13 Secure Dimensions AS displays the authorization code

Figure 38 indicates that the Authorization Code Grant with manual has completed successfully. The
user has now 10 seconds to copy and paste the code (marked by red rectangle) into the QGIS plugin
window (see Figure 36) and click "OK". Assuming the user has done that, QGIS will connect to the

service and display the capabilities result.
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;'-‘f Add Layer(s) from a WM(T)5 Server

? >
Layers Layer Qrder Tilasets Server Search
TB13 Tiger Roads - Authorization Code (manual) -
Connect New Edit Delate Load Save Add default servers
I Mame Title Abstract
# Enterth... ? - ‘
Authorlation code
{3b6533afEfad 182ab862f 740
| 0K | | Cancel
Image encoding
Options
Tile size
Feature limit for GetFeaturelnfo 10
WGS B4 Change....
[ Use contextual WMS |egend
Layer name |
Add Close Help |
Ready

Figure 39. QGIS user inputs the authorization code
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1"-"7 Add Layer(s) from a WMIT)5 Server ? -

Layers Layer Crder Tilesets Server Search
TB13 Tiger Roads - Authorization Code {manual) b
Connect Mew Edit Delate Load Save Add default servers
D MName Title Abstract
# WMS Provider X

Falled to download capabilities:
Download of capabilities failed: network request update

failed for authentication config

Image encoding

Options

Tile size

Feature limit for GetFeaturelnfo 10

WES 84 Change...

[ | Use contextual WMS Legend

Layer name |

Add Cose Help
Ready

Figure 40. QGIS user inputs a wrong or expired authorization code

Figure 40 illustrates the user providing a wrong or expired authorization code.

1.1.3. TIE with SECD RS and AS using ROPC

Once the QGIS plugin is registered with the AS, the required parameters must be provided into the
plugin GUL
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/' Authentication ? >

Name  [TB13 - ROPC] 1d| sroqu |E

Resource |0|Jti0nal UEL resource

OAuth2 authentication *|  Clear
Configure  Defined  Software Statement © Tokens
Grank Flow Resource Cwner | ke _L
Description ‘
Token URL |hupe:.-’.-’as.tbl3.se<ure-dimensians.de{oautwmken,ulm
Refresh Token LRL |f"'|1hr;|‘a
Client ID |SFﬁaS3e- 33de-ab93-ef34-44938dde@www.secure-dimensions. de
UIEntSECrEt |l.¢..i..0i.¢i..I..i..'.Ii.ii.Ii.l‘i.l".ii.l".li.li.ll.li.l'.li.li (?_1)
Username |am
Password |O.l‘.l ]
Scope lopenid beeld |
APT Key |Optiona
Advanced

Token Session |:| Persist between launches
Access Method Header -

Request Timeout | 30 seconds |+

P Extra initial requesl paramelers

Mote: Saving writes directly to authentication database

Figure 41. TB13 Secure Dimensions AS - Resource Owner Password Credentials

Figure 41 illustrates the configuration of the plugin regarding the TIE as defined in table 1.2. The
configuration is saved under the title provided in the name field: "TB13 - ROPC". In addition to the
Authorization Server specific endpoints, the configuration indicates that the plugin leverages the
Resource Owner Password Credentials and a Resource Server sepcific scope: "beeld". The Client
Secret - required for this grant type - is also to be provided for this configuration.

Figure 41 also illustrates that the access token will be attached to the HTTP request leveraging the
HTTP header.
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# Create a new WCS connection 7 oy

Connection details

Name [TB13 WCS |

URL  |https://rs.th13.secure-dimensions.defgeoserver fwecs |

Authentication Configurations
TB13 - ROPC ~ | Add

Method |OAuth2 authentication
I 8roquv3  Edit | | Remove

Version
Ignore GetCoverage URI reported in capabilities
Ignore axis orientation

Invert axls ofentation
Smoath pixmap transform

8].4 Cancel Halp

Figure 42. QGIS configuration

Figure 42 illustrates the use of the previous OAuth2 configuration for a particular service instance.
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¥ Add Layer(s) from a WS Server 7 X

Layers

TB13 WCS =
Connedt Mew Edit Delete Load Save

j o] - Name Tide Abstract
1] nurc:Arc_Sample A sample ArcGrid flle Generated from arcGridSample
1 nurc:Img_Sample North Amerlca sample Imagery A very rough Imagery of North America
2 nurc:Pk30095 PES0095 Generated from Imo_sampla?
3 sf:sfdem Spearfish elevation Generated from sfdem
4 nurc:maosalc mosalc Generated from ImageMosalc

Time

Coordinate Reference System (1 available); WGS 84 Change...

Format  GeoTIFF § GTiff -
Cache |Prefer network =

Qe | i

Ready

Figure 43. TB13 Secure Dimensions RS - Capabilities Response

Once the user returned to the QGIS application, the user must select a WCS layer. For this TIE
leveraging the scope "beeld", the layer nurc:mosaic can be selected as illustrated in Figure 43.

7 qcis21e4 - o X
Project Edit View Layer Settings Plugins Vecor Raster Database Web Processing Hel |
® o L |

IDERER O sL8NPPALE

SEBrSBHSNNS

Cooranat| 713000 | Scle 12273522 | @ Mognter 100% 5| Rotaon 00 5] Render_ @ pSG326_ @

Figure 44. QGIS displaying map from TB13 Secure Dimensions RS

After the user has added the layer to the QGIS application, it is loaded and displayed as illustrated
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in Figure 44.

Note
The OAuth2 Resource Owner Password Credentials (ROPC) flow does not require the user

to authorize the plugin. The ROPC is a simplified direct flow where the user is not
active.

1.1.4. TIE with Dutch Kadaster RS and AS

Once the QGIS plugin is registered with the AS, the required parameters must be provided into the
plugin GUIL
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/' Authentication ? s

Name |Dutch Kadaster] Id| pkoufok |2

Resource |'3l|:|ti|:|n al UEL resource

DAuth2 authenticalion * Clear
Configure  Defined Software Statement & Tokens

Grant Flow | Resource Cwner = L _L
Description ‘ﬂﬂufh? protected resoure in TB13

Token URL |hllp:i.',n’,n’uulhurimljun.lesl.kddasLer.nl.n'duUlfuuulhfvl."tﬂken

Refrash Token URL |Optiona

Client ID |aEI 16f534-f22e-47 Ge-af0e-3a3c602614b0

Client Secret |II--IIlll-ll-llilIIIIlII-ll-il-llIliIl ¢_.:}
Lisername |qmnnuumpn:’.1

PES.‘_-’.WCII‘d |--l--l--l--lin ¢_=-}
Scope beeld

APT Key | Optiona

Advanced
Token Session || persist between launches
MAcoess Method Header -

Request Timeout 30 seconds |

F Extra initial request parameters

Molke: Saving writes directly to authentication database

Resct Cave Cancel

Figure 45. TB13 Dutch Kadaster AS - Resource Owner Password Credentials

Figure 45 illustrates the configuration of the plugin regarding the TIE as defined in table 1.3. The
configuration is saved under the title provided in the name field: "Dutch Kadaster - ROPC". In
addition to the Authorization Server specific endpoints, the configuration indicates that the plugin
leverages the Resource Owner Password Credentials and a Resource Server sepcific scope: "beeld".
The Client Secret - required for this grant type - is also to be provided for this configuration.

Figure 45 also illustrates that the access token will be attached to the HTTP request leveraging the
HTTP header.
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¥ Create a new WMS connection ? e ‘

Connection details

Name  |Dutch Kadaster (ROPC) |

LIRL |hrl'ps:fﬁﬂsl.mmm.gmdam}.natlnnaalqenreqlslennljlv—hﬂeldm aterlzal-poc/2016/wms?version=1.1.15% |
Authentication Configurations

Dutch Kadaster - | Add

Method |UAuI_I|£ authenlication |

Id  |pkoufOk Edit  Remove

Referer |
DPL-Mode all -
Verslon

[ ] 1gnore GetMap/GetTile URT reported In capabilities

[ ] 1gnore GetFeaturelnfo URI reported in capabilities

|| Ignore axis orientation (WMS 1.3/WMTS)

[ ] tnvert axis orientation

[ ] smooth pixmap transform

o [ ] v

Figure 46. QGIS configuration

Figure 46 illustrates the use of the previous OAuth2 configuration for a particular service instance.
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/" Custom Certificate Configuration ? X

551 Errors occurred accessing URL:

i

ﬁ https://authorization.test. kadaster nl/auth/oauth/v2token

kS50 errors

* |+ Save 550 server exceplion
WARNING: Only save 551 configurations when necessany.
Certificate
NﬂmE' ||! ibhorization. test kadastans ﬂ

Lerver |aul.'h orization. test kadasternl: 443

Configuration not found in database

Custom 551 configuration

“ Protocol A
SecureProtocols -
* Peer verification
Verify peer certs -
* Peer verification depth (0 = complete cert chain)
0 -
¥ [gnore errors
Unable To Get Issuer Certificate
[ ] Unable To Decrypt Certificate Signature
| | lnahle Tn Mernde Tssuer Puhblic Key bl
Save & Ignore Ignore Abort

Figure 47. TB13 Dutch Kadaster RS - SSL Certificate Warning

Figure 47 illustrates the QGIS application showing an SSL certificate warning, as the certificate in
place is a self-signed test certificate. Therefore, this user warning dialog is very appropriate.
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# Add Layer(s) from a WM(T)S Server ? > ‘
Layers Layer Order Tilesats Server Search
|Dutch Kadaster (ROPC) -
New || Edt Delete Load Swe  Add default servers
o Name Title Abstract
w0 Images
»1 LV_Beeldmateriaal_2016_Quick_0Ortho25 |V_Beeldmaterlaal_2016_Quick_Ortho25
>3 LV_Beeldmaterlaal_2016_Quick_Drthol0 | IV_Beeldmateriaal_2016_Quick_Ortheto
»5 LV_Beeldmaterlaal_2016_Orthol0 | IV_Beeldmateriaal_2016_Orthoto
Image encoding
() pNG () PNGB (@) IPEG
Coordinate Reference System (1 avallable)
Tile size | |
Feature limit for GetFeaturelnfo [10 |
WGS 84 Change. . |
[ Use contextual WMS Legend
Layer name |LV_Beeldmateriaal_2016_Orthol0 |
Add | Cdose  Help |
1 Layer(s) selected

Figure 48. TB13 Dutch Kadaster RS - Capabilities Response

Once the user has returned to the QGIS application, the user must select a WMS layer. For this TIE
leveraging the scope "beeld", any orthophoto layer can be selected as illustrated in Figure 48.

# ass2ies |
Projct €0t View Layer Setings Plgins Vedor Ras Daabse Wb Procssing Holp |
" mBBRR oL e RPPRABNR e -K-a-REES=-L N[0 I
£/BYiG-eRD=00 =0@a s BB = A |
- o -

RN
va

-

&

SBYHHHANNs
8

«

@ Arcisnapserver
> @ows
@ Tile Server (xv2)

Layers panel
ET RS IR 3 1)
cel -

v F
pération can

Coodnate____ 5997051177  scole 122 | @ Mogniher 100% %] Rotation (00314 Render @ 95614320 @

Figure 49. QGIS displaying map from TB13 Dutch Kadaster RS

After the user has added the layer to the QGIS application, it is loaded and displayed as illustrated
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in Figure 49.

Note
The OAuth2 Resource Owner Password Credentials (ROPC) flow does not require the user

to authorize the plugin. The ROPC is a simplified direct flow where the user is not
active.

1.1.5. TIE with 52North WFS and Auth0O.com AS

Once the QGIS plugin is registered with the AS, the required parameters must be provided into the
plugin GUIL
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/' Authentication ? P

Name |52North 1d| w40s8sx |

Resource |D|:-ti|:-n al URL resource

OAuth2 authentication - Clear
Configure Drefined Software Statement o Tokens
Grant Flow | Authorization Code 7| s -!-
Description S2Narth WFS for TB13
Request LRL |hLIp:i:.|'.I’IJ|J|us5 S2n.eu.authO.com/fauthorize
Token LIRL |hﬂpﬁ:.n'.n'hpms;—.'i)n.Eu.authﬂ_mmfaaufh,ftulcen

Refresh Token URL |htlps:;';'hpmss-ﬁln.u:u.auﬂ'lt].mm,n’uauﬂ'l,l‘tulcnn
Redirect URL http://127.0.0.1: 7777 [+|/ agis

Client ID |Rm4vdﬁ3dleﬁ?W‘f’alq}OHnTaiaﬂm (§18]]
Client Secret ssssssssssssssssssssssssssssssssssssssssensssnsssnstsnnasssssans >
Soope |GE1H.'\¢ILUIE GetfFeature/ Typebame=tb13:0sm-manhaltan-strests
APT Key |Optional
Advanced

Token Session || Persist between launches
Access Method Header -

Request Timeout 30 seconds =

= Extra initial request parameters
Key Value {(unencoded) +
audience http: b1 2. dev. S 2north.org/security-proxyfservicefwls

Mote: Saving writes directly to authentication database |

a Lo Eo e e e LS S T e e

Figure 50. TB13 Auth0.com AS - Authorization Code Grant

Figure 50 illustrates the configuration of the plugin regarding the TIE as defined in table 1.4. The
configuration is saved under the title provided in the name field: "52 North". In addition to the
Authorization Server specific endpoints, the configuration indicates that the plugin leverages the
Authorization Code Flow Grant and a Resource Server specific audience:
"http://tb12.dev.52north.org/security-proxy/service/wfs".
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Figure 50 also illustrates that the access token will be attached to the HTTP request leveraging the
HTTP header.

/' Modify WFS connection 7 o ‘

Connection details

Mame 52Morth WFS |
URL hittp:/ fth12.dev S2north.org/securiby-proooyfservicefwts |
Authentication Configurations
52North - | Add
Method |Lmutllé authentication |
Id  |wa058sx |Edit | | Remove
Wersion Auto-detedt *

Max. number of features

[ ] Tgnore axis orlentation (WFS 1.1/WF5 2.0)
|:| Invert axis orientation

(8].4 Cancel Help

Figure 51. QGIS configuration

Figure 51 illustrates the use of the previous OAuth2 configuration for a particular service instance.
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Datei Bearbeiten Ansicht Chronik Lesezeichen Extras Hilfe — O 5

&% Sign In with AuthD X+

@ @ | https;//bpross-52n.eu.auth0.com/loginiclient=Rmdyd63dleyl2tVYalg¥28nTajaOmbQI&protocol= ¢ Q, Suchen e +$ & 9 =

A
X

QGIS Plugin

Log In

G LOG IN WITH GOOGLE

ar
= |lours@example.com
your password
Don't remember your password?

LOG IN >

Protected with AuthQ

Figure 52. TB13 AuthO.com AS - Login

After the user connects to the service, the OAuth2 protocol is executed. The first step is for the user
to login, as illustrated in Figure 52.

Datei Bearbeiten Ansicht Chronik Lesezeichen Extras Hilfe — O o

127.00.1:7777/qgisTcode=PaZC | >  +

€ @ 127.0.0.1:7777/qgis?code=PaZGCUMI2x64Mbd&istate= 1968 ¢ Q Suchen w e ¥+ @& =

QGIS OAuth2 verification has finished

If you have not been returned to QGIS, bring the application to the forefront.

Close window

Figure 53. Local browser - TB13 Auth0.com AS approval finished

Figure 53 indicates the Authorization Code Grant has successfully completed with the Authorization
Server. The user is informed to close the window (which might not work depending on the Web
Browser and other configuration parameters) or focus to the QGIS application.
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/' Bdd WFS Layer from a Server ? *

Server connections
S2North WFS -

Connect Mew Edit [elate Load Save

Filter: |

Title - Name Abstract 5ql

lion-manhattan-streets th13:lion-manhattan-streets
manhattan-streets-refere... thil3:manhattan-streets-refere...

osm-new-york thi3:osm-manhattan-streets
osm-zataari-roads th13:0sm-zataari-roads
tnm-manhattan-streets th13:tnm-manhattan-streets
un-zataari-roads th13;un-zataari-roads
"] Use title for layer name "] Keep dialog open

E Only request features overlapping the view extent
Coordinate reference system

EPSG:4326 Change...
Add Build query Close Help
Figure 54. TB13 52North RS - Capabilities Response

Once the user returned to the QGIS application, the user must select a WFS feature type. For this
TIE leveraging the scopes "GetFeature GetFeature/TypeName=tb13:0sm-manhattan-streets", the
feature type th13:0sm-manhattan-streets can be selected as illustrated in Figure 54.
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¥ QGis2.184
Project Edit View Layer Settings Plugins Vector Raster Database Web Processing Help
DEBREX Oetp HPPRPLALRBENR e -H-a-LEELm- "
2/ B RIS 6 “QEIETRER = &
Browser Ponel 2
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P wssqL
W rosteis
/# spatialite
& ArcGisFeatureServer
@ ArcGisMapserver
» @ ows
B Tile Server (XYZ)
> @ wcs
» & wrs

5§ wMs

SEIH0HANNS

Layers Panel
“AwYE~ARD
[/~ th13:0sm-manhattan-streets

Coordinate| 74.04231,40.73879 W Scle[1:14556 | @ Megnifier[100% +| Rotation 0,0 3| [7] Render €DEPSG4326 @

Figure 55. QGIS displaying feature collection from TB13 52North RS

After the user has added the feature type to the QGIS application, it is loaded and displayed as
illustrated in Figure 55.
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Appendix B: How to use the QGIS
Plugin for OAuth2

This section provides information for the end user of the QGIS plugin covering the installation and
use of the plugin.

1.1. Installation

The QGIS Plugin provided under OGC Testbed 13 is compiled as a Windows 32bit executable to
work with QGIS 32bit build 2.18.4. However, the compiled DLL (oauth2authmethod.dll) does also
work with the QGIS 2.18.13 version.

The actual installation of the plugin is quite simple: You just download the plugin from this URL
(https://as.tb13.secure-dimensions.de/oauth2authmethod.dll) and put the DLL into the QGIS
"plugins" directory. This is usually located under the diretory for the QGIS installation.

Note

Assuming your QGIS installation is in C:\Program Files\QGIS-2.18.13 then you must copy
the QGIS plugin DLL (oauth2authmethod.d1l) into the directory C:\Program Files\QGIS-
2.18.13\apps\qgis\plugins

1.2. Compile from Sources

For Testbed 13, Secure Dimensions provides a compiled version of the plugin for easy installation
(see previous section). But, it is also possible to compile from the sources. This procedure is more
difficult (and only suggested for decent QGIS developers) as you need to build a couple of
dependencies. It is not our in tension to provide a step-by-step instructions list, but rather provide
an overview so that you can go into the details yourself. For that purpose, we describe the build
process based on QGIS version 2.18.4 (which was the latest available at the time of B13 start) and a
Windows 10 32bit installation.

First, you need to install Microsoft Visual Studio 2010.

Second, you need to build QGIS 2.18.14. How to do this, please follow the detailed description
available from OSGeo: https://github.com/qgis/QGIS/blob/release-2_18/INSTALL

Third, you need to obtain the sources for the QGIS OAuth2 Plugin (master) from Github:
https://github.com/securedimensions/QGIS-OAuth2-Plugin

Then, start cmake and use the plugin installation directory as source. You need to create a build
directory and use that with cmake. Then select the compiler based on Visual Studio 2010 (use native
compiler). The following figure illustrates the CMake configuration. Please make sure to uncheck
the "build test app" option.
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A CMake 3.7.2 - C:/QGIS-OAuth2-Plugin-master/build ~ — [] X

File Tools

Options  Help

Where is the source code; |C:,|'QGIS—D.ﬁ.uﬂ'|2—PIugin—master

| Browse Source,..

Where to build the binaries: | C:/QGIS-0Auth 2-Plugin-master fbuild

V| Browse Build...

Search: | |:| Grouped |:| Advanced | HP Add Entry Remaove Entry
Marme Yalue

BUILD_TEST_APP []

CMAKE_COMFIGURATION_TYPES RelWithDeblnfo

CMAKE_INSTALL_PREFIX
EMABLE_TESTS
02_IMCLUDE_DIR
02_LIBRARY
OSGEC4AW_ROOT_DIR
QCA_INCLUDE_DIR
QCA_LIBRARY
QGI5_AMNALYSIS_LIBRARY
QGIS_CORE_LIBRARY
QGI5_GUI_LIBRARY
QGIS_INCLUDE_DMR
QGIS_PLUGIN_DIR
CUSOM_IMCLUDE_DIR
CJSOM_LIBRARIES
CTKEYCHAIM_IMCLUDE_DIR
CTKEYCHAIN_LIBRARY
CT_CMAKE_EXECUTABLE
USE_CXX_T1
WITH_IMNTERMNAL_O2
WITH_COTWEBKIT
_qgscenfig_h

C:/QGI15-0Auth2-Plugin-master/build
C:/Program Files/e2/include/o2

C:/Program Files/o2/lib/cl.lib

C/05GecdW
C:/05GeodW/include/qtd/CtCrypto
C/05GeodW/lib/geallib

C:/Program Files/Qgis-2.18.4/lib/qgis_analysis.lib
C:/Program Files/Qgis-2.18.4/lib/qgis_core.lib
C:/Program Files/Cgis-2.18.4/lib/qgis_gui.lib
C:/Program Files/Cgis-2.18.4/include
C:/Program Files/Cigis-2.18.4/plugins
C:/Program Files/gjson/include

C:/Program Files/gjson/lib/gjson.lib
C:/Program Files/gtkeychain/include
C:/Program Files/gtkeychain/lib/gtkeychain.lib
C:/05GecdW/ bin/qmake. exe

|

||

C:/Program Files/Cgis-2.18.4/include/qgsconfig.h

Press Configure to update and display new values in red, then press Generate to generate selected build files.

Configure Generate Open Project | Current Generator: Visual Studio 10 2010

Found Q=I5: Z.15.4
Found QFIS core: C:/Program Files/{Qgis-Z2.158.4/1libk/ggis core.lib
Found QGIS gui: C:/Program Files/Qgis-2.12_4/1lib/ggis _gui.lib

QOEIS target wersion set to Z.x

Found Ot wersion: 4.8.&

Found QC&: C:/05GeocdW/lik/geca.lik (2.1.0)

DEIS target wersion for QRuth? plugin set to 2 .x

Found QJson: C:/Program Files/gjson/lik/gison.libkb

Found QtEeychain: C:/Program Files/gtkeychain/lib/gtkeychain.lib
Found 02: C:/Program Files/o2/lib/oZ2_1lib

Configuring done

Generating done

Found QGIS analysis: C:/Program Files/0gis-Z.18.4/lib/ggis_analysis.lib
Found QIS5 plugins directory: C:/Program Files/Qgis-Z_18.4/plugins

Figure 56. CMake configuration for building the OAuth2 Plugin for QGIS 2.18.4
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As you can see, some dependencies exist to the OSGeo installation of QGIS (C:/0SGeo4W and
C:/Program Files/Qgis-2.18.4/include/qgisconfig.h). But there are other dependencies that need to be
built individually:

* 02 library (https://github.com/pipacs/02)
* QJSON library (http://gjson.sourceforge.net/)
» qtkeychain library (https://github.com/frankosterfeld/qtkeychain)

Final note: In order for the installation of the DLL to finish with no errors, it is important that you
change the permissions on the target directory to allow any access: C:/Program Files/Qgis-
2.18.4/plugins. In case you do not change the permissions, the default permissions require
administrator privileges that the CMake program does not have.

1.3. The QGIS OAuth2 plugin Development

The OAuth2 plugin for QGIS 2.18.x for Testbed 13 is based on the code from Boundless Geo
(https://github.com/boundlessgeo/qgis-oauth-cxxplugin). During the Testbed 13 project, we have
made changes to the sources and extended the functionalities to mainly support OAuth2 Dynamic
Client Registration via Software Statements, as described in this ER but also to support manual
finish of the Authorization Code Grant. The following is a basic list of changes and improvements:

Table 8. Changes and improvements over the codebase from Boundless Geo

Change / Improvement Description

state parameter The Boundless Geo version of the plugin
requests the state parameter to be provided by
the user. We have changed that as we think that
the user must not be responsible for providing
that, as a duplication of a state parameter could
lead to unintentional errors. The Testbed 13
version generates the state parameter
automatically for each authorization request to
the Authorization Server and checks the value
from the redirect to ensure no CSRF attacks.

optional parameters The Testbed 13 version populates all the extra
parameters as provided by the user vi the GUI.
This was important to support the setup from
52North using the AuthO Authorization Server,
because the optional parameter audience was
required.

Dynamic Client Registration The Testbed 13 version provides an additional
configuration tab "software statement" which
allows a user to automatically register the plugin
with a required configuration with the
Authorization Server. Of course this can only be
leveraged, if the Authorization Server involved
supports the registration via digitally signed
software statements (JWTs) as described in this
ER.
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Change / Improvement Description

Authorization Code manual Support for the Authorization Code flow to copy
and paste the authorization code when
redirect_uri is not locahost or 127.0.0.1

1.4. The QGIS Plugin for OAuth2

Once the QGIS Plugin for OAuth2 is installed, you need to register it with the Authorization Server
that is in charge of releasing access tokens for the Resource Server that is protecting the OGC Web
Services that you like to protect.

This OAuth2 plugin is for general purpose use and not specific to a particular use with OAuth2. In
this sense, you need to register the plugin with the Authorization Server specifying certain
parameters that must be "negotiated" (can be obtained) from the entity operating the Authorization
Server.

The plugin supports different methods for registration: (i) you can register the plugin manually
with the Authorization Server and then use the manual configuration window to fill in the blanks;
(ii) use a software statement released by the operator of the Resource Server that creates proper
software features to access a particular service. It is entirely possible that the operator of the
Resource Server will provide different access profiles resulting in different software statement.
How to obtain these software statement, valid for you, is outside the scope of this documentation.

For making the entire registration more clear, we are going to do this based on the Authorization
and Resource Server deployed by Secure Dimensions for demonstration purposes in the context of
Testbed 13.

1.4.1. The Dutch Kadaster Resource Server
For the TIE, Dutch Kadaster operates an OAuth2 protected Resource Server that hosts a WMS for
Othophotos of the Netherlands.

https://test.secure.geodata2.nationaalgeoregister.nl/1lv-beeldmateriaal-poc/2015/wms

The associated OAuth2 Authorization Server is described in table no. 1 below.

1.4.2. The Plugin Registration Process

The QGIS Plugin for OAuth2 cannot be used for authorization without being configured for a
particular use at a specific Authorization Server. Two options exist for how to register the plugin
for a particular use at an Authorization Server: Manual or via Dynamic Client Registration.

Manual registration

The manual registration requires that the QGIS user visits the registration pages of the
Authorization Server first. These pages differ in options and complexity, but the essential result is
that the user obtains a "client_id" and a "clients_secret" as well as OAuth2 specific endpoints
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required.

The following table represents the result of a manual registration using the Dutch Kadaster
Authorization Server provided for Tested 13.

Table 9. QGIS Plugin Registration at Dutch Kadaster OAuth2 Authorization Server

Parameter Value

OAuth Grant type ROPC

Token endpoint https://authorization.test.kadaster.nl/auth/oauth/
v2/token

client_id a916f534-f22e-476e-af0e-3a3c692614b0

client_secret 7f947487-272b-415a-9d1b-e694d541da87

Scope(s) beeld

In order to use these OAuth2 registration parameters, the user must also obtain a username and
password. Please contact Frank Terpstra at f.terpstra@geonovum.nl [mailto:f.terpstra@geonovum.nl] to
get an account.

Using Dynamic Client Registration and a Software Statement

The registration of the QGIS OAuth2 plugin via a software statement reduces the capabilities of the
plugin (support for all OAuth2 grant types, scopes, etc.) to a specific use and thereby mimicking a
Web-Application. Because the Dutch Kadaster OAuth2 Authorization Server for TB13 does not
support Dynamic Client Registration, we are going to explain the procedure with the OAuth2
Authorization Server provided by Secure Dimensions: https://as.tb13.secure-dimensions.de

Bascially, the user that wants to connect to the OAuth2 protected Geoserver hosted at
https://rs.th13.secure-dimensions.de must use one of the available software statements. The
software statement includes the required information to register the plugin with the affiliated
Authorization Server.

After downloading the desired software statement (with your favorite Web-Browser) and stored on
local disk, the user can open the Oauth2 plugin tab "Software statement" to use the file for
registration. The user must load the software statement (.jwt) and optionally provide the ".well-
known" URL for the Authorization Server: https://as.tb13.secure-dimensions.de/.well-known/openid-
configuration This URL is used by the plugin to fetch required endpoints URL if the software
statement does not contain the entry "register_endpoint". Which endpoints are required depend on
the OAuth2 grant type expressed in the software statement. Common endpoints are the token and
authorize endpoint.
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./ Authentication ? X

Name IRE—querd l Id ‘ Generated ‘ |@\
Resource |Out|on.3| URL resource ‘
OAuth2 authentication ¥ | | Clear
Configure Defined Software Statement © Tokens

Configuration Url |ODtucmal |
Software Statement |C:Nsers{Andreas Matheus/Desktop/QGIS OAuth2 Plugin/JWT /SoftwareStatementAuthorizationCode(Jocalhost).jwt |
Register
P Extra initial request parameters
Note: Saving writes direcly to authentication database
Reset Save Cancel

Figure 57. OAuth2 Plugin for QGIS 2.18.4 showing register via Software Statement

Note

For the configuration shown above, no Configuration URI is required as the
register_endpoint is comprised in the software statement.

Next, the user can register the plugin for a particular use as outlined in the Software Statement by
click the "Register" button. After a successful response from the Authorization Server, the plugin
populates the required values into the configuration tab and put focus on it.
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/' Authentication ? X

Name |Requwred | d | Generated ||@

Resource |Opb’ona| URL resource |

|OAuth2 authentication v | Clear
Configure  Defined  Software Statement € Tokens
Grant Flow | Authorization Code -
Descriot

Request URL | https: //as. tb 13.secure-dimensions.de/oauth/authorize.php
Token URL |htlps:ﬂas. tb 13.secure-dimensions.defoauth ftoken.php
Refresh Token URL | Optionzl

RedrectURL http://127.0.0.1:[7070 2] /[ Optional

Client ID | fd0ecd52-bc2d-4786-8ed9- 7hefedb67 16c@www. secure-dimensions. de
Client Secret I................................................................ Cp
Scope |openid beeld
AP Key [optional
Advanced

Token Session [ Persist between launches
AccessMethod ~ Header v

RecuestTmea

P Extra initial request parameters

Note: Saving writes directly to authentication database

e cancd |

Figure 58. OAuth2 Plugin for QGIS 2.18.4 showing software statement registration result

The user can save this particular configuration by simply providing a configuration name. Then
click the "Save" button on the bottom of the dialog.
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Figure 59. OAuth2 Plugin for QGIS 2.18.4 showing software statement registration result

The resulting configuration is highlighted in the figure Figure 59.

Configurations

w

D Name URI Type

1 w4058sx S52North OAuth2
2 nac4v30 Auth0.com OAuth2
3 pkDufok Dutch Kadaster OAuth2
4 0n69417 TB13 - Authorization Code Grant (Jocalhost) QAuth2

99ataqs ;Ealér;:::horizaﬁon Code via Software OAuth?
6 8r9quv3 TB13-ROPC QAuth2
7 Z3vijn testAC OAuth2

1.4.3. The Actual Use

Once the user has registered the plugin via a software statement that enables access to a particular
resource (OGC Web Services in our case), the OGC Web Server configuration can be set. The user
must simply add the OAuth2 configuration suitable to access the protected service.

As an example, the following configuration illustrates the linking of the just registered

configuration to a WCS hosted at the Resource Server.
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i Add Layer(s) from a WCS Server ? X
Layers
“TB13WCS -
| Comect || MNew | Edt | Dekte toad | save |
. /. Create a new WCS connection ? X
Connection details
Name |TB13wCs |
URL  |https:/frs.th13.secure-dimensions. de/geoserver fwcs |
Authentication ~ Configurations
TB13 - Authorization Code via Software Statement v |Add
Method | OAuth2 authentication |
4 [ssatm (et [Remove
rme [0 version -

[[] 1gnore GetCoverage URI reported in capabilities
[] 1gnore axis orientation

[[] 1nvert axis orientation

[[] smooth pixmap transform

Coordinate Referen|

ot
care e

Ready

Figure 60. OAuth2 Plugin for QGIS 2.18.4 used for a protected WCS
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Appendix C: How to use the QGIS
Plugin for SAML2

This section provides information on how to use the SAML2 plugin for QGIS.

1.1. Installation

The QGIS Plugin provided under OGC Testbed 13 is compiled as a Windows 32bit executable to
work with QGIS 32bit build 2.18.4. However, the compiled DLL (saml22authmethod.dll) does also
work with the QGIS 2.18.13 version.

The actual installation of the plugin is quite simple: You just download the plugin from this URL
(https://sp.tb13.secure-dimensions.de/saml2authmethod.dll) and put the DLL into the QGIS "plugins"
directory. This is usually located under the diretory for the QGIS installation.

Note

Assuming your QGIS installation is in C:\Program Files\QGIS-2.18.13 then you must copy
the QGIS plugin DLL (saml22authmethod.d1l) into the directory C:\Program Files\QGIS-
2.18.13\apps\qgis\plugins

1.2. Compile from Sources

For Testbd 13, Secure Dimensions provides a compiled version of the plugin for easy installation
(see previous section). But, it is also possible to compile from the sources. This procedure is more
difficult (and only suggested for decent QGIS developers) as you need to build a couple of
dependencies. It is not our intention to provide a step-by-step instructions list, but rather provide
an overview so that you can go into the details yourself. For that purpose, we describe the build
process based on QGIS version 2.18.4 (which was the latest available at the time of B13 start) and a
Windows 10 32bit installation.

First, you need to install Microsoft Visual Studio 2010.

Second, build QGIS 2.18.14. How to do this, please follow the detailed description available from
0SGeo: https://github.com/qgis/QGIS/blob/release-2_18/INSTALL

Third, obtain the sources for the QGIS SAML2 Plugin (master) from Github:
https://github.com/securedimensions/QGIS-SAML2-Plugin

Then, start cnake and use the plugin installation directory as source. Create a build directory and
use that with cmake. Then select the compiler based on Visual Studio 2010 (use native compiler).
The following figure illustrates the CMake configuration. Please make sure to uncheck the "build
test app" option.
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A CMake 3.7.2 - C:/QGIS-SAML2-Plugin-master/bui... — L]

File Tocols Options Help

Where is the source code: |C:IQGIS—5AML2—PIugin—master

Where to build the binaries: | 1 [QGIS-SAMLZ-Plugin-master fbuild

Search:

| |:| Grouped |:| Advanced | HP Add Entry

X

| Browse Source...

V| Browse Build...

¢ Remove Entry

Mame

CMAKE_INSTALL_PREFIX
O5SGECAW_ROCT_DIR
QCA_INCLUDE_DIR
QCA_LIERARY
QGIS_AMNALYSIS_LIERARY
QGIS_CORE_LIBRARY
QGI5_GUI_LIBRARY
QGIS_INCLUDE_DIR
QGIS_PLUGIN_DIR
OT_COMAKE_EXECUTABLE
USE_CHX_T
WITH_CTWEBKIT
_qgscenfig_h

CMAKE_COMFIGURATION_TYPES

Value

RelWithDeblnfo

C:/Program Files/Qgis-2.18.4/plugins
C:/05GeodW

G/ 05GeodW/include/ gtd/Ot Crypto
C/O5GecdW/lib/qea.lib

C:/Program Files/Cgis-2.18.4/1ib/qgis_analysis.lib
C:/Program Files/Cgis-2.18.4/lib/qgis_core.lib
C:/Program Files/Cgis-2.18.4/lib/qgis_gui.lib
Ci/Program Files/Cgis-2.18.4/include
C:/Program Files/Qgis-2.18.4/plugins
C:/05GecdW/bin/qmake.exe

C:/Program Files/Cgis-2.18.4/include/qgsconfig.h

Press Configure to update and display new values in red, then press Generate to generate selected build files.

Configure Generate

Open Project | Current Generator; Visual Studio 10 2010

Found QEI5: Z2.128.4

Found QFIS core: C:o/Program Files/Qgis-Z.18.4/lib/qggis_core.lib

Found QGIS gui: C:/Program Files/Qgis-2.18.4/lik/ggis_gui.lik

Found QGIS analysis: C:/Program Files/0gis-Z.128.4/1ib/ggis_analysis.lib
Found QFI5 plugins directory: C:/Program Files/Qgis-Z2_.18_.4/plugins

QIS target wversion set to Z.x

Found Ot wersion: 4.8.€

Found QCR: C:/05GecdW/lib/grca.lik (Z2.1.0)

QIS target wersion for Qfuth? plugin set to Z.x
Configuring done

Fenerating done

Figure 61. CMake configuration for building the SAMLZ22 Plugin for QGIS 2.18.4
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As can be seen, some dependencies exist to the OSGeo installation of QGIS (C:/0SGeo4W and
C:/Program Files/Qgis-2.18.4/include/qgisconfig.h).

Final note: In order for the installation of the DLL to finish with no errors, it is important to change
the permissions on the target directory to allow any access: C:/Program Files/Qgis-2.18.4/plugins. In
case the permissions are not changed, the default permissions require administrator privileges that
the CMake program does not have.

1.3. The QGIS Plugin for SAML2

The main difference of this SAML2 plugin compared to the OAuth2 plugin is that no registration is
required. With SAML2 protected services, the plugin must execute the SAML2 ECP. For this protocol
it is required that the user provides the IdP to use for login.

As noted from the SAML2 ECP standard, the IdP discovery is out of scope. This means that any
implementation choice is acceptable as long it results in an IdP selection. For Testbed 13, we
decided to implement a generic approach where the IdP discovery is based on the SAML2
federation metadata for the Service and Identity Provider. The Testbed federation metadata can be
found here:

https://www.tb13.secure-dimensions.de/federation-metadata.xml

For a URL, provided by the user, the plugin parses the metadata and extracts all available IdPs and
presents that list to the user. This simplified approach works best for a small number of IdPs (as
currently in Testbed 13) but would not work quite as well with a large federation with many IdPs.
Nevertheless, everyone has the freedom to implement their own IdP discovery as they see fit.

The following figure illustrates the simplified configuration of the plugin. For the ECP flow to work,
the only input required are the user credentials and the federation metadta. When providing login
credentials to the plugin, they will be saved in the encrypted SQL lite database as used by the QGIS
authentication plugin. And, it is important to know that the user credentials are not send to the
Service Provider!
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/ Authentication ? x }

Name  |TB13 SAML IdP Id| 0a2014q |&

Resource |I:l|:-ti|:|nal URL resource |

SAMLZ authentication *| Clear |
Username |am
Password |ll'l'll'l || Show

Federation Url |htt|:|r5;,|’,|’m1.r'-1.r.ﬂ:l 13.secure-dimensions.deffederation-metadata. xml
Provider hitps://idp.th13.secure-dimensions.defidp/shibboleth -

Get Providers

Mole: Saving wriles directly Lo authentication database |

Reset Cave Cancel

Figure 62. SAML2 Plugin configuration example

Once the SAML2 plugin is configured to work with a particular IdP, this configuration can be linked
to any OWS, protected via SAML2 in the usual fashion. The following figure illustrates how to do
that for a SAML2 protected WMS provided by Secure Dimensions for Testbed 13.
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;'-‘f Add Layer(s) from a WMIT)5 Server ? oy ‘
Layers Layer Crder Tilesets Server Search
|TBl3 Tiger WMS (SAML2 ECP) =
Connect New Fdit Delete Load Save  Add default servers|
1D MName Title Abstract
¥ Create a new WMS connection 4 X
Connection details
Name  |TB13 Tiger WMS (SAML2 ECP) |
URL |hl‘l‘p£.',f,|l'_r.p_th13_se-mre-u:lmenslnns.de{gemwﬂlgerﬂumshmrslnn=1_1_1]& |
Authentication Configurations
TB13 SAML IdP - | Add
Method [SAML2 authentication |
1d  |0a2014q |Edit  Remove
Referar | |
DPI-Mode  all -
Version
[ ] Ignore GetMap/GetTile URT reported in capabilities
Image encoding |:| Ignore GetFeaturelnfo URI reported in capabilities L
[ ] 1gnore axis orientation (WMS 1.3/WMTS)
, [ ] Invert axis orlentation
Options |:| Smooth pixmap transform
Tile size :|
Feature fimit or Getreg ok [ Cancel Help I
Wes 84 e —|

[ | Use contextual WMS Legend

Layer name |

Ready

Add Close Help |

Figure 63. SAML2 configuration used for SAMLZ2 protected WMS
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Appendix D: Revision History

Table 10. Revision History

Date Release

June 30, 2017 A. Matheus

September 26, A. Matheus
2017

October 06, 2017 A. Matheus

October 13, 2017 A. Matheus

October 23, 2017 A. Matheus

November 07, A. Matheus
2017

Primary
clauses
modified

all
all

all

all

all
all

Descriptions

PER version

DER version

DER version
update

Preperation for
Pending
Documents

Final edits

Spell checking
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